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1 Introduction

This contribution contains the latest Ericsson contribution to TISPAN, which is discusses TLS based access security. The attached contribution explores IMS related TLS server side certificate deployment, and introduces two alternative solutions for that. We would appreciate comments and notions about these two alternative security solutions.

There was a joint TISPAN-3GPP workshop held in the end of March. The outcome of it was that an enhanced access security solution, which has a NAT traversal ability, is seen as a generic enhancement to current IMS access security model, and therefore it should be standardized by 3GPP.
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1. Introduction 

In this contribution, we further study IMS related TLS server side certificate deployment. We further clarify the potential scalability problem, and present two alternative solutions for it.

This contribution assumes that IMS roaming is a strong requirement also in fixed broadband access. It should be noted, however, that fixed IMS roaming use cases are generally not very well understood, and it is not yet clear for example what would be a realistic estimate on the number of roaming relationships, especially in NGN R1 timeframe. Deployment of TLS certificates is trivial if the UE always contacts P-CSCF in the home network, i.e. there is no IMS level roaming. 

2. Problem statement 

Ericsson proposal on TLS certificate deployment model [5bTD078] received some feedback in TISPAN#5bis related to scalability. This section intends to further clarify what these scalability issues are. 

Let’s assume that the number of NGN/IMS operators would be close to the number of GSM operators currently registered in GSMA. In December 2004, there were 676 GSM operators having GSMA membership [GSM-statistics]. If all of them were also TISPAN NGN/IMS operators and they all had roaming agreement with each other, the number of certificate the P-CSCF had to store would be 678. Assuming that one certificate would take 1 KB storing space in P-CSCF, total size of the storing space would be less than 1 MB. 1 MB storage space is not a scalability issue. Also, finding the right certificate among 678 certificates is very small problem for modern computers.  

The remaining potential scalability problem is related to cross-certification in general, and to distribution of these cross-certificates to P-CSCF. [5bTD078] assumed that the Network Domain Security (NDS) Authentication Framework (AF) [33.310] could have been re-used for TLS certificate cross-certification. This is probably true, however, not all IMS operators support this feature even for NDS. Also, frequent updates of cross-certificates to P-CSCF may have scalability issues if update procedures are not somehow automated. 

3. Alternative solutions 

This section presents two alternative solutions to the presented problem. Both solutions try to eliminate the need of cross-certification, and in this way remove the scalability problem. 

3.1 Dynamic trust on TLS server certificate 

This solution introduces a dynamic roaming agreement negotiation into IMS. It is assumed the UE is able to verify the validity of TLS server certificate (authentication), however, it still needs to know if it can trust on it (authorization). (The use of self-signed server side certificates may also be possible in P-CSCF but this may require special level of trust on the interface between P-CSCF and S-CSCF.) The goal is to prevent Man-in-the-Middle (MitM) attacker that could also have a valid TLS server certificate to tunnel IMS registration procedure between UE and P-CSCF. This solution does not require any TLS cross-certificates in P-CSCF, and in this way it solves the presented scalability problem. 

Figure 1 demonstrates the solution details. 
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Figure 1: TLS based IMS access security

Protocol details are as follows: 

1. UE and P-CSCF perform full TLS handshake. The UE must be able to authenticate the P-CSCF, e.g. it must possess a root certificate from a CA that has also certified the P-CSCF. 

2. UE starts IMS registration procedure. UE includes the TLS server certificate name from the TLS handshake to the request. 

3. P-CSCF checks that its own name is indicated in the server name field, and forwards the request to S-CSCF. This message also includes an indication that TLS is already in use between UE and P-CSCF. 

4. S-CSCF constructs a special authorization token that integrity protects the TLS server certificate name. This will tell to the UE what was the TLS server certificate name that was received by P-CSCF. The rules on how the token is constructed is out of the scope of this document, however, it could be the result of a one-way hash taken over the TLS server certificate name, and AKA related session keys IK and CK. 

5. P-CSCF forwards the response to the UE. 

6. The UE validates the token. If the TLS server certificate name match with the one included in the token, the UE is able to trust on the TLS session. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure. 

The token serves as a secure channel between the UE and the home network. Nobody, not even the P-CSCF, is able to change the content of unprotected TLS server certificate name parameter, or the token without being noticed. In fact, S-CSCF could use the server certificate name to perform some additional checking, e.g. checks if the P-CSCF is located in a network that has a roaming agreement with the home. Presented solution does not include this checking because it relies on P-CSCF and Network Domain Security [TS 33.210]. 

3.2 Pre-shared key TLS with RFC 3329 

In IMS signalling protection context, PSK TLS has two very important benefits if compared to "normal" TLS (i.e. based on server side TLS certificates, and SIP Digest based client authentication): 

· PSK TLS is easier to deploy securely. In "normal" TLS, we need to worry a lot about root CA's, certificate revocations, cross certification, and MitM attacks. With PSK TLS, all these problems disappear. 

· PSK TLS works more easily for both directions. In "normal" TLS, we need to open the TLS session with SIP registration, and leave the TLS session open for all subsequent communication. There is no way for SIP proxy (P-CSCF) to open TLS to the client. With PSK TLS, it would be very easy to overcome these problems. 

Figure 2 demonstrates the solution details. 
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Figure 2: PSK TLS based IMS access security

Protocol details are as follows: 

1. UE starts IMS registration procedure. If the UE supports PSK TLS, it includes corresponding parameter as an alternative security mechanism in “SIP security agreement” [RFC 3329]. 

2. P-CSCF indicates to S-CSCF that PSK TLS may be used between UE and P-CSCF. 

3. Because PSK TLS may be used, S-CSCF chooses AKAv2 algorithm. Because S-CSCF can not know if PSK TLS or IPsec will be used between UE and P-CSCF, it also attaches related session keys (IK/CK) to the response. 

4. After removing the session keys from the response, P-CSCF forwards the response to the UE. 

5. The UE follows the rules of RFC 3329, and chooses PSK TLS as the security mechanism. 

6. The UE and P-CSCF performs PSK TLS handshake. 

7. The UE continues with normal IMS registration procedure. The rest of the procedure is not shown in the figure.

Presented solution with PSK TLS corresponds to the security level of the current IMS signalling protection. This means that initial registration message, and some error messages cannot be protected between UE and P-CSCF. PSK TLS is not currently among the security mechanisms of RFC 3329, however, it fits nicely to the framework. 

4. Conclusions

This contribution further studied the TLS based signalling protection. Two solutions were proposed, one based on dynamic trust establishment with server side TLS certificates, and another on PSK TLS, and RFC 3329. 

It is proposed that WG7 further discusses and evaluates the two alternative solutions. It is possible to specify one of the solutions as optional, and the other as mandatory for implementation. However, it might be beneficial to limit the number of implementation options in order to avoid complexity, and to gain better interoperability. 

It would be also important to limit the number of open issues in WG7. If TLS based IMS signalling protection solution gains enough support in WG7, the chosen solution(s) could be added in the main body of [DTS7012-3]. Alternatively, the solution(s) should be put to the draft solution Appendix in [DTS7012-3]. 
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