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1
Introduction

This paper discusses the methods to transfer GUSS from the HSS to the BSF, and how to minimize the traffic load related to the GUSS transfer procedure.

2
Discussion

In the SA3#36 meeting it was agreed that the BSF is able to fetch only one authentication vector (AV) at a time from the HSS over Zh reference point. This forces the BSF to update the GUSS that it has in its memory from the HSS when the UE bootstraps with the BSF. Also, if the NAF wants to get an updated USS (or multiple USSs) from the BSF, all it needs to do it to request the UE to bootstrapping with the BSF (i.e., renegotiate) and the next time the NAF request a particular USS from the BSF it knows that the USS is up to date. For some service, that require very fresh keys, the NAF might require quite often new bootstrapping of keys.

But this procedure also forces the HSS to send the GUSS every time a new AV is requested - regardless of whether the GUSS has been updated in the HSS since the last time the BSF fetched the GUSS. Since the service usage is likely to be more frequent than subscriber profile updates, the frequent sending of GUSS may be unnecessary. And as GUSS may be quite large in size the number of times the GUSS is transferred from the HSS to the BSF should be minimized.

We propose to add a timestamp to the GUSS by the HSS to indicate the last time the GUSS was updated. If the BSF has a subscriber’s GUSS in the memory and the BSF is fetching a new AV from the HSS for that subscriber, it would also include the timestamp of its GUSS to the request. Upon receiving the GUSS timestamp from the BSF, the HSS would compare it to the GUSS timestamp in its database. The HSS will include GUSS in the reply message to the BSF, only if the timestamps are different. If the timestamps are equal, then there is no need to include GUSS in the reply message. If there is no GUSS available, because it has been deleted in the meantime, then the HSS will indicate that no GUSS is available to the BSF and the BSF will delete the old GUSS. A counter might serve a similar purpose, but I has the disadvantage that the state has to be maintained and synchronized in case there are several HSS that store the GUSS.
If the BSF does not have a subscriber’s GUSS in its memory and the BSF is fetching a new AV from the HSS for that subscriber, then there will be no timestamp in BSF’s requiest and the HSS will include GUSS in the reply. 

3
Conclusion & Proposal

We propose to add an optional GUSS timestamp to each GUSS indicating when the GUSS was last changed by the HSS. This timestamp is used to optimise the GUSS transfer policy between the HSS and the BSF: If the BSF has subscriber's GUSS in memory when it needs to fetch a new authentication vector (AV) for the subscriber, it will also include the GUSS timestamp to the request. Upon receiving the GUSS timestamp, the HSS will compare it to the timestamp of the GUSS it has in its database. If the timestamps are equal, then the HSS does not send the GUSS to the BSF as the BSF already has a copy of the GUSS. If the timestamps are not equal, then the HSS sends the GUSS as the BSF has an invalid GUSS, which needs to be updated. In the case, there is no GUSS available in the HSS, the HSS will indicate to the BSF that no GUSS exist and the BSF will delete the old GUSS.

The accompanying CR implements the necessary changes to TS 33.220.




