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1. Introduction
This document provides a solution for (U)SIM security reuse by peripheral devices on wireless local interface. 

2. Brief Description of (U)SIM
GSM System uses a SIM (Subscriber Identity Module) to authenticate the user to the network. USIM and ISIM are the new derivatives of SIM (herein after called (U)SIM). They have new UMTS supplements and ensure transition between the GSM and UMTS networks. Being piece of hardware (like an RSA SecurID card), they provide higher security than software-only solutions. Being physical entities these can be removed from the mobile terminal. 
3. Wireless Link

To communicate from (U)SIM to a device, any existing wireless LAN technology y can be used, however, Bluetooth seems to be the best for its many advantages in this application. E.g., it is essentially a short-range (10-meter), robust, low complexity, low power and low cost unlicensed radio link. It uses a fast acknowledgement and can automatically detect and communicate with peer devices without user intervention. 
4. Detailed Description of the Solution
To connect multiple devices with the multiple networks either each device must have (U)SIM in it or the user must remove the (U)SIM from one device and insert it into another device each time he wants to connect to the wireless network. In the first option the problem is that the user is forced to subscribe to two different services (a mobile phone service and a WLAN service) or, if the same operator operates both networks, the user must have an account for each device with which he accesses the Internet. Whereas in the second option, the difficulty is that the user must physically remove the (U)SIM and insert it into another device. The later option also eliminates the use of multiple devices simultaneously. Thus, there is a need for a simpler way of allowing a user who owns multiple devices to connect to the multiple networks with multiple devices simultaneously
The solution is illustrated in fig-1, where (U)SIM is sitting in a Mobile phone, herein after called (U)SIM Holding Device. The subscriber can have access to cellular services offered by 3GPP operators and at the same time, if he wants to access WLAN from a hotspot managed by the same operator, he can authenticate and authorize himself to use WLAN network with the same (U)SIM over wireless link, without removing (U)SIM from the cell phone and inserting it in the PC/pocket PC/PDA herein after called SIMless device. SIMless devices can talk to the (U)SIM holding device just like (U)SIM is physically present in the SIMless device. Thus a Single (U)SIM can be used to Authenticate Multiple Devices Simultaneously to have access to multiple networks. 
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Figure 1 Reusing (USIM to authenticate multiple devices on multiple networks
5. Bluetooth/Wireless Link Security Issues and their solution

To analyze security issues lets assume a SIMless device is present in an area where there are several (U)SIM holding devices are also present in the vicinity. 
In one scenario, the user of the device will have pre-configured his mobile device so that the wireless transceiver knows to always use certain (U)SIM. 
In other scenario, the user of the device will inform the mobile device to use certain (U)SIM at the time the user wants to connect to the wireless communications network. 
In still another scenario, the mobile device will search for SIMs in its vicinity and will display to the user a menu showing a list of SIMs available in its range. The user may then select from the menu which (U)SIM to use. Furthermore, if authenticated and authorized, all the (U)SIMless devices may use the same (U)SIM simultaneously.

The flowchart of figure 2 describes the steps of searching for a (U)SIM. In decision step, the device will determine whether it is pre-configured to use a certain (U)SIM. If so, it will proceed to attempt to access the (U)SIM. If not, the device will ask for a user to input the (U)SIM. If the user does, the device will attempt to access the (U)SIM. If not, the device will search for SIMs in the area and will return a menu with a list of available SIMs. The user may select a (U)SIM, and the device will attempt to access it. The owner of the (U)SIM will be alerted if some unauthorized access is made to his (U)SIM. 

The system provides for security to prevent unauthorized users from using a (U)SIM. First, any user must input credentials, such as a password, to verify that he is authorized to use the (U)SIM. The relatively low range of the Bluetooth link provides some security against unauthorized users, though of the primary security rests in the security protocol used to communicate between the (U)SIM and the device. Regardless, an owner knows that a potential unauthorized user must be within a certain range specified by the wireless protocol used. Another security measure is that the (U)SIM can be powered off to prevent others from accessing it. A further step to prevent unauthorized use is that whenever someone tries to access a (U)SIM, the (U)SIM can be alerted or an alert can be sent to a specified device. If the alert goes directly to the (U)SIM, it may beep or otherwise give some sort of signal. If the alert goes to a specified device, a message will be displayed informing the user of the access. The user can then decide whether the access is authorized and can allow or disallow it. The steps of this process are further detailed in the flowchart of Figure 3. The message informs the user that another device has requested identification information from the (U)SIM, and the message presents a user with a choice of whether to allow the access or not. If the user chooses not to allow the access, a message will be sent to the (U)SIM to deny access to the requesting device, and the (U)SIM will not send the identification information to the requesting device. If the user chooses to allow the access, on the other hand, the device will send a message to the (U)SIM to allow the requesting device access.

The methods described above support the existing PIN based access control, as in case of un-split UE. However, his may require some provisioning in the (U)SIM for example. 

1. Use of an EF-RFU (Elementary File-Reserved for Future Use) where: 

a) Access conditions are Defined
b) Identifiers to establish association between (U)SIM and Peripheral SIMless Device are stored to identify each other (These Identifiers may be for example Device Identity and Unique Identification No. of the (U)SIM) and can be preconfigured for this association or may be manually entered).
2. Execution of PDA (Peripheral Device Authentication) in the Master File/Dedicated File of (U)SIM. This may call for Application Directory to be created for this application. 

The above requirements can be easily accomplished as certain parameters in (U)SIM are reserved for future use. However, for provisioning in ME, it might be enabled to get subscriber's OK before presenting the PDA to the (U)SIM. 
Figure 4 shows a method of a mobile device using a (U)SIM to connect to a wireless communications network. It illustrates in more detail the process of retrieving identification information from a (U)SIM when a mobile device user wants to connect to a wireless communications network. The device makes a request to a (U)SIM for the identity information; the (U)SIM sends a challenge to the device, which is the first layer of security. The user then will be prompted to enter in the user’s credentials, and the device will send a response with the credentials back to the (U)SIM. The (U)SIM will then attempt to authenticate the user. If the response is invalid, the user will deny access to the identification information. If the response is valid, the (U)SIM will send the identification information to the device, the device connects to the wireless communications network. If the user has not opted for WLAN subscription with his home operator and he still wants to use the hotspot for one time only he might be taken to a certain URL where he will be able to input his credentials received on his cell phone through SMS. 
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Figure 2 Flow chart for device selection of (U)SIM card



Figure 3 Flow chart for device authorization. 








Figure 4 Flowchart showing a mobile device connecting to a wireless communications network using (U)SIM.
6. Solution meets the Operator Requirements.  

1. Supports Mutual Authentication 

2. Supports Existing (U)SIM cards.

3. Requires minimum changes in the HSSLR/HSS. 
4. It has minimal impact on the user equipment, i.e. client software.

5. The user will have same security level for WLAN & 3GPP access.

6. Minimum need for operators to administer end user software. 
7. The interface to the (U)SIM is of challenge-response, i.e. a challenge is sent to the (U)SIM-card and a response is received in return (which is a function of the secret key).
7. Merits of the proposed Solution

a. This solution not only meets the requirements mentioned in section 6, but offer following additional advantages: 

b. SINGLE (U)SIM for multiple devices (Phone, PC, and Pocket PC) means, “No Removal/insertion of (U)SIM from one device to another device”.

c. Single (U)SIM for multiple devices means, “simultaneous access to both networks”

d. More secure from Security point of view compared to downloading the (U)SIM from the operators’ network. It is not secure because we believe that security rests in something you have in your hand.
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