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1. Introduction

The LS in S3-050189 from GERAN WG2 requests SA3 to analyze whether there is any security threat in including the identity (IMSI and/or IMEI) of an MS in the Perform Location Request message. This message is sent from the MSC/SGSN to the SMLC over the A/Gb and Lb (if present) interfaces. GERAN WG2 see a need for these MS identity parameters in order to tune positioning information for the MS by maintaining context between subsequent location requests for each MS and as well as to allow more options for SMLC diagnostics.  

In this paper we analyze whether there are any security threats in including IMSI and/or IMEI over A/Gb and Lb interfaces.

2. GERAN LCS Architecture
Figure 1 below [extracted from TS 43.059] shows the functional LCS architecture in GERAN:

[image: image1.wmf] 

Iur

-

g

 

Um

 

GSM/UMTS

 

Core Network

 

GERAN

 

Gb

 

A

 

MS

 

BTS

 

BTS

 

LMU

 

Type B

 

LMU

 

TypeA

 

SMLC

 

CBC

 

Um

 

CBC

-

SMLC

 

CBC

-

BSC

 

Lb

 

BSS

 

BSC

 

SMLC

 

CBC

 

Iu

 

BSS

 


Figure 1: Functional LCS Architecture in GERAN

In GERAN, BSC receives the PERFORM LOCATION REQUEST messages from the Core Network over A or Gb interfaces and passes this request to the SMLC. SMLC is a functional entity that may be implemented as either a standalone entity or integrated into the BSC.
3. Sending Identity over A and Gb interfaces
A interface is between GERAN BSS and MSC. The identity is proposed to be included in the BSSAP Perform Location Request message from the MSC to the BSC.
Gb interface is between GERAN BSS and SGSN. The identity is proposed to be included in the BSSGP Perform Location Request message from the SGSN to the BSC.

Since A and Gb interfaces are trusted between the PLMNs, there should be no security issues in sending identity (IMSI and/or IMEI) over these interfaces. For example, mobile identities are already being sent over the A interface (e.g., IMSI in PAGING messages). 
4. Sending Identity over Lb interface

If the SMLC is integrated into the SMLC, then the Lb interface is not present, and the trust issues are same as for the A or Gb interface. 

If the SMLC is a standalone entity, then the identity would be send over the Lb interface in the BSSAP-LE Perform Location Request message. Lb is the interface between SMLC and BSC. This should not introduce any new trust or security requirements as the SMLC is in the same PLMN as the BSC. Therefore, we do not see any issue in sending IMSI and/or IMEI over Lb interface.
5. Conclusion & Proposal
If SA3 agrees with the analysis presented in this paper, then, SA3 is kindly requested to send a reply LS to GERAN WG2 stating that SA3 see no security threat in including the IMSI and/or IMEI in the Perform Location Request message that is sent from the MSC/SGSN to the SMLC via the BSC.

A proposed draft LS to GERAN WG2 is also attached to this contribution for approval. 
































































































