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********* the first change************ 
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[RFC 3310] A. Niemi, et al, “Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and 
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************** the second change *************** 
�

4.2.3  Reference points 

4.2.3.1 A 

Protocol A is the bootstrapping authentication and key agreement protocol. It is run between the UE and the BSF 
and provides mutual authentication and key agreement between these entities. Protocol A is based on the 3GPP 
AKA [4] protocol that requires information (e.g. master key) from USIM and/or ISIM. The interface to the USIM 
is as specified for 3G [3]. 
 
The reference point A is between the UE and the BSF. The functionality is radio access independent and can be run 
in both CS and PS domains. 
 

4.2.3.1.1 Functionality 

Reference point A provides mutual authentication between the UE and the BSF entities. It allows the UE to 
bootstrap the session keys based on the 3G infrastructure. The session key as result of key agreement functionality, 
is used to support further applications e.g. certificate issuer. 
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4.2.3.1.2 Protocol 

Protocol A is in format of HTTP Digest AKA, which is specified in [RFC3310]. It is based on the 3GPP AKA [4] 
protocol that requires information from USIM and/or ISIM. The interface to the USIM is as specified for 3G [3]. 
 

4.2.3.2 B 

Protocol B is the application protocol which is secured using the session keys agreed between UE and 
BSF as a result of the run of protocol A. For instance, in the case of support for subscriber certificates, it 
is a protocol, which allows the user to request certificates from NAF. 

4.2.3.3 C 

Protocol C is used between the BSF and the HSS to allow the BSF to fetch the required authentication 
information and subscriber profile information from the HSS. The interface to the 3G Authentication 
Centre is HSS-internal, and it need not be standardised as part of this architecture.  

4.2.3.4 D 

Protocol D is used by the NAF to fetch the key material agreed in protocol A from the BSF. It may also 
be used to fetch subscriber profile information from BSF.   
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4.3 Procedures  
This chapter specifies in detail the format of the bootstrapping procedure that is further utilized by various 
applications. It contains the AKA authentication procedure with BSF, and latter the key agreement procedure.  
 

4.3.1 Bootstrapping procedures 

When a UE wants to interact with an NAF, the UEit must first runperform a bootstrapping authentication with the 
BSF with the following steps (see Figure 3): 

Editor’s note: Detail message sequence diagram will be added later here to present the AKA step in concrete form. 

Editor’s notes: Protocol C related procedure will be added here in future development. It may re-use Cx interface that is specified in TS 
29.228. 

 

UE BSF HSS

(CK,IK) -> Ks

IK, CK IK, CK

(CK,IK) -> Ks

Identifier

Identifier,Ks

A C

AKA

Identifier,Ks
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9. Identifier  

1. Request (user 
identity) 

7. 200 OK 
Authentication-Info: 
(XRES is used) 

3. 401 Unauthorized 
WWW-Authenticate: 
Digest (RAND, AUTN 
delivered) 

UE HSS BSF 

2. Protocol C:  
BSF retrieves AV 
and user profile.  

4 Client runs AKA 
algorithms, verifies 
AUTN, and session 
keys derives RES 

5. Request 
Authorization: 
Digest (RES is used) 

6. Server checks the 
given RES, if it is 
correct. 

8. Ks=CK||IK 8. Ks=CK||IK 

 

Figure 3: The bootsrapping procedure 

 
UE runs protocol A with the BSF, which in turn runs protocol C with the HSS.  

�This will result in session keys IK and CK in both BSF and UE.  
�CK and IK are used in both BSF and UE to derive key material for use with protocol B. As the BSF 

is required to be independent of the particular application protocol B the key material is assumed 
to be sufficiently so that it can be used with any candidate protocol B. The key material shall not 
allow any NAF to infer information about CK and IK. 

�BSF may supply a transaction identifier to UE in the course of protocol A (ffs, see below). 
 
1: The UE sends an HTTP request towards the BSF. 
 
2. BSF retrieves the user profile and a challenge, i.e. the Authentication Vector (AV, AV = 
RAND||AUTN||XRES||CK||IK) by protocol C from the HSS. 
 
3. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This 
is to demand the UE to authenticate itself.  
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4: The UE calculates the message authentication code (MAC) so as to verify the challenge from authenticated 
network; the UE also calculates CK, IK and response RES. This will result in session keys IK and CK in both BSF 
and UE. 
 
5. The UE sends request again, with the Digest AKA RES as the response to the BSF. 
 
6: If the RES equals to the XRES that is in the AV, the UE is authenticated.  
 
7. The BSF shall send 200 OK message to the UE to indicate the success of the authentication. 
 
Next is the key agreement procedure: 

 
8. The key material Ks is generated in both BSF and UE by concatenating CK and IK. The Ks is used for securing 
the protocol B.  
 
9. BSF may supply a transaction identifier to UE in the cause of protocol A (ffs, see next clause). 
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