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1. Introduction 

SA3 is currently discussing the number of security associations (SAs) needed between the UE and P-CSCF.  

The current version of TS33.203 proposes that there will be at least 2 x 2 x 2 = 8 SAs (two directions, two temporarily 
SAs for re-registrations, and two transport protocols). It has also been proposed that since the re-registrations use 
existing SAs, and because there are some potential error situations, additional three SAs are needed for each 
inbound/outbound/existing/new SA quartet [S3-020292] (one for UE and two for P-CSCF). This concludes all together 
12 SAs.  

In general, the SA handling procedure is becoming overcomplicated. This paper discusses how it could be simplified, 
and how the number of needed SAs could be kept in minimum.  

The proposal is to tie the SA-handling to registration messages only. 

Accompanied CR to 33.203 has been submitted.  

2. SA handling  

According to S3-020292, it is possible to have the following kind of SAs between the UE and P-CSCF:  

• Two SAs, one for each direction (inbound and outbound).  

• At the time of SA creation, the number of SAs is sometimes temporarily doubled (existing and new SAs). 

• Three additional SAs are needed for specific error cases, one for UE, two for P-CSCF.  

• All of the previous SAs must be received for UDP and TCP separately.  

Complex SA handing procedure might cause problems in security basically because it is difficult to understand and 
analyse. There may always be some security problems that are not found, for example. Even if the procedure was 
secure, interoperability between different implementations may still cause problems if the software designers have 
difficulties understanding the scheme.  

All the SAs presented in [S3-020292] are most probably needed in order to make the procedure secure for every 
possible situations. It is not easy to see alternative solutions that would not danger the security but would still meet all 
the assumed requirements. However, the solution will lead to situation in which P-CSCF must check the status of SAs 
with every SIP message. This is because the SA handling procedures are extended outside the registration. For example, 
old SAs can only be deleted after the next message after the SM12 (last response to REGISTER message).  

Ericsson believes that the SA handling procedure may become too complicated, and that some simplifications can be 
done. The following sub-sections describe concepts and procedures for SA handing when only eight SAs are used. The 
SA handling is restricted to registration messages only.  

The major difference of this approach to the current version of 33.203 is that while doing authenticated re-registration 
using already existing SAs, the old SAs are removed already after SM10 (P-CSCF) and SM12 (UE). This procedure 
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will open a possibility for an attacker to remove existing SAs if the re-registration is sent unprotected. For this reason, 
re-registrations should always be sent protected if there already is a valid SA in use.  

2.1 Definition of security associations  

This paper uses the following names for the SAs in UE and P-CSCF:  

SA_inudp  – inbound SA for UDP  
SA_outudp – outbound SA for UDP 
SA_intcp – inbound SA for TCP  
SA_outtcp – outbound SA for TCP  
 
UE and P-CSCF refer to one particular SA using the opposite naming because what is inbound for UE is outbound for 
P-CSCF:  

UE(SA_inudp) = P-CSCF(SA_outudp) 

Each SA has a state. Figure 1 demonstrates all possible states of an SA: ‘negotiated’, ‘used’, and ‘deleted’.  

 

 

 

 

 

Figure 1: A state diagram for a SA  

Transition between the states is guided using some specific rules. 

 2.2 Re-registration messages sent unprotected  

Re-registration messages may be sent using the existing SA, or unprotected. Sending re-registration messages 
unprotected is not recommended if valid SAs exist. This sub-section describes what would happen if this was done 
anyway.  

If the existing SAs are not used, the first REGISTER message (SM1) is sent unprotected. The second REGISTER is 
protected using the SA negotiated in SM1 and SM6. Figure 2 demonstrates the situation from P-CSCF perspective.  

 

 

 

 

 

 

Figure 2: Unprotected registration from P-CSCF perspective 

The procedure for updating the states of the SAs goes as follows:  

• Rules for P-CSCF:  

o After receiving SM4, P-CSCF will create new SAs with state ‘negotiated’.  

o If P-CSCF does not receive SM7, it will (after the time-out) change the status of the new SAs from 
‘negotiated’ to ‘deleted’.  
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o After receiving SM7, P-CSCF will know that the new inbound SA is valid. It will change the state of 
new inbound SA from ‘negotiated’ to ‘used’.  

o After receiving SM10, P-CSCF will know that the home network is able to authenticate the UE, and it 
will change the state of new outbound SA from ‘negotiated’ to ‘used’. P-CSCF will also change the 
state of old inbound and outbound SAs from state ‘used’ to ‘deleted’.  

• Rules for UE:  

o After receiving SM12, UE will know that both the inbound and outbound SAs were valid. UE change 
the state of all old SAs from ‘used’ to ‘deleted’, and update the state of the new SAs from ‘negotiated’ 
to ‘used’.  

o If UE is not able to receive SM12, and after re-transmitting SM7 several times, UE will change the 
state of all SAs with state ‘used’ or ‘negotiated’ to ‘deleted’. 

The strength of this procedure is that the UE and P-CSCF will delete the old SAs already during the registration 
procedure. 33.203 currently specifies that UE and P-CSCF must wait until P-CSCF receives the next message from UE 
using the new SA.  

The weakness of this procedure is that an attacker may modify the unprotect message SM1, and consequently UE and 
P-CSCF cannot use either the new or the old SAs (new SAs does not work, and old SAs have been removed). For this 
reason, re-registration should always be sent using an existing SA. If the existing SAs can not be used because they do 
not work, the attack has no effect to the use of the system because the existing SAs should be removed anyway.  

  

2.3 Re-registration messages sent over an existing SA  

In normal, UE will send a re-registration message over an existing SA. Assuming that S-CSCF will challenge the first 
REGISTER message, the procedure from the P-CSCF perspective is as in the figure 3. There are no changes to the SAs 
if S-CSCF does not challenge the re-registration message.  

 

 

 

 

 

 

 

Figure 3: Protected registration from P-CSCF perspective 

 

The procedure for updating the states of the SAs goes as follows:  

• Rules for P-CSCF:  

o After receiving SM4, P-CSCF will create new SAs with state ‘negotiated’.  

o If P-CSCF does not receive SM7, it will (after the time-out) change the status of the new SAs from 
‘negotiated’ to ‘deleted’.  

o After receiving SM10, P-CSCF will know that the new inbound and outbound SAs are valid because 
1) UE and P-CSCF know the same key IK, 2) the home network was able to authenticate the user, and 
3) messages SM1 and SM6 were protected and consequently no attacker could have modified the SA 
parameters under negotiation. P-CSCF will change the state of new SAs from ‘negotiated’ to ‘used’. 
At the same time, P-CSCF will also change the state of old inbound and outbound SAs from state 
‘used’ to ‘deleted’. 
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• Rules for UE:  

o If UE needs to send non-register messages to P-CSCF during the registration procedure, UE shall 
change the status of the new outbound SA from ‘negotiated’ to ‘used’. Note that at this phase the 
status of the old outbound SA is also ‘used’, however, the new outbound SA is preferred.  

o If the UE does not receive SM12, and after re-transmitting SM7 a number of times, the UE shall 
change the status of the new SAs from ‘negotiated’ to ‘deleted’.  

o After receiving SM12, UE will know that both the inbound and outbound SAs were valid. UE change 
the state of all old SAs from ‘used’ to ‘deleted’, and update the state of the new SAs from ‘negotiated’ 
to ‘used’.  

3. Conclusions  

The SA handling procedures are becoming more and more complicated. They are hard to understand and analyse which 
may cause problems for detailed protocol design and interoperability of different implementations.  

It is proposed that SA3 adopts the principles presented in this document in order to clarify and simplify the SA handling 
process. This SA handling process is able to operate with 8 SAs in maximum. It does include a possibility for an attack 
if the re-registration message is for some reason sent unprotected even when valid SAs exists. If the existing SAs are 
broken, the attack does not exist.  

Accompanied CR to 33.203 is included.  
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7.4 Authenticated re-registration 

If the registration is a re-registration, a pair of security associations between UE and P-CSCF is 
already active. The authenticated re-registration shall initially utilize the existing SA. This is the 
normal case. However, in the event the UE originates the (SM1) Register message using no 
protection, the P-CSCF shall still accept it and forward the request to the S-CSCF, indicating that 
the register message was not integrity protected. This shall trigger the S-CSCF to challenge the 
subscriber with the execution of a new IMS-AKA authentication procedure as described in clause 
6.1.1. 

[Editors Note: The exact mechanism for changing SAs is currently under investigation.] 

Before SM7 is sent by the UE, both peers shall replace the existing SA by the new SA negotiated 
during these first two messages. 

[Editors Note: The exact mechanism when to change SA1 to SA2 under certain error conditions is FFS.] 

7.4.1 Handling of security associations in authenticated re-registrations 
(successful case) 

Before re-registration begins the following SAs exist: 
- SA1 from UE to P-CSCF; 

- SA2 from P-CSCF to UE. 

The re-registration then is as follows: 
1) The UE sends SM1 to re-register with the IMS, using the existing SA1 to the P-CSCF. Sending SM1 unprotected 

in the case where SA1 and SA2 exist is not allowed. As in the case of a new registration, a list of parameters to 
be negotiated in a security association set-up is included. 

[Editors Note: It is FFS if the SA1 shall be used for SM1 or not] 

2) The P-CSCF waits for the response SM4 from the S-CSCF and then sends SM6 to the UE, using SA2. As in the 
case of a new registration, the parameters selected for the new security associations are included. The P-CSCF 
then creates two new security associations, in parallel to the existing ones, in its database: 

- SA11 from UE to P-CSCF; 

- SA12 from P-CSCF to UE. 

3) If SM6 could be successfully processed by the UE, the UE also creates the new SAs SA11 and SA12 in its 
database. The UE then sends SM7 to the P-CSCF. As in the case of a new registration, the authentication 
response and the list of parameters repeated from message 1SM6 are included. SM7 is protected with the new 
SA11. If UE needs to send non-register messages to P-CSCF during the registration procedure, UE starts using 
SA11 instead of SA1 at this phase. 

4) The P-CSCF waits for the response SM10 from the S-CSCF and then sends SM12 to the UE, using the new SA 
12. P-CSCF deletes the old (inbound) SA1 and the old (outbound) SA2.  

5) After the reception of SM12 by the UE, the re-registration is complete. The UE now uses the new SAs for all 
subsequent messages. It also deletes the old SA1 and SA2. 

The UE now uses the new SAs for all subsequent messages. The old (outbound) SA1 is deleted. 
The old (inbound) SA2 must be kept until a further SIP message protected with the new inbound 
SA12 is successfully received from the P-CSCF. 
The P-CSCF keeps all four SAs with the UE active until a further SIP message protected with the 
new inbound SA11 is successfully received from the UE. In the meantime, the P-CSCF continues to 
use the old SA2 for outbound traffic to the UE. 
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7.4.2 Error cases related to authenticated re-registration 

Whenever an expected message is not received after a time-out the receiving entity considers the 
registration to have failed. The receiving entity then deletes any new security associations it may 
have established and continues to use the old ones if they exist and have not yet expired. If the UE 
has no valid SAs the UE can only register and create new SAs via an initial REGISTER.  
If the registration protocol goes well up to the last message SM12, and SM12 is sent by the P-
CSCF, but not received by the UE , then the UE has only the olds SAs available (after the time-out), 
but the P-CSCF cannot know this. Therefore, the P-CSCF continues to use the old SA2 for 
outbound traffic to the UE, but keeps both, old and new SAs. The new SAs are deleted when a 
message is received from the UE which is protected with the old SA, or if a REGISTER message is 
received on the port where the P-CSCF accepts specific unprotected messages. 
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