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7 Security association set-up procedure

The security association set-up procedure is necessary in order to decide what security services that apply and when the
security services start. In the IMS authentication of usersis performed during registration asin Section 6.1. Subsequent
signaling communications in this session will be integrity and optionally confidentiality protected based on the keys
derived during the authentication process.

7.1 Security association parameters

For protecting IMS signaling between the UE and the P-CSCF it is necessary to agree on shared keys provided by IMS
AKA, on certain protection methods (e.g. an integrity protection method) and a set of parameters specific to a protection
method, e.g. the cryptographic algorithm to be used. The parameters negotiated are typically part of the security
association to be used for a protection method.

The security mode setup shall support the negotiation of different protection mechanisms. It shall be able to negotiate or
exchange the SA parameters required for these different protection mechanisms. Although the supported protection
| mechanisms could be quite different, there isa common set of parameters that have-tecan be negotiated for each of
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them. . This The set of attributes, algorithms and parameters for establishing | Psec SAincludesare grouped together and
amethod how to achieve thisisgivenin Annex D.1.:

Parameters specifically related to certain protection methods are kept in the annexes describing the protection methods.

The SA between the UE and the P-CSCF will have alimited lifetime. The lifetime timer shall be the same as the
registration timer, which is defined per contact address. When the UE registers the registration timer will be negotiated
between the UE, the P-CSCF and the S-CSCF. The S-CSCF will be able to accept, decrease or increase the proposed
expiration time from the UE and the final valueis sent in the response to the UE. The expiry time in the UE will be
shorter than the expiry time in the S-CSCF, such that the UE is able to re-register. For each new successful
authentication the SA shall be updated. The S-CSCF shall align the expiration of subseguent registrations with any
existing registration timer. The SA is deleted if the registration timers expires in the P-CSCF or in the S-CSCF.

[Editors Note: The support of different mechanismsis FFS.]
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Annex D i .
Set-up procedures for 1PSec based solution

[Editors Note: If the IPSec solution isfinally chosen the chapters below shall be moved into the main body of this
TSin the corresponding sections.]

This section is based on section 7 and provides additional specification for the support of IPsec ESP.

D.1  Security association parameters_to be predefined

To establish IPsec SA under same policy in the UE and P-CSCF, Fhean essential range of SA parameters, identifiers
and attributes that-shall-be-negetiated-between UE-and-P-CSCF, are grouped together under SA suite definition. SA
Suite is predefined for flexible SA establishment and shall be proposed during the security negotiation procedure. It
contains information:

- |Psec Situation Definition

- ESPtransformidentifier

- —Authentication (integrity) algorithm

- SA Lifetype: measured by time or by data amount

- SA duration: the SA duration has afixed length.

- Key length: the length of encryption and authentication (integrity) keys.

There are two suites defined for Release 5 usage. The naming scheme is align with [13].

Suite 1:

Q) Situation definition

Situation=SIT_INTEGRITY

b) IPsec protocol

Protocol id=PROTO_IPSEC ESP

ESP Transform Identifierss ESP_ NULL

c) SA attributes
SA Life Type=seconds

SA Life Duration=2%-1

Authentication Algorithm= HMAC MD5

Encapsul ation Mode=T ransport

key lengths=128 bits

Suite 2:

ad) _Situation definition

Situation=SIT_INTEGRITY

b) IPsec protocol

Protocol id=PROTO_IPSEC ESP

ESP Transform Identifierss ESP_ NULL
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c) SA attributes
SA Life Type=seconds

SA Life Duration=2%-1

Authentication Algorithm= HMAC SHA

Encapsulation Mode=Transport

key lengths=128 bits

Note: The HMAC-SHA-1-96 requires 160 bits key length, which shall be converted from 128 bits session key.

The other ephemeral parameters associated with each particular SA connection, such as SA_|ID and port numbers
shall be negotiated separately during security negotiation procedure.
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