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7.3.3 Authenticated re-registration

If the registration is are-registration, a pair of security associations between UE and P-CSCF is aready active. The
authenticated re-registration shall initially utilize the existing SA. Thisisthe normal case. However, in the event the UE
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originates the (SM1) Register message using no protection, the P-CSCF shall till accept it and forward the request to
the S-CSCF, indicating that the register message was not integrity protected. This shall trigger the S-CSCF to challenge
the subscriber with the execution of anew IMS-AKA authentication procedure as described in clause 6.1.1.

[Editors Note: The exact mechanism for changing SAsis currently under investigation.]

Before SM7 is sent by the UE, both peers shall replace the existing SA by the new SA negotiated during these first two
messages.

[Editors Note: The exact mechanism when to change SA1 to SA2 under certain error conditionsis FFS.]

When a UE has changed its | P address that it intends to use for subsequent SIP signaling, it should initiate are-
registration procedure.
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7.3.3.1 Handling of security associations in authenticated re-registrations (successful
case)

Before re-registration begins the following SAs exist:
- SA1from UE to P-CSCF;
- SA2from P-CSCF to UE.

The re-registration then is as follows:

1) The UE sends SM1 to re-register with the IMS, using the existing SA1 to the P-CSCF. Asin the case of anew
registration, alist of parameters to be negotiated in a security association set-up is included.

If the re-registration was initiated due to the allocation of anew |P address, the UE shall use the old IP address
when sending SM 1. If the old IP address is no longer usable, SM 1 shall not be integrity protected. Inside the SIP
message SM 1, the UE shall advertise a contact address that it wants to use after the re-registration is compl ete.
This address may be different from the source address used to send SM1 when the UE has allocated a new
address. If thisisthe case, the UE shall also include the old addressin SM1 and advertise it to expire

immediately.
[Editors Note: It is FFSif the SA1 shall be used for SM1 or not]

2) The P-CSCF waits for the response SM4 from the S-CSCF and then sends SM6 to the UE, using the already
existing SA2. Asin the case of a new registration, the parameters selected for the new security associations are
included. The P-CSCF then creates two new security associations SA11 and SA12, in parallel to the existing
ones, in its database.:

However SM6 shall be sent to the | P address that was used when SA2 was originally created, regardless of the
contact address advertised by the UE in SM1.

- SA11 from UE to P-CSCF;
- -——SA12 from P-CSCF to UE.

In these security associations, the | P address of the UE shall be the contact address advertised by UE in SM 1.

3) If SM6 could be successfully processed by the UE, the UE also creates the new SAs SA11 and SA12 inits
database. The UE then sends SM7 to the P-CSCF. Asin the case of a new registration, the authentication
response and the list of parameters repeated from message 1 are included. SM7 is protected with the new SA11.

The UE shall now use the same source address in sending this message as it advertised as its contact address in
SM1.

4) The P-CSCF waits for the response SM 10 from the S-CSCF and then sends SM 12 to the UE, using the new SA
12. SM12 shall be sent to the source address that was used when sending SM7.

5) After the reception of SM12 by the UE, the re-registration is compl ete.

The UE now uses the new SAs for all subsequent messages. The old (outbound) SA1 is deleted. The old (inbound) SA2
must be kept until afurther SIP message protected with the new inbound SA12 is successfully received from the P-
CSCF.

The P-CSCF keeps all four SAs with the UE active until afurther SIP message protected with the new inbound SA1l is
successfully received from the UE. In the meantime, the P-CSCF continues to use the old SA2 for outbound traffic to
the UE.
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