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5.1.4 Integrity protection

Integrity protection shall be applied between the UE and the P-CSCF for protecting the SIP signaling, as specified in
section 6.3. The following mechanisms are provided.

1. The UE and the P-CSCF shall negotiate the integrity algorithm that shall be used for the session, as specified in
chapter 7.

2. The UE and the P-CSCF shall agree on -a security associations, which includeidentifyiesthe integrity keys, H
that shall be used for the integrity protection. The mechanism is based on IMS AKA and specified in chapter 6.1.

3. The UE and the P-CSCF shall both verify that the data received originates from a node, which has the agreed
sessien-integrity key;H<. This verification is also used to detect if the data has been tampered with.

4. The UE and the P-CSCF shall both verify the freshness of the message such that both replay attacks and
reflection attacks are mitigated.

Integrity between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in[5].

6.3 Integrity mechanisms

[Edrtorral note to be removed when |mpl ementr ng thls CR The text in this section is the text from Annex B.2
in TS 33.203 v510. Only the changes with respect to former Annex B.2 are marked.]

IPsec ESP shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP
signalling messages at the IP level. ESP integrity shall be applied in transport mode between UE and P-CSCF.

. . - . Lk » I &
speerﬁedmehaptee@%The method to set up ESP eecurltv aseocratlons ( SAS) duri ng the SI P reqrstratlon procedure is
specified in chapter 7.7 hetransform-used-forthe ESP-SA-shal ap
aresult of the registration procedure, two pairs of unidirectional SAs between the UE and the P- CSCF enemeaeh
directionone pair for TCP and one pair for UDP, shall be simultaneously established. Each pair consists of an SA for
traffic from the UE to the P-CSCF (inbound SA at the P-CSCF) and an SA for traffic from the P-CSCF to the UE

(outbound SA at the P-CSCF). Fhentegrity-algorithm-isidentical-for-both-SAs:

The integrity key |Kesp is the same for the SA-four simultaneously established SAs.irbeund-from-the-P-CSCHisH
in—Fhe-Hategrity-key-for-the-SA-eutbeund-fremthe P-CSCF-isH< y_ou.

The integrity key |Kesp issare derived from the key K established as aresult of the AKA procedure, as specified in
chapter 6.1. as-H<w_ir=hEH-and-HC v ou—=h2(H<)-using a suitable key derivationexpansion functions-hi-and

h2. (Fhey-may-be the same-asthoseh-section-6-2.) This key expansion function depends on the ESP authentication
algorithm and is specified in Annex Y of this specification.

The integrity key derivationexpansion on the user side is done in the FSHMUE. The integrity key derivationexpansion on
the network side is done in the P-CSCF.
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7 Security association set-up procedure

The security association set-up procedure is hecessary in order to decide what security services that-to apply and when
the security services start. In the IMS, authentication of usersis performed during registration as specified in Section

6.1. Subseguent signaling communications in this session will be integrity and-optionally-confidentiality-protected
based on the keys derived during the authentication process.

7.1 Security association parameters

For protecting IMS srgnal i ng between the UE and the P- CSCF itis necesgary to agree on shared keys that are provided
by IMS AKA, en on-method)-and a set of parameters specificto a
protection method%g%heeryptegraphrc—atgemhmtebeesed Iheparametersaegetratedraretypreauyparteﬁthe
security-association to-be used for a protection method.

The security mode setup shal Hati i i i r
negotrate epexehangethe SA parameters requi red for IPsec ESP wrth authentrcatron but wrthout confrdentralrtv these

The SA parameters dentifiersand-attributes that shall be negotiated between UE and P-CSCF in the security mode
set-up procedure, are

o F i dentifi

- Authentication (integrity) algorithm. The authentication algorithm is either HMAC-MD5-96 [rfc2403] or
HMAC-SHA-1-96 [rfc2404]. Both authentication algorithms shall be supported by both, the UE and the P-CSCF
as mandated by rfc2406. In the unlikely event that one of the authentication algorithm is compromised during the
lifetime of this specification, this algorithm shall no longer be supported.

Note: if only one of the two authentication algorithms is compromised then it suffices for the IMSto remain
secure that the algorithmis no longer supported by any P-CSCF. The security mode set-up procedure (cf.
section 7.2) will then ensure that the other authentication algorithm is selected.

- -——SPI (Security Parameter Index). The SPI is allocated locally for inbound SAs. The triple (SPI, destination |P
address, transport protocol) uniquely identifies an SA. The most significant bit of any SPI allocated by the P-
CSCF shall be “0” and the most significant bit of any SPI allocated by the UE shall be “1”.

Note: this allocation of SPIs ensures that protected messages in the uplink always differ from protected messagesin
the downlink in, at least, the SPI field. This thwarts reflection attacks.

Further SA parameters that need not be negotiated:

- Lifetype: thelife typeis aways seconds

- SA duration: the SA duration has a fixed length of 2%%-1

Note: The SA lifetimeis controlled by the application, cf. section 7.4 on SA handling.

- Mode: transport mode
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- Key length: the length of eneryption-andthe authentication (integrity) keys | Kesp depends on the authentication
algorithm. It is 128 bits for HMAC-MD5-96 and 160 bits for HMAC-SHA-1-96.

Selectors:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and P-
CSCEF, i.e. source and destination | P addresses, transport protocol and source and destination ports.

- The source and destination | P addresses associated with the SA are those in the header of the I P packet in which the
initial SIP REGISTER message was received by the P-CSCF.

Note: Thisimplies that the source and destination |P addresses in the header of the |P packet in which the protected
S P REGISTER message was received by the P-CSCF need to be the same as those in the header of the |P packet in
which theinitial SSP REGISTER message was received by the P-CSCF.

[ Editor’s note: If the condition in the above note seems to be too restrictive then the source and destination | P
addresses associated with the SA could also be negotiated as part of the security mode set-up procedure. CN1 should
say whether thereis a need for this.]

- The transport protocol is either TCP or UDP.

1. The P-CSCF receives messages protected with ESP from any UE on one fixed port (the “protected port”) different
from the standard SIP port 5060. The number Port P of the protected port is communicated to the UE during the
security mode set-up procedure, cf. section 7.2. No unprotected messages must be sent to or received on this port.
The P-CSCF may receive unprotected messages from any UE on any port which is different from the protected
port.

2. For protected or unprotected outbound messages from the P-CSCF (inbound for the UE) any port number may be
used at the P-CSCF.

3. For each security association, the UE assigns a port to send or receive messages to and from the P-CSCF protected
with ESP (“protected port”). The number Port_U of this port is communicated to the P-CSCF during the security
mode set-up procedure, cf. section 7.2. No unprotected messages must be sent to or received on this port. The UE
may use different port numbers for TCP and UDP. The UE may send or receive unprotected messages to or from
the P-CSCF on any ports which are not protected ports.

[ Editor’s note: The condition that the UE sends and receives protected messages on the same port is not necessary from
a security point of view. These ports could be made different, at the expense of one more parameter to be negotiated in
the security mode set-up procedure, but they have to be fixed in the registration procedure.]

4. The P-CSCF may-is alowed to send-receive only the following messages on unprotected ports:-te-the fixed-port

for- :
- initidl REGISTER message;
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- REGISTER message with network authentication failure indication;

- REGISTER message with synchronization failure indication.

All other messages ireeming-on-thisnot arriving on the protected port must be discarded by the- SHR-application
onthe P-CSCF.

5. The UE is allowed to may-receive only the following messages on an unprotected port-other-than-a-port-for
protected-messages.

- response to unprotected REGISTER message;
- error messages.

All other messages not arriving on a protected port must be discarded by the UE.

The following rules apply:

1. For each SA which has been established and has not expired, the SIP application at the P-CSCF stores at |east the
following data: (UE |P_address, UE_protected port, transport protocol, SPI, IMPI, IMPU1, ..., IMPUn) in an
“SA_table’.

Note: the SPI is only required when initiating and deleting SAs in the P-CSCF. The SPI is not exchanged between | Psec
and the SP layer for incoming or outgoing SIP messages.

2. The SIP application at the P-CSCF shall check upon receipt of a protected REGISTER message that the source | P
address in the packet header coincides with the UE’s | P address given in the contact header. |f the contact header does
not explicitly contain the UE’s | P address, but rather a symbolic name then the P-CSCF shall first resolve the symbolic
name by suitable means to obtain an |P address.

[Editor’s note: it isrequired that the UE's P address is always bound to the | Psec security association. This can be
done asin rule 2 above by deriving the UE’s | P address from the contact header in a protected REGI STER message.
The contact header must be always present when a user registers via a P-CSCF. An alternative way of binding the UE’s
IP address to the | Psec SA would be provided by including it in the security mode set-up procedure. (Thisis not yet
covered in section 7.2.) This alternative would also allow to bind a range or a small number of UE |P addresses to the

SA, if required.

3. The SIP application at the P-CSCF shall check upon receipt of a REGISTER message that the triples
(UE_IP_address, UE protected port, transport protocol), proposed in the security mode set-up (cf. section 7.2) have not
yet been associated with entriesin the “SA_table”. If they already have been associated with an entry the registration is
aborted and a suitable error message is sent to the UE. Furthermore, the P-CSCF shall check that, for one IMPI, no
more than three SAs per direction and per transport protocol are stored at any one time.

Note: according to section 7.4 on SA handling, at most three SAs per direction and per transport protocol need to exist
at a P-CSCF for one user at any one time.

4. For each incoming protected message the SIP application at the P-CSCF must verify that the correct inbound SA

assseratedw%h%hepu%em{mpu)gwewﬁmes@m%geaccordl ng to section 7.4 on SA handling has been used,.
Fhis shall-be done by-verifying that thecorrectThe SA isidentified by the-triple (UE_IP_address, UE protected port,
transport protocol) in the SA table. sourceHR-address-and-souree-port-bound-The S|P application at the P-CSCF must
further check that the IMPU associated with the SA in the SA-table and the IM PU in the received SIP message

coincide. te-the publicHBD-(HMPY) . If thisis not the case the
message must be discarded.

5. For each SA which has been established and has not expired, the SIP application at the UE stores at |east the
following data: (UE_protected port, transport protocol, SPI) in an “SA_table’

Note: the SPI is only required to initiate and delete SAsin the UE. The SPI is not exchanged between |Psec and the SP
layer for incoming or outgoing S P messages.
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6. When establishing two new pairs of SAs (cf. section 6.3) the SIP application at the UE shall ensure for each
transport protocol that the selected number for the protected port does not correspond to an entry in the “SA_table”

Note: regarding the selection of the number of the protected port at the UE it is generally recommended that the UE
randomly selects the number of the protected port from a sufficiently large set of numbers not yet allocated at the UE.
Thisisto thwart a limited form of a Denial of Service attack.

7. For each incoming protected message the S|P application at the UE must verify that the correct inbound SA
according to section 7.4 on SA handling has been used. The SA isidentified by the pair (UE_protected port, transport
protocol) in the SA table.

8. The lifetime of an SA between the UE and the P-CSCF shall be egual to the registration period.

7.2 Set-up of security associations (successful case)

| The stage 3 specification of thisinformation flow [tha] is based on [draft-1ETF-sip-sec-agree]. Annex X of this
specification shows how to use [draft-| ET F-sip-sec-agree] for security mode set-up.

In this section the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and
messages have been omitted. Hence there are gaps in the numbering of messages, as the I-CSCF is omitted.

UE P-CSCF 3-CSCF

(SM1) Register

—
(SM2) Register
-
SM4) 4xx Auth_Challenge
(SMG) _ g
(SM6) 4xx Auth_Challenge =~
o
(SMT) Register
- .
(SMS) Register
—

(SM10) 2xx Auth_Ok
~

(SM12) 2xx Auth_Ok
<

The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security
| mode, cf. section 6.1. Ihrshasbeeed@embee#mﬁ%l n order to start the securlty mode set-up procedure the UE shaII
| include a Security-setup: line in this message.; i al
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The Security-setup: linein SM1 contains the SPIs and the numbers of the protected ports assigned by the UE for the

SAsfor TCP and UDP. It also contains a list of identifiers for the authentication algorithms which the UE supports.

SM1:
REGISTER(Security-setup = SPI_U_TCP, SPI_U_UDP, Port U _TCP, Port U _UDP, UE authentication

algorithms list)

Upon receipt of SM1, the P-CSCF temporarily stores the parameters received in the Security-setup: line together with
the UE's IP address, IMPI and IMPU. Upon receipt of SM4, the P-CSCF adds the key 1Ky received from the S-CSCF
to the temporarily stored parameters. The P-CSCF then selects the SPIs for the inbound SAsfor TCP and UDP.

In order to determine the authentication algorithm the P-CSCF proceeds as follows: the P-CSCF has alist of
authentication algorithms it supports, ordered by priority. If HMAC-MD5-96 is supported it shall have the highest
priority on the list. The P-CSCF selects the first authentication algorithm on its own list which is also supported by the
UE.

The P-CSCF then establishes the two pairs of SAsin theloca securrtv aseocratron database.

The Security-setup: linein SM6 contains the SPIs assigned by the P-CSCF for the SAs for TCP and UDP and the
fixed number of the protected port at the P-CSCEF. It also contains alist of identifiers for the authentication
agorithms which the P-CSCF supports.

SM6:
401 Unauthorized response 4xx-Auth—Challenge(Security-setup = SPI_P_TCP, SPI_P_UDP, Port P, P-
CSCF authentlcatron alqorrthms Irst)

Upon receipt of SM6, the UE determines the authentication algorithm as follows: the UE selects the first authentication
algorithm on the list received from the P-CSCF in SM 6 which is also supported by the UE.
The UE then proceeds to establish the two pairs of SAsin the local SAD.

The UE shaII TN nteqrrty protect SM? and all following meswqesstarpthemtegnt}preteeuen;andreptrenwythe

Furthermore the Securrty setup I|ne sent in SM61 shall be included:

SM7:
REGISTER(Security-setup = P-CSCF authentication algorithms list)

integrity mechanisms list, [confidentiality mechanisms list]; integrity algorithms list, [confidentiality algorithms
listh—SAID_U:finfol IMPhH

After receiving SM7 from the UE, the P-CSCF shall eempare-check whether authentication algorithms list the-Seeurity-
Setup-tine-of-received in thistessageSM7 is identical with the authentication algorithms list Seeurity-Setup-tine
received-sent in SM61--. If thisis not the case the registration procedure is aborted. The P-CSCF shall includein SM8
inekudeinformation to the S-CSCF that the received message from the UE was integrity protected. The P-CSCF shall
add thisinformation to all subsequent messages received from the UE that have successfully passed the integrity check
in the P-CSCF.
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SM8:
REGISTER(Integrity-Protection = Successful, IMPI)

The P-CSCF finally sends SM 12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a
Security-setup line), but with sending SM12 not indicating an error the P-CSCF confirms that security mode setup has
been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the
security-mode setup.

7.3 Error cases in the set-up of security associations

Whenever an expected message is not received after atime-out the receiving entity considers the registration to have
failed.

7.3.1 Error cases related to IMS AKA

Errorsrelated to IMS AKA failures are specified in section 6.1. However, this section additionally describes how these
shall be treated, related to security setup.

7.3.1.1 Integrity-checkUser authentication failure in-the-RP-CSCF

In this case, SM7 containing a petentialy-wrong RES fails integrity check by I1Psec at the P-CSCF if the {IK,y derived
from RAND at UE iswrong as well}- The the SIP application at the P-CSCF never receives SM7. It shall delete the
temporarily store SA parameters associated with this registration after atime-out. In case |Ky_was derived correctly,
but RES was wronq tIhe authent|cat|on of the user falsm%heaetweﬁ»zat the SCSCF due to an incorrect RES. iheP

7.3.1.2 Network authentication failure

If the UE isnot ableto successfully authentlcatethe network, %heulélsﬁepable%eereate%hekey%and%herefere%he

So-the UE shall sends a new unprotect ed REGI ST ER mes&\geSMJ |nd|cat| ng a network authentication failure, to the
P-CSCF, without protection. Sh el nessage.:

7.3.1.3 Synchronisation failure

In this situation, the UE observes that the AUTN sent by the network in SM6 contai ns an out-of-range sequence
number. The UE shall sends a new unprotected REGISTER message SM7-to the P-CSCF-a-the-elear, indicating the

wnchromzanon failure. SM—?—sheuLdrnePeentamJeheSeeuH%y Setup+meef—theﬂ+stummge—and&heP—GSGl;shaH—keep

7.3.2 Error cases related to the Security-Set-up

7.3.2.1 Unaceeptable-Pproposal unacceptable setto P-CSCF

In this case the P-CSCF cannot accept the proposal set sent by the UE in the Security-Set-up command of SM1. SM6
shall respond to SM1 with indicating afailure, by sending a 4xx Unacceptable Proposal.
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The P-CSCF therefore shall modify the message SM2 such that the S-CSCF sends a 4xx Unacceptable Proposal
message back to the UE in SM4 and 6 and the registration process is finished.

7.3.2.2 Proposal unacceptable to UEUnacceptable-algorithm-choice

If the P-CSCF sends in the security-setup line of SM6 an-algerithma proposal that is not acceptable for the UE {i-e-has

net-beenproposed)-the UE shall ret-continue-to-create-a-security-association-with-the P-CSCF-and-shall terminate the
registration procedure.

7.3.2.3 Failed consistency check of Security-Set-up lines_at the P-CSCF

The P-CSCF shall check whether authentication algorithms list received in SM7 isidentical with the authentication
alqonthms Ilst sentin SM6 If thisis not the case the registration procedure is aborted. (Cf. sectlon 7.2) Ih+s4s%heease

7.3.3  Authenticated re-registration

If the registration is are-registration, a-pair-ef-security associations between UE and P-CSCF is-are aready active. The
authenticated re-registration shat-aitiahy-utitizeshould then use the existing SAs. If the S-CSCEF is notified by the P-
CSCEF that the REGISTER message from the UE was integrity-protected it may decide not to authentication the user by
means of the AKA protocol. However, the UE may send unprotected REGISTER messages at any time. In this case, the
SCSCF shall authenncate the user bv means of the AKA protocol Ihk&k&theﬂenmal-ease—Hewever—m%hewem—the
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Annex X (normative): The use of [draft-IETF-sip-sec-aqree]
for security mode set-up

tba

CR page 14



Annex Y (normative): Key expansion functions for IPsec
ESP

If the selected authentication algorithm is HMAC-MD5-96 then IKesp = [Kju.

If the selected authentication algorithm is HMAC-SHA-1-96 then |Kegp iS obtained from | K, by appending the 32
most significant bits of 1Ky to 1K y.
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