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Reason for change: � TS 33.203 mandates that two different IPSec ESP integrity keys are derived from 

IK for the inbound and outbound SAs. Other that to avoid reflection attacks, this 
doesn’t add extra security. 

  
Summary of change: � It is specified that different SPI values shall be used in the P-CSCF and UE while 

negotiating the integrity protection. This makes unnecessary to have two derivation 
functions and separate integrity keys for each unidirectional SA. 
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not approved: 

The proposed change simplifies implementations while keeping the level of 
security. 
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Annex B (informative): 
Mechanisms for IPSec based solution 

[Editors Note: If the IPSec solution is finally chosen the chapters below shall be moved into the main body of this 
TS in the corresponding sections.] 

B.1 [6.2] Confidentiality mechanisms 
IPsec ESP may optionally be implemented for providing confidentiality of SIP signalling between the UE and the P-
CSCF, protecting all SIP signalling messages at the IP level. If ESP confidentiality is used, it shall be applied in 
transport mode between UE and P-CSCF. If ESP confidentiality is provided, it is always provided in addition to ESP 
integrity protection. 

The SAs that are required for ESP shall be derived from the 128-bit integrity key CKIM generated through IMS AKA, as 
specified in chapter 6.1.  

If confidentiality is required, for each direction, there is one ESP SA for both confidentiality and integrity that shall be 
used between the UE and the P-CSCF. The encryption transform isalgorithm and key are identical for the two SAs in 
either direction. The encryption key for the SA inbound from the P-CSCF is CK.  

The UE and the P-CSCF shall allocate different SPI values for each SA. This helps to mitigate the risk of reflection 
attacks.  

The encryption key for the SA inbound from the P-CSCF is CKIM_in. The encryption key for the SA outbound from the 
P-CSCF is CKIM_out.  

The encryption keys are derived as CKIM_in = h1(CKIM ) and CKIM_out = h2(CKIM ) using suitable key derivation 
functions h1 and h2.  

The encryption key derivation on the user side is done in the ISIM. The encryption key derivation on the network side is 
done in the P-CSCF. 

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7. 

B.2 [6.3] Integrity mechanisms 
IPsec ESP shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP 
signalling messages at the IP level. ESP integrity shall be applied in transport mode between UE and P-CSCF. 

The SAs that are required for ESP shall be derived from the 128-bit integrity key IK generated through IMS AKA, as 
specified in chapter 6.1. The transform used for the ESP SA shall be negotiated as specified in chapter 7. ESP shall use 
two unidirectional SAs between the UE and the P-CSCF, one in each direction. The integrity algorithm and key is 
identical for both SAs.  

The UE and the P-CSCF shall allocate different SPI values for each SA. This helps to mitigate the risk of reflection 
attacks.  

The integrity key for the SA inbound from the P-CSCF is IKIM_in. The integrity key for the SA outbound from the P-
CSCF is IKIM_out.  

The integrity keys are derived as IKIM_in = h1(IKIM ) and IKIM_out = h2(IKIM ) using suitable key derivation functions h1 
and h2. (They may be the same as those in section 6.2.)  

The integrity key derivation on the user side is done in the ISIM. The integrity key derivation on the network side is 
done in the P-CSCF. 

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7. 
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