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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 21.133: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects, 3G Security; Security Threats and Requirements’.

2] 3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP Specifications'.

[3] 3GPP TS 23.002: "3rd Generation Partnership Project; Technical Specification Group Services
and Systems Aspects; Network architecture”.

[4] 3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; General Packet Radio Service (GPRS); Service description; Stage 2".

[5] 3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; |P Multimedia Subsystem (IMS); Stage 2".

[6] 3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core
Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) acrossthe Gn
and Gp Interface”.

[7] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Architecture”.

[8] 3GPP TS 33.103: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G security; Integration guidelines'.

[9] 3GPP TS 33.120: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Principles and Objectives'.

[10] 3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Access security for 1P-based services'.

[11] RFC-2393; "IP Payload Compression Protocol (IPComp)"”.

[12] RFC-2401: " Security Architecture for the Internet Protocol”.

[13] RFC-2402: "IP Authentication Header".

[14] RFC-2403: "The Use of HMAC-MD5-96 within ESP and AH".

[15] RFC-2404: "The Use of HMAC-SHA-1-96 within ESP and AH".

[16] RFC-2405; "The ESP DES-CBC Cipher Algorithm With Explicit V",

[17] RFC-2406: "IP Encapsulating Security Payload".

[18] RFC-2407: "The Internet | P Security Domain of Interpretation for ISAKMP".

[19] RFC-2408: "Internet Security Association and Key Management Protocol (ISAKMP)".
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RFC-2409:
RFC-2410:
RFC-2411:
RFC-2412:
RFC-2451:
RFC-2521:

"The Internet Key Exchange (IKE)".

"The NULL Encryption Algorithm and Its Use With IPsec".
"IP Security Document Roadmap".

"The OAKLEY Key Determination Protocol”.

"The ESP CBC-Mode Cipher Algorithms'.

"ICMP Security Failures Messages'.
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C.2  Protection of IMS protocols and interfaces

IMS control plane traffic within the IMS core network shall be routed viaa SEG when it takes place between different
security domains (in particular over those interfaces that may exist between different IMS operator domains). In order
to do so, IMS operators shall operate NDS/IP Za-interface between SEGs.

It will be for the IMS operator to decide whether and where to deploy Zb-interfaces in order to protect the IMS control
plane traffic over those IM S interfaces within the same security domain.
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