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5.3.5 Requirements on the construction of the 1V

The following strengthing of the requirements on how to construct the IV shall take precedence over the description
given in the implmentation note in RFC-2405 [16] section 5, the description given in RFC-2451 [24] section 3 and all
other descriptions that allow for predictable [Vs.

* ThelV field shall be the same size as the block size of the cipher algorithm being used. The |V shall be chosen
at random, and shall be unpredictable to any other party than the originator.

* |tisexplicitly not allowed to construct the IV from the encrypted data of the preceding encryption process.

The common practice of constructing the IV from the encrypted data of the preceding encryption process means that the
IV isdisclosed beforeit is used. A predictable |V exposes | Psec to certain attacks irrespective of the strength of the
underlying cipher algorithm. The second bullet point forbids this practice in the context of NDS/IP.
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Abstract

Predictablénitialization vectorsin IPsecESPencryption allowedby the IPsecspecifications
andusedby mostimplementationscompromisdPsecconfidentiality By usingan adaptie
choserplaintext attack,anattacler canbreaklow entrofy plaintext blocksusingbruteforce,
andconfirmguessesf thecontentf arbitraryplaintext blocks.We analyzethepreconditions
andtheseriousnesef suchattacksandprovide resultsof practicalattackexperiments.

1 Intr oduction

The IP SecurityArchitecture(IPsec)[4] is widely usedfor end-to-encconnectiorencryption for
remoteaccesso a protectedntranet,andfor interconnectingsitesusingencryptedvPN tunnels.
The currently specifiediPsecESPencryptionalgorithmsusecipherblock chaining(CBC) mode
[7, 8]. The initialization vector (IV) is includedin the ciphertext of every paclet to allow the
recever to decryptindividual pacletsregardlesof pacletlossor reorderingof paclets.

The specificationdor ESPDES [7] andotherciphers[8] do not specifyan explicit IV selection
algorithm,but requirethatthealgorithmsatisfycertainpropertiesRFC 2451[8] stateghat:

ThelV field MUST besamesizeastheblock sizeof thecipheralgorithmbeingused.
ThelV MUST be choserat random.Commonpracticeis to userandomdatafor the
first IV andthelastblock of encrypteddatafrom anencryptionprocessasthelV for
thenext encryptionprocess.

andfurtherthat:
To avoid ECB encryptionof very similar plaintext blocksin differentpaclets, im-

plementationdMUST NOT usea counteror otherlow-Hammingdistancesourcefor
IVs.
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Note thatthe specificatiorallows predictable- but random- initialization vectors,andexplicitly
allows thecommonpracticeof usingthelastciphertet block asthe next initialization vector

The useof predictableinitialization vectorsleadsto an adaptve chosenplaintext attack,which
was pointed out by Scott Fluhrer on the IPsecworking group mailing list. The attackallows
an attacler to breaklow entropy plaintext blocks using brute force, and confirm guesse®f the
contentsof arbitraryplaintet blocks. In this paper we analyzethe preconditionsandseriousness
of suchattacks,andprovide resultsof practicalattackexperimentsthat confirmthe vulnerability
in practice.

1.1 SomeKnown CBC Weaknesses

A knowvn CBCweaknesss “ciphertext collision”: two identicalciphertext blocksin aCBC stream
leaksinformationto the attacler. Let ¢; betheith ciphertet block andp; the correspondingth
plaintext block. If ¢; = ¢;, then

Cci—1Dcj—1 =p; Dp;

wherei andy arearbitraryindices.If p; andp; have low entropy, theattacler hasahigh probability
of uncoreringbothplaintext blocks.[9]

Vaudenay[9] presentsan attackon CBC when paddingof the last plaintext block usesa simple
form, suchastheoneusedn IPsec.Theattackrequiresmodificationof theciphertet andanoracle
thatverifiesthe correctnessf the decryptedpaddingafter modification. However, the attackdoes
notseemfeasibleif ESPor AH authentications used.

1.2 Terms

Thetermvictim host refersto a hostthatperformslPsecESPencryptionandpossiblyESPor AH
authentication A victim packet is anIPsec-protecteglaintext paclet whose(arbitrary) plaintext
block, thevictim block, the attacler wantsto guess.

The term attack packet refersto the IPsec-protecteglaintext paclet that the attacler forcesthe
victim hostto encryptandsend. Thefirst plaintext block of the attackpaclet is calledthe attack
block.

Thetermchained 1V refersto the commonpracticeof usingthelastciphertext block of the previ-
ouslyencryptedraclet astheinitialization vectorfor the next encryptedoaclet.

2 Description of the Attack

2.1 The Attack

Figurel describeshe ESPCBC processingf thevictim andattackblocks. Theattacler obseres
thevictim paclet (andblock),andthencauseshevictim hostto encryptandsendtheattackpaclet.
Thevictim blockmaybeary blockof thevictim paclet, includingthefirstandlastplaintext blocks,
while the attackblock is alwaysfirst in the attackpaclet. The victim andattackpacletsdo not



Attacking PredictabldPsecESPInitialization Vectors

Vi ctim bl ock Attack bl ock

p_1 i i p_2

D D

n
~
m
~

iv_1 c_1 iv_2 c_2

Figurel: Thevictim andattackpaclets

have to be adjacentin the paclet stream;the victim may encryptandsendone or more paclets
betweerthevictim andattackpaclets.

By definitionof CBC, theencryptedvictim blockis
c1 = F(K,p1 @iv1),

whereF' is the block encryptionfunction (e.g. 3DES), K is thekey, p; is the victim block, and
v is eitherthelV of the paclet, if thevictim blockis thefirst block in the paclet, or the previous
ciphertet block, otherwise.

Similarly, the encryptedattackblock is

c2 = F(K,p; @ iv).
Theattacler choosegheattackblock, po, as

p2 = iv] B ive @ G,

whereG is theattacler’s guessof thevictim block, p1, andiv, is the attacler’s predictionof the
ESPinitialization vectorthatthevictim hostwill useto encryptthe attackpaclet. The encrypted
attackblockis then

Co = F(K,z’vl @ 1vo @G@ivg) = F(K,GEB?:’Ul).

If the guessG is correct,co will equalc;, confirmingthe attacler's guessof the contentsof the
victim block.

Thepreconditiondor theattackarediscussedn Section3.2.

2.2 Previous Work

The attackstudiedin this paperwas clearly outlined by ScottFluhrerin an e-mailto the IPsec
mailing list!. Althoughthe e-mailwasrelatedto AES, the attackis independenof the underlying
cipher

1See[11], messagtitled “Suggestednodificationto AES privagy draft”, January2002.
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The securityrequirementdor ESPinitialization vectorshave beendebatedon the IPsecmailing
list sincethe beginning of thelPsecworking group.

Phillip Rogavay pointedout that the initialization vector generation(and securityrelatedalgo-
rithmsin generallshouldbe concretelyspecifiedto avoid cryptographicallyunsoundmplementa-
tions. He alsosuggestedhata correlationbetweenthe initialization vectorandthe first plaintext

block is harmful [10]. The conclusionreachedoy the working groupwasthatthe IV generation
hasto berandomto avoid correlationsunpredictabilitywasnot explicitly required.

Later, Hugo Krawczyk pointedout a chosenplaintext attackagainstpredictablelVs (especially
chainedlVs). The attackrevealsthe cipherkey beingusedfor encryption,but requiresO(2")
memory wheren is the cipherkey sizein bits.

Philip Gladstonesuggestedhat, althoughunlikely, a predictablenitialization vectormight open
IPsecup to achoserplaintext attack. Otherscommentedhatsuchan attackis not practical;the
attacler cannotchoosethe plaintext directly becausehereare protocolheaderdeforethe actual
plaintext, andtheattacler doesnot have full controlof the headers.

The overall consensuseemdo have beenthatit is sufiicient thatthe IV doesnot correlatewith

plaintext. Thus,arandomlV, predictableor not,is acceptable-in particular the commonpractice
of IV chainingis acceptable.The attackdescribedoy Hugo Krawczyk is difficult to exploit in

practice especiallyagainsta cipherwith a large keyspace andthe potentialvulnerability against
chosemplaintext attacks(describeddy Philip Gladstoneandothers)wasalsoconsideredmpracti-
cal.

In hise-mail,ScottFluhrerdescribechow predictabldVs couldbeexploited. His exploit indicates
thatthe properrequirements indeedthatthe |V shouldbe unpredictable- notmerelyrandom.

3 Analysisof the Attack

3.1 Assumptions

Throughoutthe discussiorbelov we assumehata cipherwith a 64-bit block sizeis used. The
attackappliesto arbitraryblock sizes,but the analysisdetailsvary dependingon how the block
boundarieslign with the protocolheadersanddata. Similarly, we only cover IPv4 althoughthe
attackappliesto IPv6 aswell.

3.2 Preconditionsfor the Attack
3.2.1 Obsewing the Victim Packet

Theattaclermustbeableto obsere avictim pacletin ciphertext form, andto extracttheciphertext
block, ¢1, correspondingdo the victim block, p;, andthe initialization vectorusedin encrypting
thevictim block, iv; .

2See[11], messaggitled “pf_key commentgpredictabldVs)”, Januaryl997.
3See[11], messagtitled “Re: I-D ACTION:draft-ietf-ipsec-skipjack-cbc-00.txtMay 1999.



Attacking PredictabldPsecESPInitialization Vectors

3.2.2 Making a Guessof the Victim Block Contents

Theattacler hasto make a guessaboutthe entirecontentsof thevictim blockin orderto generate
oneattackpaclet. If therearen possiblecontentdor thevictim block, theattacler hasto try each
of then alternatvesin turn.

3.2.3 Predicting the Initialization Vector

Theattacler mustbeableto predicttheinitialization vector svo, which thevictim hostwill useto
encryptthe attackpaclet. The predictioncanbeverified from the encryptedattackpaclet.

If thevictim hostusedV chaining,this preconditiormeanghattheattacler hasto capturethelast
ciphertat block of the paclet encryptedmmediatelyprior to the attackpaclet.

3.2.4 Forcingthe Attack Packetto Be Sent

Determiningthe contentsof the attackblock is simple,involving simply XOR. However, when
the victim hostprocesseshe attackpaclet, the attackblock correspondso a protocolheadelin
transportmode,andan IP headerin tunnelmode. Thus,the attackblock mustmeetary validity
constrain®f theheadelin questionptherwisethevictim hostwill refuseto encryptthe paclet.

If theattacler determineshattheattackblock doesnot meetsuchvalidity constraintstheattacler
simply forcesthevictim to encryptandsenda dummypaclet (which meetsthe constraints) This
resetghepredictedV to anew value,andchangeshecorrespondingttackblock to anew value.
The attacler then simply tries againwith the new attackblock. If necessarythe attacler can
iteratethis processndefinitely until the attackblock meetsthe validity constraintgor the security
associatiorexpires).

Having obtainedanattackblock (dummyor not), theattacler mustforcethevictim hostto encrypt
and sendthe attackpaclet. This is not an easytask; transportandtunnelmodeeachrequirea
differentapproachWe will analyzethis preconditionin moredetailin Section®.

3.2.5 Verifying the Result

The attacler mustbe ableto obsere the encryptedversionof the attackblock. If the encrypted
attackblock (c) equalsheencryptedrictim block (c1), theguessn theattackpacletwascorrect.

The attacler shouldalsobe ableto verify thatthe encryptedPsecpaclet recevedis actuallythe
encryptedattackpaclet andnot someunrelatedencryptedpaclet. If this conditionis not met,the
attackmayyield afalsenegatie.

Verifying this conditionreliably seemampossiblebecausef encryption. However, the attacler
may usee.g.timing andlengthof theencryptedpaclet assanitychecksandredothe attackif such
checksfail. The attacler may alsosimply rely on herluck andcompensat®y attemptingevery
guessseveraltimes.

Theattacler mustalsoverify thattheattackpaclet wasencryptedisingthe samecipherkey asthe
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victim paclet. This canbe doneby simply verifying thatthe SPIfieldsin the two pacletsagree
becausehe SPImapsstaticallyto the cipherparameterancludingthekey.

3.3 Analysis of the Preconditions

Observingthe victim block requiresthat the attacler be ableto passiely monitor the paclets
routedbetweerthe victim hostandthe otherIPsecendpoint;the attacler may alsousea routing
attackto getaccesdo the paclets. If the victim useslV chaining, predictingthe IV is trivial;
however, ary predictablemethodof choosingthe IV opensup the samevulnerability Verifying
theresultingencryptedattackpacletis trivial.

Thedifficult preconditionsrecoveredin separatsections Sectiord coversguessingf thevictim
paclet contents,Section5 discussefiow the attacler forms an attackpaclet that meetsvalidity
constraintamposedby the victim host,and Section6 discussesiow the victim canbe forcedto
encryptandsendthe attackpaclet.

3.4 Confirming that an Implementation is Vulnerable

The vulnerability can be confirmedby the attacler beforeshedecidesto mountan attack. The
attacler can simply monitor the encryptedtraffic flow and ensureher IV predictionalgorithm
workscorrectly If the attacler cannotcorrectlypredictthe Vs, shecansimply give up the attack
asfutile without wastingresource®r gettingcaughtwhile attemptinganactive attack.

If IKE [6] is usedto setup the IPsecsecurityassociationsyendoridentificationpayloadsin the
phasel IKE messagemay provide a clue aboutthe IV generatioralgorithmusedby the imple-
mentation.

3.5 Kinds of Attacks
3.5.1 Brute Force Guessing

The attacler may simply iteratethrougha setof possibleplaintexts in the victim block. Such
attacksaredifficult to mountif therearemorethanoneor two octetsto guesshecaus¢heamount
of attacktraffic easilybecome®xcessie.

Somepotentialrealizationsof this kind of attack:

1. Thevictim sendsa TCPse@gmentwith asinglecharacteof e.g.passwrd data. Theattacler
iteratesthroughall the possibilitiesand discorers the character (We tried this attack; see
Section7 and[14].)

2. Thevictim dovnloadsa file from anlPsec-protecte# TP site. Theattacler iteratesthrough
all potentialfiles to determinewhich one was downloaded. In more detall, the attacler
identifiesone or more plaintext blocksthat are differentin every potentialfile, andthen
iteratesthroughtheseplaintext block possibilities.
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3.5.2 Confirming SuspectedPlaintext

The attacler may have a strongsuspicionaboutthe plaintext, andsimply wantsto usethe vulner
ability to verify herguess.In suchcasesthe attackis extremely efficient, andcanverify a large
amountof plaintext very easily

Somepotentialrealizationsof this kind of attack:

1. Thevictim is sendingan e-mailto a correspondentThe attacler verifiestherecever (and
the sender)of the mail by predictingwhatthe headershould(probably)look like, andby
verifying theseplaintext guesseslf the positionof theaddressn thepacletis uncertainthe
attacler simply shiftsthe guesghroughall possiblepositionsin the paclet.

2. Thevictim accesseawebpage.The attacler hasa suspicionthatthevictim is accessing
certainURI, andverifiesher suspicion.Note thatevenif the websener addresss known,
the attacler may beinterestedn knowing which URI the victim is accessing(We verified
thatthis attackis feasible;seeSection7 and[13].)

3. Theattacler may confirmwhich servicethe victim is accessindy verifying her suspicion
aboute.g. TCPports.

4. The attacler may routinely scanall e-mail correspondencef the victim for a few chosen
words,by trying eachword atevery possibleplacein eachlPsegpaclet thatmightberelated
to e-mail.

3.6 Effort Estimate

To uncover the contentsof a singlevictim block requiresanaverageof

_w
-5

attemptswherep is the probability thatthe computedattackblock meetsthe validity constraints
imposedby the victim host(given a predictedlV), and W is the maximumnumberof possible
plaintexts p; .

Supposehat,p = 2716 (which is arealisticfigure for IPsectunnelmodeattack;seeSection7)
andW = 256, In thiscase N = 223, At 100pacletspersecondtheattackrequiresanaverageof
about23.3hours.At 1000pacletspersecondtheaverages 2.3 hours.

WhenusingchainedVs, the time betweensendingan attackpaclet andobservingthe encrypted
version(containingthe next IV prediction)dictatesthe maximumrate of attackpaclets. Thus,
network lateny playsa crucial role in the feasibility of the attack(e.g. 100 paclets per second
corresponds$o 10 mscycletime).

If the attacler is ableto predictlVs for multiple pacletsin advance lateny becomedessimpor
tantfor feasibility A pseudarandomlV generatoindependenof the ciphertext (or plaintext) in
previouspaclet(s)would allow this, but suchgeneratorsirenotusedin practiceto our knowledge.
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Cctet nunber
1 2 3 4
Ox7a 0x01 (pad) 0x02 (pad) 0x03 (pad)
5 6 7 8
0x04 ( pad) 0x05 ( pad) 0x05 (pad |en) 0x04 (next)

Figure2: A paddedlaintext block example

4 Guessingthe Victim Block

It is not feasibleto attacka completelyunknavn plaintext block. The attacler thus needsto
somehw limit the numberof alternatve plaintext blocks. Doing so is dependenbn how the
plaintext alignswith the cipherblocks.

Attacking the last plaintext block of the victim paclet is usually easierthan attackingthe other
plaintext blocks,becausehelastplaintext is paddedwith a (usually)deterministicpadding.

The ESPpaddingconsistsof 0...255paddingoctets,followed by a “pad length” field indicating
the numberof suchpaddingoctets,followed by a “next header”field indicatingwhich protocol
ESPprotects. The paddingoctetsare usedto bring the total amountof plaintet to a multiple of
thecipherblock size.However, theimplementations allowedto addextra paddingoctetsin order
to conceathetruelengthof theencrypteddata. The paddingoctetsarespecifiedto have theform
0x01,0x02,0x03,etc,unlessthe cipherin questionhasa differentrequirement|[5]

In practice,all cipheralgorithmsfor ESP usethe default paddingoctet sequence.Since most
implementationsalso usea minimum size padding,the entire sequencef octetsfollowing the
plaintext data(padding,“pad length”, and“next header”)is completelydeterministic. The “next
header’field containghetransporiprotocolbeingprotectedn IPsedransporimode ,andthevalue
0x04 (IP-IP tunnelling)for IPsectunnelmode.

An example: supposehat the last plaintext block containsa single dataoctet0x7a, and tunnel
modeis used.Thewholelastplaintet blockis shavn in Figure2. All octetsexceptthe dataoctet
areknown (assuminghattheimplementatiorusesthe shortespaddingsequence).

Attackingthefirst userdataoctetsis, in mary casescomplicatedoy interferencdrom apreceding
protocol header;if the first userdataoctetssharea cipher block with the protocol header the
attacler mustguesgshe protocolheadeiin additionto the userdata.

We next cover how the userdatain UDP and TCP may be guessedn both transportandtunnel
mode.In bothcases|Pv4 anda cipherwith 64-bitblock sizeis assumed.

4.1 UDP

In transportmode,the UDP payloadbegins at an eight octetboundary andthusthereare never
ary unpredictablectets(otherthanthe unknavn data)in the plaintext blocks.

In tunnel mode, the IPv4 headerprecedingthe UDP headerchangeghe alignment(assuming
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thereare no IPv4 options): the first plaintext block containingUDP payloaddataalso contains
the“length” and“checksum”UDP headeffields. The attacler may eithertry to guesshothfields
(which canbe donewith agoodprobability),or try to force IPv4 optionsthatfix thealignment to

beused(whichis difficult, becauséhe attacler doesnot constructthe paclet).

It thevictim block is fartherin the UDP data,suchchangesn alignmentdo not requireguessing
ary headeffields.

42 TCP

TCP options[3] changeghealignmentof TCP userdatawith the cipherblocks. Similarly to UDP
in tunnelmode,the attacler may compensatey guessinghe TCP headeffieldsin additionto the
userdata. The attacler may alsotry to force the victim to usesuitableTCP or IPv4 (in tunnel
mode)optionsthatfix thealignment,but thisis difficult becauseéhe attacler cannotdirectly affect
the constructiorof thevictim paclet.

In transportmodewithout TCP options,the “checksum”and“urgent pointer” fields of the TCP
headeilinterferewith thefirst four octetsof userdata. While the urgentpointeris almostalways
zero,thechecksunfield is considerabhjharderto guesspecausét is affectedby e.g.thesequence
andacknavledgemennhumbersthewindow size,etc. A TCPheademith 4 + 8n octetsof options
(andpadding)doesnotinterferewith thefirst plaintext containingdata.

In tunnelmode,a TCP headerwithout optionsdoesnot interferewith the first plaintext block
containingdata. Thus,to attackTCP in tunnelmode,the attacler would preferto eitherhave no
TCPoptions,or have anintegral multiple of eightoctetsof TCP options.

5 Controlling the Attack Block

Oneof the precondition®f theattackdescribeds thatthe attacler mustbe ableto controlthefirst
plaintect block of the attackpaclet. Suchcontrolis hearily dependentnthelPsecencapsulation
mode (tunnel or transport). We assumdPv4 and a cipherwith 64-bit block size, althoughthe
attackappliesto IPv6 andothercipherblock sizesaswell.

5.1 Transport Mode

In transporimode,thefirst plaintext block of the attackpaclet begins with the protocolheadelrof
the protocolcarriedinsidethe IP paclet. Usingthe UDP transportprotocolis the easiesimethod
to forcethevictim hostto encryptandsenda choserplaintext block, becausehe UDP headef2]
is exactly 64 bits long (whichwasassumedo bethe cipherblock size).

The attacler hasalmostfull control of the UDP header(Figure 3), exceptfor minor limitations:
thelengthfield hasa minimumvalue(8), zeroportsshouldnot be used,andthe attacler may not
beableto forceanarbitrarysourceportto beused(dueto lack of privileges,for instance).

“Note, however, thatsomelPsecimplementationsio not dealcorrectlywith IPv4 options.
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Cctet nunber

1 | 2 3 | 4
src port dst port
5 6 7 8
I I
| ength checksum
Figure3: UDP header
Cctet nunber
1 2 3 | 4
ver I HL TGS total length
5 6 7 8
I I
identification flags fragnent offset

Figure4: IPv4 header

5.2 Tunnel Mode

In tunnelmode,thefirst plaintext blockin the attackpaclet consistsof the eightfirst octetsin the
IPv4 headel1] (Figure4).

The“Versionfield containsfour fixedbits. The“IHL” field hasa valuein therange5—15;if we
assumehattheattacler doesnotuselP options,thisfield containghevalue5, andthusfour fixed
bits. The“Type of Service"field canbe entirely controlledby the attacler, but may be modified
by somerouters;we assumehatthe attacler controlsthis field.

The “Total length” field is limited by the mediumused;we assume=thernetand thusthe total
lengthmustbe 20 at minimumand1470at maximun® Theattacler cancontrollog, 1451 ~ 10.5
bits, while approximatelys.5 bits cannotbe controlled.

The “Identification” field can be controlledfully. The “Flags” field consistsof threeflags: the
resened bit (setto zero),the “Don’t Fragment™-bit(assumedetto zeroto avoid problems),and
the “More Fragments™-bitwhich canbe controlled. The “FragmentOffset” field canbe chosen
freely, aslong asit is compatiblewith the“Total length” field®.

In summarywith the given assumptionsthereareroughly 16 bits beyond the control of the at-
tacler.

A noteon encrypting fragments. Above,we assumeéhatthelPsedmplementatiorbeingattacled
encryptdragmentsn tunnelmode;thisassumptiongoldsfor FreeS/VAN 1.91whichwasusedin

SBecausave did notwantthe IPsecpacletsto be fragmentedthe maximumtotal lengthis 1500minus|Psecover-
head;the overheadconsistof SPI (4 octets),sequenc&iumber(4 octets) theinitialization vector (8 octets),padding,
paddinglengthand“next headerfield insideESP(2 octets at minimum),andthe ESPauthenticatofwe areassuming
12 octets).Theresultingmaximumtotal lengthis 1470.

5Thecombinationof “Total Length” and“FragmentOffset” (corvertedto octets)mustnot exceed65536 the sizeof
themaximumIPv4 paclet.

10
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ourtests.SomelPsecimplementationgirst reassemblall thefragmentsthenencrypt,andfinally
fragmenttheresultingpaclet again.Attacking suchimplementationss moredifficult becausehe
fragmentrelatedfields cannotbe freely controlled;the attackis harder(roughly) by a constanof
213 (thesizeof the“FragmentOffset” field).

6 Forcing the Victim Hostto Encrypt the Attack Packet

Forcing the victim to encryptand sendthe attackpaclet is the mostdifficult part of the attack.
Satisfyingthis preconditionis entirely differentin tunnelandtransportmode,andis alsosensitve
to thenetwork topology

6.1 Tunnel mode

The attacler may routeattackpacletsthroughthe tunnelif the attacler hasaccesgo the network
behindthe tunnelendpoint.The commonobjectionto this approachs thatthe attacler musthave
accesdo thetrustedsideof thetunnel,andthusthereis no pointin attemptinghis attackanyway.
This agumentis, however, notalwaysvalid.

The trustednetwork might be a large routednetwork. The victim andthe attacler may residein
entirely differentpartsof the network, andthe attacler might not be otherwiseableto obsere the
victim’s traffic.

Also, if the network setupallows accesgo anexternalnetwork (througha NAT or afirewall), the
attacler may be ableto carry out the attackwithout accesgo the internalnetwork. For instance,
if NATted Internetaccesss allowed, ary NAT mapping(createdby the victim hostby accessing
the Internet) can be exploited by the attacler. The attacler canthensimply forge IPv4 paclets
andsendthemusingthe NATted addressnformation. If thereis no NAT or a statefulfirewall,
the attacler cansendattackpacletsdirectly without waiting for the victim to initiate an external
access.

Note,however, thatin suchattackstheattacleris only ableto attacklPsectraffic directedtowards
thevictim host— nottraffic comingfrom thevictim host. Thisis fortunate becausehetraffic sent
by thevictim (e.g.passwrds)is moreinterestingthanthetraffic flowing in thereversedirection.

Cipherswith largerthan64-bitblock sizeforcetheattacler to controlmorebits of theIPv4 header
For instance,a cipherwith a 128-bit block size (suchas AES) force the attacler to control the
sourcelPv4 addressthe TTL, andthe checksunfields,amongotherfields.

6.2 Transport mode

Applicationsrunning on the victim host may provide a methodfor sendinga chosenplaintext
block. Suchapplicationsouldincludee.g. streamingorotocols FTR, andSMTR Thevictim may
for instance have separatdPsectransportconnectiongo boththe attacler anda third host. The
applicationon the victim hostmay“route” datafrom oneconnectiorto anotherat the application
layer (considerfor instanceg-mail).

11



Attacking PredictabldPsecESPInitialization Vectors

Eve

| Psec connection

Bob

Ext er nal
net wor k

Alice

| nt er nal
net wor k

Figure5: Attack setup

If the victim hostis a multi-usermachine,one usermay be sendingdatausing one application
while the attacler is causingattackpacletsto be sentby usinganother This approachmaywork
for tunnelmodeaswell.

7 Practical Attacks

7.1 Overview

We useda setupof threehosts,asshavn in Figure5.

Alice andBob useLinux FreeS/V&N, while Eve usesLinux with customsoftware ableto sniff
(encrypted)paclets exchangedby Alice and Bob, and route forged paclets throughAlice in a
tunnelmodeattack.We usedeSPwith 3ADESandHMA C-SHA1for encryptionandauthentication,
respectiely.

7.2 Attack 1: Confirming the Vulnerability

We first verified the vulnerability manually We setup an IPsectransportconnectionbetween
Alice andBob, and sentan ordinary UDP paclet with known plaintext from Alice to Bob. We
thencapturedthe IPsec-processe@SPpaclet, andextractedthe encryptedvictim block andthe
initialization vectorusedto encryptit. Basedon thesetwo blocks,the knowvn plaintext, andan |V
prediction,we computedhe attackblock that Alice would needto beforcedto encrypt.

We useda Java programto force Alice to encryptthe attackpaclet. The programusedstandard
Javasoclet API callsto createa UDP datapayloadwhich forcedthe UDP headef'checksum”and
“length” fieldsto desiredvalues.The sourceport wascontrolledby binding a datagransoclet to
the desiredport (this failed in a small minority of casesecausef insuficient privileges). The
destinatiorportwascontrolledby simply sendingthe datagranto thedesiredport.
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7.3 Attack 2: Web PageAccessn Transport Mode

The secondattackwasagainstsuspectegblaintet in transportmode. Alice accessea web page
usingHTTP protectedy IPsectransporimode.Eve suspectshatAlice is accessing certainURI
onthewebsener. By usingtheattackdescribedn this papey Eve verifiesherguess.

Theattackwasa succes$13]. TheURI of thewebpagebeingaccessewasuncoreredwith three
attackpaclets,confirminga guessof 24 plaintext characters.

Attacking a multi-userhostwhere several userssharean IPsecsecurityassociatiornis not new.
Bellovin describes similar attackagainsE SPwithoutauthenticatiorn [12]. However, theattack
describechereworksregardlesof ESPor AH authentication.

Notethatthis attackis easyto carryoutin tunnelmodeaswell.

7.4 Attack 3: A Simulated TelnetLogin in Tunnel Mode

In the third attack, Alice logsin to Bob usinga telnet-like protocol, protectedby IPsectunnel
mode. Thelogin consistof single-charactef CP segments. Bob captureshe encryptedpaclets
anddeterminegachcharactein turn.

We first senta singletestcharactethroughthe IPsectunnelconnectionandtried the attackfirst
usingafew falseguesseandthenusingthe correctguess.This attackworked,andwe wereable
to correctlyverify desiredcharactersf thelogin traffic.

Our intentionwasthento cracka singleunknavn characterto obtaina practicaleffort estimate.
This attackfailed becausehe victim rekeyed spontaneouslyguring the attack;we ran out of time
andcould not continuethe attackfurther Note thatrekeying doesnot really preventthe attack—
we could have continuedafterwaiting for thevictim to login again.

Eventhoughthe secondpartof the attackfailed, the first partindicatesthatthe vulnerability can
be exploited, aslong asthe attacler dealswith rekeying events. We wereableto obtainan effort
estimaten our network from the secondpart of the attack: the averagerateof attackpacletswas
about1012 paclets/second.987 millisecondshetweerpaclets). At thisrate,trying asingleguess
requiresapproximately25.6 secondspn average.To uncover an entireeightcharacteipassvord
would requirean averageof 5.4 hours. The probability of the attackblock meetingthe validity
constraintdor IPv4 headersvasslightly betterthan2—16. [14]

Notethatour network wasvery simple,andthushadextremelylow lateng. Thetime requiredfor
theattackincreasedinearly with thelateny (unlessthe attackis ableto predictmorethanonelV
atatime).

8 Preventing the Attack

In his mail to thelPsecmailing list, Fluhrersuggestethefollowing changdo the AES CBC draft:

’In realenvironments the usernamand/orpassverd charactersnight be combinednto larger TCP segments.
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ThelV field MUST bethe samesizeasthe block sizeof the cipheralgorithmbeing
used.ThelV MUST bechosermatrandom,andMUST beunpredictable.

Of course the samerequiremensufficesto preventthe attackregardlessof which cipheris used.
Any algorithmfor choosinglVs thatcanbe predictedby the attacler opensup the samevulnera-
bility; IV chainingis simply onevulnerablealgorithm.

Changingthe ESP cipher hasno effect on the attack, unlessthe cipherblock size changes.In
particular the adaptve choserplaintext attackdescribedoy Fluhreris feasibleevenif the cipher
itself resistssuchattacks. A larger block size males the attack harderbecausehereis more
plaintext datato guessandmorebits to controlin the attackpaclet.

Rekeying slows down the attacler, becausaniterationof guessesgainsta given plaintext block
cannotbecontinuedf thekey changesTheattacler can,however, wait for thevictim to resendhe
interestingplaintext and continuethe attack(of course the attacler mustsomehe guesswhich
encryptedblock is a resendof the previous plaintext). Note that the attacler doesnot needto
restarthe attackfrom scratchpreviously eliminatedguesseslo not have to bereconfirmed.Thus,
rekeying doesnot protectagainsthe attackfully.

If IV chainingis used sendinghigh speeddatathroughthelPsecconnectiormakestheattackvery
difficult: oncethe attacler haspredictedthe initialization vector it may have alreadybeenused
beforethe attacler hastime to exploit the prediction. However, shouldthe high speedraffic stop,
the attacler couldmounttheattackimmediatelyagainstary previous plaintext block, evenblocks
thatweresentwhenthe high speedraffic wasstill beingsent.

AuthenticationESPor AH) doesnot preventtheattack,sincepacletsarenotdirectly modifiedby
theattacler but the attacler is causingthe victim hostto encryptthe attackblocks.

Notethatthe attacler doesnot getinformationthathelpsin breakingthe encryptionkey, andcon-
sequentlya successfubittackwill simply reveal the contentsof oneplaintext block. The attacler
gainsnoadwantagdor laterattacks.Knowledgeof averifiedplaintext-ciphertet block pairmaybe
usefulinformation,althoughsuchpairsareeasyto guesgwith a high degreeof certainty)aryway.

9 Conclusions

If initialization vectorsare chosenin a predictablemannerin ESR an adaptve chosenplaintext
vulnerabilityopensup. The preconditionf the attackarerestrictive, andthe vulnerabilityis thus
difficult, but probablynotimpossibleto exploit in practice.

We demonstratedhat the vulnerability can be exploited to guesssingle characterof TCP con-
nections,and to verify suspecteglaintext blocks, suchas URIs being accessed.ESP or AH
authenticatiordoesnot preventthe attack.

If the victim choosesnitialization vectorsusing an unpredictablealgorithm, the attackis pre-
vented.
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