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1. Scope and objectives

This contribution address the issues related to the identifier of the Security Association established between the UE and
the P-CSCF. It is currently not clarified in the TS 33.203 specification, how the SA_|D shall be used and what entity
that shall handle the alocation of the SA_ID, in the case when SIP level protection is used between the UE and the P-
CSCF.

A number of reasonabl e requirements on the SA_1D were listed in a contribution submitted to the ad-hoc meeting in
Antwerp, however, there was no time to discuss the issue. This contribution updates the requirements and al so proposes
asolution.

It is proposed that SA 3 adopts the requirements and the solution presented in this document as a working assumption. If
such an agreement is made, the SIP layer integrity protection solution presented in 33.203 should be updated
accordingly (see Appendix 1).

2 Requirements on SA_ID

In TS33.203 it is currently required that an SA_|D shall be used between the UE and the P-CSCF for identifying the
algorithms and keys to be used. The Security Association between the UE and the P-CSCF is afundamenta el ement for
SIP level integrity protection, as well as IPSec of course. It specifies what keys, algorithms etc that shall be used.
According to Annex D the SPI shall be used for IPSec - one for each direction. Currently it has not been specified what
reguirements or how the SA_|D should look like for SIP-level protection.

2.1.  Visibility

For IPSec the SA is oneway or simplex between the nodes. Furthermore the SA in IPSec is security protocol specific
and hence there will be a SA for each protocol (AH or ESP). In general, the SPI identifiesthe SA from other SAsto the
same | P address and using the same security protocol and it is 32-bit long. The SPI is sent in every packet in clear
between the nodes and the destination can use this value to fetch the correct SA. SPIs must be unique in the destination
address, and consequently the receiver must issueits own SPIs. The SPI is re-used once the SA expiresbut it is
guaranteed that the mapping <SPI, destination address, security protocol identifier> is one to one. In multihoming, aso
the source address is used to identify the SA.

Following the IPSec model it can be concluded that the SA_ID shal be sent in clear in each SIP message in both
directions between the UE and the P-CSCF.

The most promising SIP layer solution for confidentiality protection is currently SSMIME with CMS. If SIP message is
encrypted using SIMIME, the key identifier will be transferred in the CMS packet in clear. CM S does not set any
special requirements for the identifiers of previously distributed symmetric keys. For example, the identifiers used in
HTTP Digest could be used.



2.2. Uniqueness

It is clear that the P-CSCF is aware of the | P-address of the UE after the UE has registered. Assuming e.g. aterminating
INVITE towards the UE which passes through the P-CSCF there isinformation at SIP level such that the P-CSCF is
able to uniquely identify the UAS i.e. the UE. Hence this means that this piece of information shall have aoneto one
mapping to the SA_ID. Let us assume that thisinformation is collected in the term Info. In theory Info could equal
SA_ID but let us assume they are different but by knowing Info also the SA_ID is known. Thisisa so valid for the
IPSec adternative for IMSi.e. knowing Info a SIP level means that aso the SPI is uniquely identified since no other
information is availablein the P-CSCF in this terminating scenario. Hence it follows that the SA_ID needsto be
resolved at SIP level.

SIP layer protection will probably use HTTP Digest for integrity protection. The “integrity key” (i.e. the password) is
identified by the client (i.e. the end-user) based on the information in the HTTP Digest challenge in realm parameter.
The server or the proxy identifies the “integrity keys’ based on the information in the HTTP Digest response in the
username parameter. If HTTP Digest is used for integrity protection, the use of previous parameters for SA
identification should be considered in order to guarantee the flexible development of the IMS security architecture.
Furthermore, the solution for integrity protection should not prevent the use of HTTP Digest in the future; e.g. it must
be possible to use HTTP Digest for authentication with application servers. In general, SA_ID needs to be unique but it
is different for both directionsin HTTP Digest.

2.3. Change of integrity keys

HTTP Digest does not identify different versions of integrity keys, and the concept of SA_ID israther static. HTTP
Digest is only using the keys that are valid “now” . This sets some additional requirements for key update. The update of
integrity key must be secure, and there must be some mechanism to go back to use existing integrity keysif the key
update is not successful.

3 Solution

Thissolution is based on HTTP Digest [rfc2617], the current SIP bis standard [sipbis7], and the integrity protection
solution in 33.203 [33.203, S3z020042].

3.1 Parameters where SA-IDs are carried
SA-ID’sto identify the key to be used as HTTP Digest password are:
- UAC (bothin UE and P-CSCF) must use the content of ‘realm’ parameter as a SA-ID.

- UAS (both in UE and P-CSCF) must use the content of ‘username’ parameter as a SA-ID. Optionally, UE may use
the content of ‘responder’ parameter with extended HTTP Digest headers [digest-extensions], however, if both the
‘username’ and ‘responder’ parameters exist and they have different content, the ‘ username’ should be used.

3.2 SA-IDs

SA-IDsfor UE and P-CSCF are:

- UEintherole of UAC must put some user identifier, e.g. the IMPI, to the ‘username’ parameter.

- UEintherole of UAS must put the same use identifier as above, e.g. the IMPI, to the ‘realm’ parameter.

- P-CSCFintherole of UAC must put its globally unique realm to the ‘username’ parameter. Optionally, P-CSCF
may put its globally unique realm to the ‘responder’ parameter with extended HTTP Digest headers [digest-
extensiong].

- P-CSCFintherole of UAS must put its globally unique realm to the ‘realm’ parameter.
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In addition to the generd rules above, the following rules must be fulfilled:

- The content of the realm parameter for P-CSCF must include some 3GPP specific key word, which is used by the
UE to conclude that the IK will be valid for this realm. The use of additional semanticsto the realmis explicitly
alowed in [rfc2617]. For example, the ream for a P-CSCF in the Operator2 network could have a name “ik.p-
cscf @operator2.com”. The 3GPP specific key word for IK would be the “ik.”-prefix in the URI. Thiskind of key
word will guarantee flexible development of IM S architecture since the UE will use the key word in realm name for
identifying the keys — and not trust that the one and only Proxy-Authenticate header comes from P-CSCF. There
might be several such headersin this message in the future, and consequently it would be very difficult for UE to
make the decision of the corresponding key.

- For terminating messages in which there are no ‘realm’ parameters, P-CSCF must use the Info parameter
(discussed in chapter 2.2) to identify the ‘realm’ for terminating messages. (The fina content of “Info” depends a
lot on CN1, however, our current understanding isthat “Info” will be the Request-URI modified by the S-CSCF to
the terminating message.)

3.3 Change of integrity keys

The solution for key update is based on timers. When an authenticated re-registration takes place there will be two SAs
available: the old SA (i.e. SA1) and the new SA (i.e. SA2). During the authenticated re-registration SM6 will reach the
UE, which includes the challenge and the UE can check the authenticity of the message. The UE shall now in SM7 use
the new SA i.e. SA2 and send the RES towards the S-CSCF. Upon receiving this message the P-CSCF expects that the
UE shall use SA2 for protecting SIP messages to the P-CSCF and the UE expects to receive SM12 from the P-CSCF
protected with the new SA2, if no time-out has been reached in the UE. In the successful casetheold SA i.e. SAlis
deleted in the UE when the UE has received a SM12 from the P-CSCF protected with the new SA2. SAlisdeleted in
the P-CSCF when the P-CSCF has received one additional message from the UE protected with the new SA2. If an
expected SM 12 message does not arrive before time-out in the UE or the P-CSCF does not receive an additiona SIP
message after SM7 from the UE, protected with the new SA2, the old SA i.e. SAlis used in the UE and the P-CSCF.
Hence the SA_ID can be re-used and the P-CSCF and the UE keeps track on the old and the new SA, whichisa
deterministic procedure.

Note that here might be a need for IM S specific rules on how the error situations are handled with HTTP Digest. HTTP
Digest includes a mechanism for a server/proxy to communicate some information about the status of the username,
password or nonce to the client. If aserver/proxy adds a ‘stale=true’ parameter in an authentication challenge, the client
will try using the same password (i.e. integrity key) with the delivered new nonce value. If the ‘stale=false’ or anything
else, or if it ismissing, the client must ask for a new password from the end-user. In IMS, stale values can be used to
deal with different error situations related to the key update. For example, P-CSCF could ask the client to perform re-
registration if it sent a“stale=false” parameter. The potentia error situations are for further study.

4 Conclusions

- Itisproposed that SA3 accept the following requirements applicable for the SA_ID, which is used in conjunction
with HTTP Digest.

1. TheSA_ID shall beresolved at SIP level.
2. The SA_ID shall be shared by the UE and the P-CSCF. It may be different or the same for both direction.

3. The SA_ID vaue shal be uniquein the UE and the P-CSCF in order to be able to distinguish between
different UE' s in the P-CSCF.

4. The SA_ID shall be astatic identifier associated with security data as security keys and a gorithms,
negotiated between the network and the UE. The UE and the P-CSCF shall keep track on the old and the
new SA and apply them whenever no time-out is reached. If atime-out is reached the old SA shall be
utilised.

5. The SA_ID identifying the SA with the security keys, that is currently used to protect a SIP signalling
message, shall be included as part of the SIP message. The SA_ID hasto be sent in clear between the UE
and the P-CSCF.
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6. The SA_ID hasto beincluded in all SIP signalling messages that are protected between the UE and the P-
CSCF.

It is suggested that SA3 adopts the SA-ID solution presented in this document as a working assumption, and updates the
SIP layer integrity protection solution in 33.203 accordingly (see Appendix 1).
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Appendix 1. Changes to the 33.203

C.2 6.3 Integrity mechanisms

[ Editors note: There seems to be an unexpected shortcoming in the way SIP provides integrity protection on messages
between UE and Proxies. In current SIP, HTTP Digest can be used to partially integrity protect the messages
originated by an UE. However, SIP failsto provide integrity for Proxy to UE communication, i.e. for terminating
INVITES, for example. Proxies are not able to add Authorization headers on these messages, thus leaving the messages
unprotected.

For the reason above, the headers and field names used in this section may not be final. However, the found
inconsistency will probably make it easier for 3GPP to discuss about new SIP level integrity protection schemes with
IETF]

HTTP Digest shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP
signalling messages at the SIP level.

The SA that isrequired for Digest integrity protection shall use the 128-bit integrity key 1K generated through IMS
AKA, as specified in section 6.1. Theintegrity algorithm and key are identical for integrity protection applied to
messages travelling in either direction. Negotiation of the integrity algorithm to use occursin the following way: The
UE communicates the set of integrity algorithms that it supports to the P-CSCF through the Security-setup header field
of the REGISTER message, as described in section 7.2. The P-CSCF selects an algorithm to use from the set of
algorithm capabilities common to both the UE and the P-CSCF. The P-CSCF indicates the algorithm to use in the
“agorithm” directive of the Digest chalenge that is subsequently issued to the UE.

Digest supportsintegrity protection of the SIP message body (not the headers) when the “ qop-options’ directive
within the Digest challengeis set to the value “auth-int”. Digest supportsintegrity protection of the SIP message
body plusanamed list of header swhen the “ qop-options’ directiveisset to the value “ auth-hdr-int”. Digest
supportsintegrity protection of the entire SI P message when the “ qop-options’ directive within the Digest
challengeis set to the value “auth-extd-int”. (Use of either of these values of “gop-options” assumes that a context of
client authentication has been previously established.) To provide for protection of the entire SIP message, the P-CSCF
shall issue a Digest challenge to the UE specifying the value “ auth-extd-int” for the “qop-options” directive.

The message ‘digest’, or m%%\ge authentication code, is conveyed in the “response” directive of the Digest response.
The rules for computing “response” are as described in [1] with the following consideration: if the UE receives a Digest
challenge with the “gep-optionsream” di rect|ve incl ud| ng a BGPP specific kev word (e g. “ik.") set to-either “int” or
“extended-intauth-extd-int”,-and X al al was-an-H\ K Henge, then the UE
substitutes IK for the * password” component of Al when computl ng' response: in the Digest response UE savesthe
content of the whole realm directive from the Proxy-Authentication header to be used as akey identifier for subsequent
messages. At this stage UE can not be sure whether the proxy identified in the realm really knows the 1K, however the
Proxy-Authentication-Info header will be used for final verification. The UE sets the “username” component of Al to
some user identifier, e.g. thea | M Plfixed-value{e.g-—Hms-user™}. When sending messages to the UE that are to be
integrity protected, the P-CSCF applies the same rules when computing “response”. Within these terminating messages,
the rules for the content of ‘realm’ and ‘username’ parameters are opposite than for originating messages: the “realm”
directive will include the same user identifier as above, e.q. the IMPI, and the “username” the identifier of the P-CSCF
(including the 3GPP specific key word, e.g. “ik.”).- In this manner, the whole SIP message is always protected.

Note that terminating messages arriving to the P-CSCF from the home network will probably not include IMPI. For
these messages, P-CSCF must use some other identifier (e.g. Request-URI) to find the IMPI and the IK needed for the
integrity protection.

The Digest framework specifies that a server-initiated nonce isto be used by the client as arandom number input to the
production of the message digest. This nonce, along with acounter that isincremented by either endpoint when sending
amessage that is to be protected, facilitate anti-replay protection.

Inthe 3GPP IMS, then, normal operation of the Digest challenge-response mechanism for integrity protectionisas
follows:

Per RFC 2617, the Digest challenge-related directives are carried in either the WWW-Authenticate, or Proxy-
Authenticate or UAS-Authenticate header fields. The P-CSCF adds a Proxy-Authenticate header field to the 4xx
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Auth_Challengethat is sent by the S-CSCF (SIP registrar) toward the UE; the Proxy-A uthenticate contains the Digest
challenge that has been constructed by the P-CSCF.

Per RFC 2617, the Digest response-related directives are carried in either the Authorization, or Proxy-Authorization or
UAS-Authorization header fields, depending upon which header field carried the corresponding Digest challenge.
These directives contain the credentials for the message integrity check. In the IMS context, the UE responds to the
initial Digest challenge by adding a Proxy-Authorization header field to the REGISTER toward the S-CSCF (registrar).
The UE pre-emptively adds a Proxy-Authorization header field to all subsequent UE-initiated SIP requests. The UE
and the P-CSCF adds the Proxy-Authentication-Info header to al SIP responses. Finally, the P-CSCF addsan UAS
Authorization header field to all SIP requests sent toward the UE. Finally, the UE addsthe UAS-Authentication-
Info header to all SIP responses. The simplified message flow shown below illustrates the relevant header fields and
contents for the SIP-level integrity protection mechanism. Please note that the message flow contains three cases. a
registration (1-3), and two SIP sessions: one UE initiated (4-5) and one UE terminated (6-9).

UE P-CSCF

REGISTER
1. 4xx Auth_Challenge
2. REGISTER
3. 2xx_Auth_OK
4. INVITE
5. 180
6. INVITE
7.492
8. INVITE
9. 180

1. 4xxresponse—thiscarriesboth the IMS AKA challenge (from theregistrar) and the Digest challenge for
integrity protection (from the P-CSCF):

SIP/2.0 4xx Auth_Challenge

WWW-Authenticate: EAP <RAND AUTN>

Proxy-Authenticate: Digest realm=3GPP-HMSik.p-cscf @operator2.com, honce=<random-numberP-noncel>
algorithm=M D5 qop=extendedauth-extd-int

2. Integrity protection isturned on with the next REGISTER —theintegrity credentials are placed in the
Digest response:
REGISTER sip: ... SIP/2.0
Authorization: EAP <RES>

Proxy-Authorization: Digest username=ims-userlMPl, real m=ik.p-cscf @operator2.com3GPP-HVS, nonce=<echo-
random-numberP-noncel>, uri=<SIP-URI>, response=<message-digest>, cnonce=<value>, nc=1,
gop=extended-intauth-extd-int

3. The2xxresponseisalsointegrity protected —the P-CSCF adds the Proxy-Authentication-Info header to
carry the message digest:
SIP/2.0 2xx Auth_Ok

Proxy-Authentication-Info: Digest realm=ik.p-cscf @operator2.com, nextnonce=<P-nonce2>, qop=extended-i ntauth-
extd-int, rspauth=<message-digest>, nc=21, cnonce=<va ue>
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4. A subsequent INVITE request must also beintegrity protected —the UE pre-emptively addsthe Proxy-
Authorization header:

INVITE sip: ... SIP/2.0

| Proxy-Authorization: Digest username=ims-userlMPI, real m=ik.p-cscf @operator2.com3GPP-HVS, nonce=<echo-
random-numberP-nonce2>, uri=<SIP-URI>, response=<message-digest>, cnonce=<vaue>, nc=31,
gop=extended-intauth-extd-int

Note: The client (UE) may re-use the previoudy issued nonce (i.e. set “nonce” to <P-noncel> and “nc” to 1), but
Digest recommends against this.

5. The180isintegrity protected in the same fashion wasthe 2xx response (message #3):

SIP/2.0 180 Ringing

| Proxy-Authentication-Info:_Digest realm=ik.p-cscf @operator2.com, nextnonce=<P-nonce3>, qop=extended-i ntauth-
extd-int, rspauth=<message-digest>, nc=41, cnonce=<va ue>

6. Anincoming INVITE must also beintegrity protected —thefirst terminating SIP request, however, must be
sent without theintegrity credential (this permitsthe UE to issue a Digest challenge containing its own
server-provided nonce).

7. TheUE issuesa 492 response containing a Digest challenge:

SIP/2.0 492 Proxies Unauthorized
‘ UAS-Authenticate: Digest real m=3GPP-HMSIMPI, nonce=<UE-noncel>, agorithm=M D5, qop=auth-extd-int,

target=ik.p-cscf @operator2.com<address>
8. The P-CSCF addsthe UAS-Authorization header, which has similar syntax to Proxy-Authorization:

INVITE sip: ... SIP/2.0

| UAS-Authorization: Digest username=ik.p-cscf @operator2.comims-user, redl m=3GPP-IMSIMPI, nonce=<echo-
random-numberUE-noncel>, uri=<SIP-URI>, response=<message-digest>, cnonce=<value>, nc=51,

‘ gop=extended-intauth-extd-int, responder=ik.p-cscf @operator2.com<address>

9. The UE protectsthe 180 response by adding UAS-Authentication-I nfo:

SIP/2.0 180 Ringing

| UAS-Authentication-Info;_Digest real m=ik.p-cscf @operator2.com, hextnonce=<UE-nonce2>, qop=extended-
intauth-extd-int, rspauth=<message-digest>, nc=61, cnonce=<val ue>

[ Editors Note: Further detailswill be provided on how replay protection is accomplished. It has been identified that the
scheme above needs to be enhanced since otherwise unnecessary loss of calls can occur. The reason for that is that both
originating and terminating calls can occur and the countersin the P-CSCF and in the UE are not independent.]

[ Editors Note: A description of the security mode setup headers shall be included in this Annex. Furthermore the
message flows need to be enhanced ]

[ Editors note: There might be a need for |MS specific rules on how the error situations are handled with HTTP Digest.
HTTP Digest includes a mechanism for a server/proxy to communicate some information about the status of the
username, password or nonce to the client. |f a server/proxy adds a ‘ stale=true’ parameter in an authentication
challenge, the client will try using the same password (i.e. integrity key) with the delivered new nonce value. If the
‘stale=false’ or anything else, or if it is missing, the client must ask for a new password from the end-user. In IMS, stale
values can be used to deal with different error situations related to the key update. For example, P-CSCF could ask the
client to performre-registration if it sent a“ stale=false” parameter. The potential error situations are for further

study.
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