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SI P Di gest Authentication
Extensi ons to HTTP Digest Authentication

Status of this Meno

This docunent is an Internet-Draft and is in full confornmance with
all provisions of Section 10 of RFC2026 [1].

Internet-Drafts are working docunents of the |Internet Engi neering
Task Force (I ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working documents as |nternet-
Drafts.

Internet-Drafts are draft documents valid for a maxi mum of six
nmont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet- Drafts as
reference material or to cite themother than as "work in progress.™

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htnmnl.

1. Abstract

The Session Initiation Protocol [2] currently uses the HTTP di gest
authentication algorithm[3] for sinple authentication of SIP
requests. This schene does not allow for the inclusion of headers
important to the integrity of a SIP request including To, From
Call-1D, CSeq, Contact and Expires headers. This docunent attenpts
to address this issue.

Exanpl es of possible attacks involve capturing authenticated
nmessages on the wire, nodifying headers and resendi ng the nessage.
This makes it possible to nodify registration details and initiate
sessions with entities requiring authentication

HTTP Di gest [3] has also other shortconmings if applied for SIP
Firstly, SIP UA has serious difficulties to distinguish the source
of Authentication-Info headers in SIP forking situations. Secondly,
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HTTP Di gest [3] cannot be utilized for proxy to UAS authentication
because the existing headers do not provide the target of the
chal l ange. This docunent introduces extensions to HITP Digest to
sol ve these probl ens.

2. Introduction

RFC 2617 [3] defines two nethods for a HTTP client to authenticate
itself to a server, Basic and Digest. D gest authentication as used
by SIP uses a cryptographic hash of a nunmber of elenents including
the request nmethod, URI and optionally the body of the nessage.

Unfortunately Digest authentication fails to provide authentication
of a nunber of headers critical to the integrity of a SIP request.
Thi s enabl es a nunber of attacks agai nst servers, by attackers
pretending to be the client and nodifyi ng aut henti cated nessages.

There are al so other known problens related to the use of HITP
aut henti cation headers in SIP environment. These problens are
related to the lack of source and target paraneters in different
aut henti cati on headers.

To fix these problens it is necessary to extend the digest

aut henti cation schene. This docunent attenpts to ’'patch’ digest

aut hentication in RFC 2617 to provide a better solution for SIP

Exi sting headers are supplenented with new paraneters and paraneter
val ues. Defining new authentication headers will enable proxy-to-UAS
aut henti cati on and enable the UAS to target specific proxies.

Exi sting headers could not be re-used because of backward
conmpatibility and efficiency reasons.

3. Perceived Threats

In this section we will describe the threats to security that we
attenpt to address and those that will be ignored. This section wll
not discuss the conplexity of exploiting these threats because
according to [4], "Athreat is, by definition, a vulnerability
available to a notivated and capabl e adversary". The fact it exists
i s enough.

3.1. Addressed Threats

Replay attacks: this is really an issue of how the server creates
and expires its nonces, section 4.2.1 describes a nmechanismthat can
be used to help by including a tinmestanp in the nonces, that
conbined with the protecting headers can prevent replay attacks.

Man in the Mddle: attacks, this is where nessages are altered by
the attacker. One of the objectives of this draft is to allow a
server to decide which headers it requires to be included in the
credentials. Any header not chosen by the server will be vul nerable,
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and known to a potential attacker. It should be inpossible for an
attacker to alter any of the headers the server deens relevant to
protect. The weakness here is that a server may deci de the Subject
header is irrelevant, yet the recipient of the nessage night not
appreciate an INVITE with an offensive subject injected by an

i nt er medi at e proxy.

One inportant type of man in the mddle attack is a bidding down
attack. This is where the attacker renoves stronger schenes,
algorithnms or quality of protection froma challenge. This attack
then allows the attacker an increased ability to interfere with the
sessi on.

Masquer ade attacks: this is where an attacker inserts itself into
the signaling path and attenpts to fool the client into providing
credentials the attacker can use to create a fal se nessage.

The |l ast two issues are addressed by both the client and server
usi ng the sane set of headers for inclusion in the credentials and
checking them Any change to these headers will result in the
credentials being invalid for the request.

Reliability of results is covered by the inclusion of the
Aut henti cation-1nfo header, which can provide authentication in the
response to any authenticated request.

3. 2. Unaddressed Threats

Privacy will be totally out of scope; both data and system usage are
unprotected by RFC 2617 and will be ignored by this draft too. In
order to protect privacy, encryption is required.

Deni al of service this is also out of scope. Authentication

i nherently requires some |evel of additional work on behalf of the
server and client. This additional |oad nakes it easier to overwhel m
the resources of the victim That said statel ess rejection of

unaut henti cat ed nmessages hel p prevent state | oadi ng denial of
service attacks

4. Synt ax

RFC 2617 describes the Di gest authentication scheme. This schene is
subject to the operation and limtations as described in RFC 2617.
Namely, it relies on a shared secret between the client and server
and provides no nechanismfor distributing those secrets; it
provides no 'hiding of the payload or headers. The change is purely
to provide the same senmantic integrity to SIP, as provided to HTTP
by including the Method and URI in the credentials.

4.1. Specification of Generic Authentication Headers
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4.1.1. WAWM Aut henticate and Proxy- Aut henticate Response Headers

These headers are defined in [3].

4.1.2. Authorization and Proxy-Authorization Request Headers

These headers are defined in [3].

4.1.3. Authentication-Info Response Header

UAS insert this header in responses to successfully authenticated
requests in order to provide nutual authentication and the nonce to
use in future requests in this dialog.

"Aut henti cation-Info" HCOLON aut h-info
schene i nfo-credentials

Aut henticationlnfo
auth-info

4.1.4. Proxy-Authentication-Info Response Header

Proxies place this header in the response in order to authenticate
themsel ves with the UAC and the nonce to use in future requests in
t hi s di al ogs.

ProxyAut henti cati onl nfo = "Proxy-Aut henti cation-1nfo" HCOLON
proxy-aut h-info
schene info-credentials

proxy-aut h-info

4.1.5. UAS-Aut henticate Header
The use of this header is described in Section 7.

UAS- Aut henti cat e
uas-chal | enge

t ar get - par am
target-real mparam

"UAS- Aut henti cate” HCOLON 1l#uas-chal | enge
schene target-param chal | enge

target-real mparam/| target-route-param
"target" EQUAL target

t ar get host
target-route-param = "route" EQUAL target-route
target-route Request - UR

tar get
The target is a hostnane or |P address indicating the domain or
machi ne the authentication is targeted for

target-route
The target-route is uri indicating that any entity sending a
request with this uri as the Request-URlI is targeted for
aut henti cati on.
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4.1.6. UAS-Aut hori zati on Request Header

"UAS- Aut hori zati on” HCOLON l#uas-credentials
schene target-ids credentials

UAS- Aut hori zati on
uas-credential s

target-ids t ar get - par am r esponder - par am
responder - par am "responder" EQUAL responder
responder sent - by

responder

The responder is hostnanme or network address optionally the port
that matches the val ue which the proxy inserted in the Via.

4.1.7. UAS-Aut hentication-Info

This header is used by the UAS to authenticate itself to the proxy
in the response. A response can contain nultiple UAS-Aut henticati on-
Info headers targeted towards nultiple proxies that have
successfully authenticated thenselves with the UAS

UASAut henti cati onl nfo = "UAS- Aut henti cati on-1 nfo" HCOLON
l#uas-reverse-credential s
schene target-paraminfo-credentials

uas-reverse-credential s

4.2. New Response Codes

4.2.1. 492 Proxies Unauthorized
The request requires proxies to authenticate with the user agent

server. This response is issued by user agent servers and
registrars

4.3. Specification of SIP Digest Headers

4.3.1. Challenge Construction
The following BNF is used in the sane context as RFC 2617
chal | enge = "Di gest" digest-challenge
di gest-chall enge = 1#(realm| domain | nonce | opaque | stale

al gorithm | qop-options | auth-parans |
header - options | generic-param

realm = "real nf EQUAL real mval ue

real mval ue = quot ed-string ; See Appendi x C of [2]
domai n = "donmai n" EQUAL dormai n-val ue

donai n- val ue = LDQUOT SI P- URL RDQUOT

nonce = "nonce" EQUAL nonce-val ue
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nonce-val ue quot ed-string

opaque = "opaque" EQUAL quoted-string

stale = "stale" EQUAL ("true" | "false")

al gorithm = "algorithm EQUAL ("MD5" | token )

qop-opti ons = "qop" EQUAL LDQUOT 1#qgop-val ue RDQUOT

gop- val ue = "auth" | "auth-int" | "auth-extd-int"
"auth-hdr-int" | token

aut h- par ans
header - opti ons
header - val ue

t oken EQUAL quoted-string

"header" EQUAL LDQUOT 1l1#header-val ue RDQUOT
"To" | "From | "Contact" | "Expires"

| "CSeq" | "CalllD" | extension-header

t oken

token EQUAL (token | quoted-string)

ext ensi on- header
generi c- param

real m
A string that can be rendered for the end user to provide the
context with which to authenticate itself.

donai n
A quoted SIP URL that corresponds to the request uri of the
request as it arrives at the server. For registration in the
domai n exanpl e.comthis would be sip:exanpl e.com

nonce
A server-specified data string ideally uniquely generated for each
401/ 407/ 492 response. Care shoul d be taken generating this val ue
to ensure it is unique and other parties should not be able to
predict its value. (See Section 6.)

opaque
A string of data specified by the server, which should be returned
by the client unchanged in any credentials generated in response
to this chall enge.

stal e
A flag indicating if the previous request fromthe client was
rej ected because the nonce was stale and the client should retry
with the new nonce. If this value is anything other than "true"
or is not present, the usernanme and/or password are invalid.

al gorithm
A string containing the hashing algorithmused for the
authentication. Currently this is only MD5 and shoul d be assuned
to be so by default. [5]

gop- opti ons
A quoted string containing the "quality of protection"” options
supported by the server. The value "auth" indicates
aut hentication; the value "auth-int" indicates authentication wth
message body integrity protection; the value "auth-extd-int"
i ndi cates authentication with conplete nessage integrity
protection; the value "auth-hdr-int" indicates authentication and
integrity protection of the nessage body and vari ous headers.
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This is included for future extensi ons unknown val ues shoul d be

i gnor ed.

header - opti ons

This directive specifies which header the server requires the

client toinclude inits credentials. It
separated |ist of headers.

the capitalisation in the header-val ue.
pr esent

generi c- param

This is included to specifically allow extensibility,

par anet ers SHOULD be i gnored.

4.3.2. Credentials Construction

credential s
di gest -response

= 1# ( username |
response | algorithm|
nmessage- qop
header - opti ons

nonce- count
generi c- paran

is a quoted comma

Unknown val ues nenti oned shoul d be
assunmed to be the nanes of headers in a SIP request that wll
included in the credentials the sane way as known val ues,
This directive MIST be
if qop-options contains the value "auth-hdr-int".

be
usi ng

"Di gest" digest-response
real m|

unknown
nonce | digest-uri
cnhonce | opaque

aut h- param |

user nanme "usernanme” EQUAL user namne-val ue
user nane- val ue quot ed-string

di gest -uri "uri" EQUAL DQUOT SI P- URL DQUOT
response "response" EQUAL request-di gest
request - di gest LDQUOT 32LHEX RDQUOT

cnonce "cnonce" EQUAL cnonce-val ue

cnonce-val ue quot ed-string

nessage- qop "qop" EQUAL qop-val ue
nonce- count "nc" EQUAL nc-val ue
nc-val ue 8LHEX
user name
The user’s name in the realmin which it
itself.
di gest - uri

This is the Request-URI the client

is trying to authenticate

is using to send the request.

This may have changed in transit so is included here.

si p-response

This is a string of 32 hex digits conputed as defined bel ow, which
proves the user knows a password and the headers covered in

header - opti ons have not been altered.

cnonce

Undery,

This is a conpul sory value returned by the client to the server
for prevention of chosen plaintext attacks.
St andards Track -

et al. Expires July 2002 7



draft-undery-sip-aut h-00. t xt January 2002

nessage- qop
Thi s value contains the gop value chosen fromthe list in the
chall enge that was used to create the credential s.

nonce- count
The nc-value is a hexadeci mal count of the nunber of requests that
the client has sent using this nonce.

header - opti ons
This is a quoted comma separated |list of the headers that the
client encoded into the header-list used to calculate S2. Its
val ue MUST be a superset of the values in the WWVAut henticate
header. i.e. The client can add but not renmpove headers fromthe
list, this can be used by the client to negotiate up the
protection it provides to the integrity of nessages.

4.3.3. Info Credentials construction

The inplications of changing the nonce do not generally apply to SIP
and one-tine nonces are useful, w thout hindering performance.
However, there are sone environnents in which nore static security
contexts are needed, and consequently the inplications of changi ng

t he nonce shoul d be consi dered.

i nfo-credentials 1#(next nonce | nessage- qop
response-auth | cnonce | nonce-count
real m| [opaque] | [generic-param)
"next nonce" EQUAL nonce-val ue
"rspaut h" EQUAL response-di gest

LDQUOT * LHEX RDQUOT

next nonce
response-auth
response- di gest

next nonce
This is the nonce that should be used to generate the next
credentials corresponding to this info-credentials.

nessage- qop
Indicates the "quality of protection" options applied to the
response by the server. The values here correspond directly to
their equivalents in credentials. The server SHOULD use the sane
val ue for the nessage-qop directive in the response as was sent in
the credentials of the correspondi ng request.

response-auth
Thi s val ue conputed as defined bel ow and provi des authentication
in the responses.

cnonce

This value is copied fromthe credentials into the corresponding
i nfo-credenti al s.
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opaque
This value if present MJST be copied into any credential s using
the nextnonce val ue specified in these info-credentials.

5. Digest Calculation

The net hod of cal cul ating the request-di gest and response-di gest are
as follows, if the qop-value is present

request -di gest = LDQUOT < KD( H(Al), ung(nonce-val ue)
":" nc-val ue
ung( cnonce-val ue)
ung( gop- val ue)
"ot H(A2)
) RDQUOT

is used, otherw se,

request-di gest = LDQUOT < KD( H(A1l), ung(nonce-value) ":" H(A2)) >
RDQUOT

response-di gest = request-di gest
is used where KD, H, Al and ung are as defined in [3].
5.1. Conputing A2

If the qop-value is unspecified, "auth” or "auth-int" the value from
[3] is used. If the qop-value is "auth-extd-int", then A2 is:

A2 = H(<entire nmessage excluding the credential >)
If the qop-value is "auth-hdr-int", then A2 is:

A2 = (Method | Status-Code)":" digest-uri-value
":" entity-body header-1i st

header-1i st *header s

header s (to-addr | fromaddr | contact-val ue
| cseqg-value | callid-val ue | expires-val ue
| other-val ue)

t o- addr To eol - mar ker

from addr From eol - mar ker

Cont act eol - nar ker

CSeq eol - mar ker

Call -1D eol - marker

Expires eol - mar ker

field-name ":" [field-value] eol-narker
<CR> <LF>

cont act -val ue
cseq-val ue
cal l'i d-val ue
expi res-val ue
ot her - val ue
eol - mar ker

header s
These are the rel evant headers converted to canonical form]2]
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with the addition that Contact headers always include the < and >

delimters even if the display name is enpty. i.e.

1 No short form header fields.

2 Header field nanes are capitalised as shown in [2].

3 No white space between the header nane and the col on

4 A single white space after the colon

5 Line termination with a CRLF.

6 No line folding.

7 No comma separated |ists of header val ues, each must appear as

a separate header.

8 Only a single white space between tokens, between tokens and
quot ed strings, and between quoted strings. No space after the
| ast token.

9 No LWS between tokens and separators, except as described
above.

10 The To, From and Contact header fields always include < and >
delimters even if the display-nane is enpty.

The other-value is left in for the inclusion of headers the author
omitted (only long form headers should be used). It should also be
not ed Aut hentication-1nfo, Authorization, Max-Forwards, Proxy-

Aut hori zation, Proxy-Authentication-Info, Record-Route, Route,

UAS- Aut hori zati on and Via headers MJUST NOT appear in this list, as
they are altered or added/renoved in the course of nornal

si gnal i ng.

6. Nonce Ceneration
Tradi tionally nonces have contained no nmeaning for the client,
however, in order to prevent bid-down attacks this draft wll
recormend a format. This fornat is designed to allow a server to
encode the type of protection required. This neans

6. 1. Syntax

The following definition will replace nonce-val ue

nonce-val ue LDQUOT " (" 1#auth-type ")"

trad- nonce-val ue RDQUOT

aut h-type = auth-algorithms | digest-auth-type | token
auth-algorithnms = "NMD5" | "AKA" "SHA1"
digest-auth-type = "dauth" | "dauth-int" | "dauth-extd-int"

"daut h-hdr-int"
*(qgdt ext | quoted-pair)

trad- nonce-val ue
aut h-al gorithm

These are the algorithnms used by the Digest schenme to produce the
di gest.
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di gest - aut h-type
These are the protection encodings for Digest authentication. Each
val ue corresponds to a qop-value prefixed with the letter d.

A possi bl e inplenentation of trad-nonce-value is;

trad-nonce-value = tinme-stanp "-
privat e-key)

H(time-stanp ":" request-uri

where, the tine-stanp is a non repeating value or tinme stanp, the
request-uri is the Request URI fromthe request and the private-key
is to ensure the nonce was generated by an entity that knows the
privat e- key.

7. Authenticating Proxies with the UAS

7.1. User Agent Server Behavi our

Wien a UAS receives a request via a nunber of proxies, the UAS MAY
aut henticate sone of the proxies before the request is processed. |f
no matching credentials (in the UAS-Aut hori zati on header field) are
provided in the request, the UAS can challenge the proxies to
provide credentials by rejecting the request with a 492 (Proxies
Unaut hori zed) status code containing one or nore UAS-Aut henticate
headers.

The UAS- Aut henticate response-header field MJST be included in 492
(Proxi es Unaut horized) response nessages. |If one or nore proxies
fail to authenticate thenmselves in a request containing rel evant
UAS- Aut henti cate headers the UAS MJST respond with 403 Forbi dden

Once the UAC is successfully authenticated, the UAS can do mutua

aut henti cation using the Authentication-lInfo header in the response.
Similarly, once the proxies are successfully authenticated, the UAS
can do mutual authentication using UAS-Aut hentication-Info header in
the response.

7.2. User Agent Cient Behaviour
When a UAC receives an unaut horised response (i.e. 401, 407 or 492)
cont ai ni ng UAS- Aut henti cate headers it MJST, if it is able, re-
originate the request with copies of the UAS-Aut henticate headers.
If a UAC receives a response containi ng UAS- Aut henti cat e headers
within a dialog it MIUST, if it is able, include a copy of the UAS
Aut henti cate headers within the next request it sends wthin that
di al og.

7.3 Proxy Behavi our
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Wien a proxy receives a request containing a UAS- Authenti cate header
it SHOULD check the headers to see if it matches. Matches are
possible in two ways; firstly the proxy may be responsible for a
dormain nmentioned within a "target” paraneter; secondly it nay be
proxying the request with a Request-URl that matches a "route"
paraneter. Proxies MJST, if able to do so, include a UAS-

Aut hori zation header with credentials for all natching UAS-

Aut hent i cat e headers.

If a stateful proxy receives a 492 and deternmines that it contains a
singl e UAS- Aut henticate header targeted solely at itself, it MAY
resubmit the request to the UAS with a UAS- Aut hori zati on header
containing the credential as a separate branch

After the UAC is authenticated by the proxy, the proxy may use the

Pr oxy- Aut henti cation-1nfo header in the response to perform nutual
aut hentication with the UAC.

8. Exanpl es

8.1. UAC to UAS nutual authentication
User Regi strar

| REG STER |

The foll owi ng exanpl e shows the how a client should respond to a
request to authenticate its REG STER request.

SIP/2.0 401 Unaut hori sed

WAV Aut henti cat e: Di gest real m="Vacuity Proxy",
nonce="(daut h- hdr-int) 9912345- 0123456789%9abcdef 0123456789%abcdef ",
al gori t hm=MD5, qgop="aut h-hdr-int"
header ="To, From Expires, Made-Up-Header"

The UA then decides that for REG STER requests it should protect the
Cont act header so adds it to the list of header-options. It is

Undery, et al. Standards Track - Expires July 2002 12



draft-undery-sip-aut h-00. t xt January 2002

assuned the UA will pronpt the client for the usernane and password
for the realm"Vacuity Proxy" before responding wth,

REG STER si p: exanpl e.com SI P/ 2.0

Via: SIP/2.0/UDP 10.0.0.10

Aut hori zation: Digest usernane="auser", real m="Vacuity Proxy",
nonce="(daut h- hdr-int) 9912345- 0123456789%9abcdef 0123456789%abcdef ",
uri ="sip: exanpl e. cont, response=f edcba9876543210f edcha9876543210,
al gori t hmeMD5, cnonce="9912390-12345678123456781234567812345678"
gop=aut h- hdr-i nt, nc=00000001
header="To, From Expires, Contact, Made-Up-Header"

To: A User <sip:auser @xanpl e. cons

From A User <sip:auser @xanpl e. com user =i p>; tag=1234

Call-1D: 12321@a. exanpl e. com

CSeq: 2 REQ STER

Cont act: sip:10.0.0.10: 5061, sip:10.0.0.37

m si p: auser @one. exanpl e. com exanpl e=madeup

In the above exanple the header-list used will be

"To: A User <sip:auser @xanpl e.conp

From A User <sip:auser @xanpl e. conyuser=i p>;tag=1234
Expires:

Cont act: <sip:10.0.0.10:5061>

Contact: <sip:10.0.0.37>

Cont act: <sip:auser @one. exanpl e. conp; exanpl e=nadeup
Made- Up- Header :

The headers inserted in the sane order as the appear in the header-
option, enpty or mssing headers are represented as enpty headers,
as shown by Expires in this exanple all lines are termnated with a
carriage return line feed. An enpty header consists of the |ong
header nane followed by a colon and a CRLF pair, wi thout any space.
Note that the Contact val ues appear in the list in the same order as
they appear in the nessage, and that the client added themto the
list of headers to protect. Al so noteworthy is the positioning of
the Aut horization header before all the headers we are encodi ng.

In the 200 response to the REG STER the regi strar includes.

Aut henti cation-1nfo: nextnonce="(dauth-int-hdr)12345-qglw2e3r4",
gop=aut h- hdr-i nt, rspauth="deadbeef deadbeef deadbeef deadbeef",
nc=00000001

Thi s header provides the next nonce for the UAC to use and

aut henticates the response. It may be worth noting that once a user
has been authenticated it is possible to provide nonces statefully
al t hough the nonce best practice rules should still be applied.
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8.2. Proxy to UAC nutual authentication

UAC Pr oxy UAS

I

I

I

I

I

I I

I NVI TE + Proxy-Aut hori zation | |

[=-mmmmm e >| I
I I I
| | I NVI TE |
I [=-mmmm e >|
I I I
| | 200 |
I | <-mmmmmmmm e I
I I I
| 200 + | |
| Proxy- Aut hentication-Info | |
| <-mmmmmmmm e I I
I I

The above di agram shows shows a call flow where the proxy chall enges
a caller and then authenticates itself in the response to the
authenticated request. In this instance as a single hop is involved
the qop value of auth-extd-int used so the entire nessage was
integrity protected.

8.3. Proxy to UAS nutual authentication

The follow ng di agram shows how t he UAS- Aut henti cate header is used
to provide proxy to UAS authentication. When the UAS receives the
request it returns a 492 which is propagated back to the UAC. If the
UAC is aware of the 492 response it then copies the UAC Aut henticate
headers into the resubmtted request. Wen the request with the UAS-
Aut henti cate headers arrive at the proxy it adds UAS-Aut hori zation
headers for all the challenges targeted at it. Wen the UAS receives
request it ensures it has received all the UAS-Authorization headers
it was expecting. (Note a UAS-Aut henticate header may produce nore
than one UAS- Aut hori zation header if nore than one proxy match.) The
UAS t hen popul ates UAS- Aut hentication-Info headers for all the
proxies it wishes to nutually authenticate with. Proxies can the
check for UAS-Authentication-Info headers in the response.
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UAC Pr oxy UAS

492 + UAS- Aut henti cate

| INVITE + UAS- Aut henticate +
| UAS- Aut hori zati on

|

| 200 + UAS- Aut hentication-Info
| + UAS- Aut henti cate |
| <o |
|
|

200 + UAS- Aut hentication-Info

|
|
+ UAS- Aut henti cat e |
|
|

9. Security Considerations

The purpose of this draft is security. Itenms ruled out side of the
scope of this docunment are privacy, resistance to denial of service,
trustworthiness of results. The rationale for these is included in
section 4

The security of this draft relies mainly on the headers chosen by
the server for inclusion in the digest. If this selection is poor a
fal se sense of security obtained; although if a client wi shes the
set can be increased to cover all the rel evant headers.

9.1. Security Considerations Mssing From RFC 2617

RFC 2617 [3] has a renarkably thorough security considerations
section, however, in the author’s opinion an inportant consideration
is missed. In the WWV¥Aut henti cate header the qop directive can
contain a list of schenes supported. It is possible for an attacker
to downgrade the security on offer by renoving auth-int if present
so the body of the nmessage isn’t included in the protection, or
sinply renove the qop paraneter entirely.
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Ful I Copyright Statenent
"Copyright (C) The Internet Society (2001). Al Rights Reserved.

This docunent and translations of it may be copied and furnished to
others, and derivative works that comrent on or otherw se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph
are included on all such copies and derivative works. However, this
document itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited pernissions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the infornmation contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENI NEERI NG
TASK FORCE DI CLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRENTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRENTI ES OF
MERCAHNTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE.
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