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Information

Opening of the meeting

The meeting was opened by Mr. V Niemi, Nokia, who chaired the meeting.

2
Roll call of delegates

The delegates present introduced themselves to the rest of the group.

3
Agreement of meeting objectives and agenda

This is a joint meeting that SA3 has arranged with T3 to discuss issues around the ISIM concept. The objective is to find a common view on the way forward in ISIM specification work. The draft agenda, provided in TD S3‑010639 was introduced by the Chairman and approved.

4
Assignment of input documents

The Chairman introduced the identified documents for the meeting and their respective agenda items and some additional documents were provided to the meeting.

5
Presentation of the role of ISIM in the IMS security architecture (SA3)

TD S3‑010640: aSIP-Access Security for IP-Based Services. This was presented by Krister Boman, who clarified that this was a personal presentation, and had not been fully reviewed by SA WG3, SA WG3 delegates were asked to review it and provide comments to the author.

It was agreed that the CK is always provided to the UE, independent of the need for authentication.

6
UICC support for ISIM (T3)

TD S3‑010570: Liaison Statement on IMS identifiers and ISIM. This LS and attached WI description had been approved by T WG3 and was to be forwarded to the TSG T Plenary in December 2001 for approval. The attached document (WID) was considered. It was noted that the finalisation dates for the deliverables was rather late for Rel‑5. 

TD S3‑010584:  T3 ISIM working assumptions. This liaison was presented by the rapporteur, J. Norris, Vodafone and described the UICC architecture alternatives identified. It was noted that SA WG3 had not considered case 1 (USIM only) but had looked at cases similar to cases 2 and 3. Further contributions were provided under other agenda items and this presentation was taken into account for further discussion. It was clarified that in the final slide, first bullet point should read “ISIM specification TS 31.XXX” (Typographical error). It was generally agreed that more than 1 use case would be needed in order to provide an acceptable solution. Use case 3 was considered necessary for Access Independence. It was also mentioned that from T WG3 perspective, use cases 2 and 3 are equivalent.

7
Relevant LSs

TD S3‑010576: LS on IMS identifiers and ISIM and USIM. This was presented by Vodafone and discussed along with the attachment in TD S3-012818. After some discussion it was realised that other contributions should be considered on this subject and the LS revisited – the LS was noted for the moment. 
It was agreed that some of the assumptions provided by CN WG1 would need to be removed if Use case 1a is to be supported.

TD S3‑010585: LS from CN WG1 on IMS identifiers: Response to: LS (S2-013067) on IMS identifiers and ISIM and USIM. This was presented by Vodafone, and provides the CN WG1 "guess“ of the place to obtain fields for SIP inputs, until the actual UICC contents are specified. After some discussion it was realised that other contributions should be considered on this subject and the LS revisited and the CN WG1 assumptions revisited in light of these. (A reply LS was subsequently prepared by SA WG3 (S3‑010647) based on the outcome of the joint meeting).

TD S3‑010595: Liaison Statement on UE functionality split. The addressed groups were asked to review the draft on UE functional split. It was agreed that this should be dealt with by T WG3 and SA WG3 main meetings, rather than this joint session, and was therefore noted and postponed to other groups.

TD S3‑010596: RE: LS on IMS identifiers and ISIM and USIM (S2 Tdoc S2-013067). This was provided for information and was noted. The information had already been provided by T WG3 delegates at the joint session.

TD S3‑010599: Definition of the UICC. This was presented by Gemplus. It was agreed that this should be reviewed in the SA WG3 meeting in order to check alignment of CRs already agreed by SA WG3 and the proposals provided by T WG3. The contribution was therefore noted and postponed to SA WG3.

8
ISIM functionality and parameters

TD S3‑010580: ISIM Application. This was presented by Gemplus. The attached ISIM draft was briefly presented, it was produced by modifying the USIM specification to cover ISIM requirements. Delegates were asked to consider this document after the meeting.

Agreements upon the bullet points:

1
In TS 33.203 the ISIM is responsible for handling the keys etc. tailored to the IM CN SS. In TS 23.228 and TS 24.228 however, the USIM seems to be given this role. In S2, there are discussions going on about access independence for IMS and thus defining an ISIM independent from the USIM.
It is most likely that this latter option will be chosen.
The meeting agreed that this should be ISIM - i.e. 23.228 and 24.228 should be updated.
2
A Service profile is attached to one or more public ID’s and to one Private ID. In the case of access independence, i.e. obtaining access to the same service via different terminals, each with an ISIM, these ISIMs should bare the same private Identity. Is this allowed?
The meeting agreed that this should be allowed (for each Private Identity there should be only 1 ISIM).
3
It is not defined yet if the algorithms and keys used for IMS are different than the ones defined in the USIM
There is no requirement that the algorithms and master keys shall be different.
4
Are there other functions that can be allocated to the ISIM, like phonebook, ‘call control’, operator preferences, ISIM Application Toolkit, generation of Call-ID, etc.?
From the SA WG3 point of view, there is no position on this. This should be raised in other groups to see if there are any requirements for this.

TD S3‑010624: Parameters stored on a UICC card for IMS services. This was presented by Ericsson and discussed the different parameters specified in TS 33.203 and TS 33.102. 

ISIM "plastic roaming", where the authentication would not be required for an ISIM terminal change (as for the USIM) - where the same security association is continued was questioned as to whether this would be a requirement. It was thought that SA WG1 should decide whether this is required, and the security aspects of this re-considered.

The assumption that the same functions (f1, f1*, f2, ...) would be used should be made more explicit to avoid confusion in other groups.

The issue of storing the Home Domain Name in the UICC needs further consideration, depending on it's intended use. (Draft TS 24.228 was consulted, which currently stated that HDN was stored in the USIM). It was considered that SA WG2 and CN WG1 should be consulted if any change or clarification is needed over this requirement as no security requirements for this have so far been identified. It was agreed to include this into a LS to SA WG2 / CN WG1. The user should not be able to enter the Private ID or the HDN. It was concluded after a long discussion that the parameters which shall be stored on the ISIM for identified security reasons and those parameters which should be stored there for other reasons (e.g. practicality for changing terminals and denial of service attack reduction) should be identified to ensure other groups can see the implications of where these parameters are stored and make a decision based on services and architecture. It was agreed to write a liaison on this to SA WG1, SA WG2 and CN WG1 (cc: T WG3) which was provided to the SA WG3 meeting in TD S3‑010647.

TD S3‑010625 Use of a R99 or Rel‑4 USIM application on a UICC card for IMS services. This was presented by Ericsson and contained an analysis based upon the proposal to re-use SIM cards for the introduction of GPRS, in order to avoid the re-distribution of SIM cards - similar to the re-use of UICCs to include IMS application functionality. The assumption 4) that the IMS will de-register on power off was questioned and discussed. It was considered for further study in SA WG3.
TD S3‑010641 On the use of R99/Rel-4 USIMs for IMS access. This was presented by Vodafone and discusses whether it would be possible to re-use the USIM to provide IMS security and associated issues. 

IMS Private ID and HDN: The production of Private identities by use of, e.g. the IMSI and whether a reversible or one-way function could be used to derive this. It was concluded that the issue of using the IMSI, and therefore exposing it more to eavesdropping, required further security analysis.

IMS public Identity: It was reported that there was no requirement to store the MSISDN on the USIM at present, and that it in some cases may be input by the user.

Storage of IMS-specific integrity keys: It was noted that this requirement would require further study for the impacts of storing IMS keys on the ME.

Re-use of security functions for UMTS and IMS: Different Authentication Keys would be used for UMTS and IMS as the algorithms are run independently and result in different keys.

After some further discussion, it was generally agreed that the requirements from other groups on the need for this needed to be sought before actual solutions are developed. It was also agreed that only option 1a) OR 1b), or neither, (see Use case 1, TD S3‑010584) should be adopted, in order to minimise the number of options to work on. An LS to CN WG1 and SA WG2 should be created to ask for justification of the requirements. These issues were subsequently included by SA WG3 in the LS provided in TD S3‑010647.

9
AOB

TD S3‑010600 General Purpose Authenticator via Mobile Phone. There was no time to deal with this document during the joint session and was forwarded to the SA WG3 meeting.

10
Closing of meeting (estimated 16:00)

The Chairman summarised the agreements of the meeting for inclusion in the Liaison to other groups to be created during the SA WG3 meeting for transmission to the other groups during the week (the LS was subsequently provided in TD S3‑010647). The agreements were summarised as follows:

1
Related to S3-010584: Use Cases 2 and 3 were agreed as necessary (these cases are equivalent from a T WG3 viewpoint). Use Case 1b was considered by T WG3 viewpoint to be very close to Use Case 2.


"Middle case" using OTA to update pre-Rel‑5 cards was also identified during the meeting.


either Use Case 1a OR the "Middle Case", or neither of these two, should be supported. Some of CN WG1 assumptions need to be removed if Use Case 1a is adopted.

2
Agreements shown to Bullet Points in TD S3‑010580 (See agenda Item 8).

3
User should not be able to modify/enter the IMPI or Home Domain Name due to user-friendliness, erroneous entry of IDs and DoS attack potential.

4
The Parameters that SHALL be included in the ISIM application (Security reasons) and those which may be best included in the ISIM application for other reasons to be identified.


SHALL be in ISIM application: IMPI; Home Network Domain Name; Support for SQN used in the context of IMS domain; Algorithms and Authentication Key (K).


FOR FURTHER STUDY (Depends on the final mechanisms for protecting SIP signalling): Security Keys (CK, IK); KSI, equivalent to the START parameter; AMF related data.

5
Identified Issues with Use Case 1a: Potential increased signalling due to re-synchronisations; Derivation of Private ID from the IMSI / Protection of IMSI from eavesdropping; Increased potential for DoS attacks; Lack of Public Identity - MSISDN not compulsory in the USIM so cannot always derive IMPU from this. Some initial solutions were proposed and discussed.

6
NON-SECURITY RELATED ISSUES: "plastic" roaming, i.e. support for changing the terminal; Cost of supported features in terminals; Cost of OTA provisioning; Cost of re-issue of cards and management of card distribution; restrictions on further developments of IMS Security Architecture and IMS in general; Number of options to be supported in general.

The Chairman thanked the SA WG3 and T WG3 delegates who attended the meeting for their good spirit of discussion and closed the meeting.

