3GPP TSG SA WG3 Security — S3#21
S3-010760

27 - 30 November, 2001
Sophia Antipolis, France
Update information –TS 33.210


Update information 

This document describes updates from version 060 to version 070.

Contribution taken into account in this update as agreed by SA3#21:

· S3-010529
-
Huawei/CTWS

· S3-010582
-
Telenor (rapporteur)

· S3-010616
-
Nokia

· S3-010619
-
Nokia

· S3-010627
-
Ericsson

· S3-010649
-
Alcatel

· S3-010656
-
Nokia (updates S3-010618)

· S3-010659
-
Ericsson (updates S3-010626)

· S3-010660
-
Ericsson (updates S3-010628)

It should be noted that some parts of the new version of 33.210 is affected by more than one input paper. At times it was hard decide exactly how to do the updating since the order of the agreed updates is significant. Hopefully I have managed to capture the intent of the agreements.

Pure editorial changes etc have not been explicitly identified in this update information. The changes are of course change bar marked in the TS.

Some points that the delegates should consider that are not addressed by this update:

· Za-interface (SEG-SEG) (this issue has not yet been discussed by SA3)

Interoperability has been one of our main concerns for this interface. Given that the core network allows for both IPv4 and IPv6 to be used, we should realize that we have the potential problem of IP version incompatibility over Za. 

This potential problem could be addressed in various ways, including the following:

· Requiring both IPv4 and IPv6 to be supported by all SEGs (dual stacks)

· Requiring Transition Gateway (TrGW) services to be available to the SEGs in order to convert IKE-over-IPv4 to IKE-over-IPv6 and the other way around.

· Requiring all SEGs to support one and only one IP version (preferably IPv6)

· Allowing to types of SEGs: 

· SEG(IPv4) :
Communicates only with other SEG(IPv4)

· SEG(IPv6):
Communicates only with other SEG(IPv6)

Given that interoperability is a great concern to us, we should probably make a decision on this matter and specify exactly how communication over the Za-interface shall handled with respect to the IP version problem.

· Annex A – Concerning Transition Gateways

In annex A we mention that NATs can be tolerated. Given that we have explicitly mentioned NATs it seems that we should also include similar material in Transition Gateways (TrGWs).

If this is agreed by S3 then I can volunteer to include such material for the next version of the TS which will be submitted to SA3 for email approval.

· References

I have not checked and updated the references.

The following table details the fixes and improvements as well as some notes:

	Section
	Description

	-all-
	Previous change bars accepted

	Front page
	Version & month changed.

	TOC
	The TOC was updated (without “track changes” on)

	1 Scope
	Extension of scope according to S3-010656

	2 References
	Deleted: Reference 33.200 MAPsec (S3-01559)

Added: Reference 23.002 (S3-01660) 

Word played games with me, so I had to update the references without tracking changes.

	3.1 Definitions
	Added entry: “NDS/IP traffic…” (S3-010627)

	3.2 Symbols
	Deleted: Zd-Zf interfaces (S3-01559)

Deleted: Zc-interface (S3-01559)

Modified: Zb-interface (S3-01559)

	4.2 Protection …
	The last sentence deleted (“All network domain entities supporting native IP-based control plane protocols shall support IPsec.”) according to S3-01659

	4.3 Security for …
	Last sentence modified to include use of “NDS/IP traffic” definition (S3-010627)

	4.4.1
	Deletion of last half of the last sentence. (S3-010529)

Deletion of the reference to MAPsec, incl. ref to interfaces (S3-010659) 

Deletion of table-1 according to S3-010660


	4.5 SEGs
	Updated according to S3-010659

	5.2 Security Associations
	Corrected clause numbers:      (S3-010627)

· 5.2.2 ( 5.2.1

· 5.2.3 ( 5.2.2

	5.2.1 Security Policy Database (SPD)
	Minor clarifications and editorial updates (S3-01627)

	5.2.2 SAD 
	“or fetched…” deleted according to S3-01649



	5.3 Profiling of…
	Removed sub-clause 5.3.1 “Support of IP payload compression” (S3-01582)

This implied this clause renumbering:

· 5.3.2 ( 5.3.1

· 5.3.3 ( 5.3.2

· 5.3.4 ( 5.3.3

	5.3.1 Support of ESP..
	Deletion according to S3-010616 

	5.3.3 Support of ESP encryption transforms
	Modifications according to S3-010616.

In addition I changed the wording for mandatory support of the ESP_AES transform. This was done to avoid mandatory use of AES, which would have precluded operators from using for instance 3DES.



	5.3.4 Support of ESP authentication transforms (NEW)
	Inclusion according to S3-010616.

As agreed by SA3 the part discussing MD5 strength was removed.

Furthermore, an editor’s note was added to indicate that the AES transforms have not yet been finalized.



	5.6.1 Network…
	Use of “NDS/IP traffic” definition. Clarification on SEG-SEG tunnel establishment. (S3-010627)

Change of “will” to “may” according to S3-01659



	5.6.2 Interface description
	From S3-010627:

    Za: Use of “NDS/IP traffic” definition.

    Za: Removal of references to BG

    Zb: Use of “NDS/IP traffic” definition.

From S3-010649: NOTE-2 modified to reflect comments in S3-010649.

In addition a sentence was deleted since it does not apply anymore now that the definition of Zb and Zc has been combined.

From S3-010659:

    Za: …” compliant with this specification “ added.

    Za: Editor’s note removed

    Zb: The Zb-interface is deleted

    Zc:  Renamed to Zb and updated to include both Zb and Zc

	6.1 The need…
	Insertion of table (S3-010627)

	6.2 Policy disc…
	Clarifications according to S3-010627.

 A minor exception made by the rapporteur was not the delete the “bypass the datagram…” since that is wording used in the IPsec RFCs.

According to the discussion we agreed that pre-R99 versions of GTP could be allowed, but that it shouldn’t be mandatory to support it. The same goes for support of GTP-U. I have tried to capture this by updating the existing note and adding a second note.

	6.3 The relationship between BGs and SEGs (NEW)
	During the discussion of S3-010619 we agreed that the “GTP section” should contain some information to clarify that BGs and SEGs are both located at the border of the network. 

	7 …IMS…
	Clause 7 with sub clauses updated according to S3-010660


Moving GTP and IMS material to annexes

I did not have the time to move the GTP and IMS material to annexes in this update. The next version of 33.210, which will be forwarded for email approval, will have incorporated this change.

/Geir M. Køien, Telenor R&D
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