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Scope and objectives

It was agreed in the September ad hoc meeting of SA3 to progress a SIP-level solution mechanism for (SIP) message integrity protection in the IMS for the UE-to-Proxy CSCF hop.  In meeting S3#20, SA3 agreed to include text in draft TS 33.203 that outlines such a mechanism.  The mechanism proposed is the HTTP Digest security framework with extensions.  The extensions that permit complete bi-directional message integrity protection between a User Agent (e.g., an IMS UE) and an Outbound Proxy (e.g., P-CSCF) must be agreed within the IETF.  To this end, Nortel Networks and Ericsson have authored a new Internet Draft, “Single Hop Message Authentication in SIP” (draft-sen-sipping-onehop-digest-00.txt) for submission to IETF.

The objectives of this draft are to: (a) enhance the behaviour of SIP proxies such that complete bi-directional integrity protection is possible (e.g., enable an Outbound Proxy to pre-emptively add a message checksum to a terminating SIP request [such as INVITE] transmitted toward a User Agent); and (b) enlarge the scope of integrity protection for the one-hop situation to include the entire SIP message rather than just the message body.

The authors of this draft believe that the proposed extensions should permit HTTP Digest to satisfy the Release 5 requirements for IMS message integrity protection.  SA3 feedback and analysis on this issue is welcome.

The attached draft will be 

presented in the next IETF meeting (IETF #52 - Salt Lake City, December 9-14, 2001).  It is submitted to this meeting for discussion.
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