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Scope and objectives

Ericsson, Nokia and Nortel Networks has submitted a new Internet Draft, “Security Mechanism Agreement for SIP Connections” (draft-arkko-sip-sec-agree-00.txt) to IETF. 

The purpose of this draft is to (a) correct vulnerability in HTTP Digest authentication for man-in-the-middle attackers, and (b) to allow SIP peers to securely pick the security method they are going to use. A number of proposals have been made that could also be used for 'negotiation' of different SIP parameters, but this proposal attempts to provide security against man-in-the-middle attackers. 

The mechanism works both for the hop-by-hop and end-to-end cases, it can be used for negotiating security mechanisms at different protocol layers (as long as they are under the control of the SIP node), and it enables the delivery of different security parameters. 

As such, the proposed mechanism should satisfy the 3GPP IMS requirements for security mode set-up. SA3 feedback and analysis on this issue is requested. 

The draft will be 

discussed in the next IETF meeting (Salt Lake City, December 9-14, 2001).
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