3GPP TSG SA WG3 Security — S3#21
S3-010582

26 - 30 November, 2001
Sophia Antipolis, France
Source:
Telenor

Title:
NDS/IP suggestions

Document for:
Discussion and decision 

Agenda Item:
tbd

Dear all,

I have gone through the meeting report from SA3#20 and the present draft of TS33.210 NDS/IP.

Based on this I have the following suggestions for how we proceed with TS33.210 in Sophia Antipolis next week. I have also tried to give my impression on some of the contributions. 

Intial reactions to some of the contributions

· S3-010529 (Huawei/CWTS)

This is a clarification to do with security domains vs operator subnets. 

The clarification seem appropriate to me.

· S3-010489 (Nokia)

The suggestion is about seeing the SEG as a BG with additional security functionality. 

This makes a lot of sense to me and I will support the idea. 

· S3-010490 (Nokia)

The suggestion here is to add support for the GGSN - P-CSCF interface.

See comments under the "suggestions" heading. 

· S3-010496 (Nokia)

This is a contribution about GTP-U. I don't support the pCR as such. 

I have however changed my mind over GTP-U and I think we should allow the possibility of GTP-U protection. More on this under the "suggestions" heading.

Some suggestions for TS 33.210 NDS/IP

1) To keep TS 33.210 NDS/IP as a framework for use of IPsec in the UMTS core network

What do I mean by this?

Well, I think it will be a lot easier to complete 33.210 on time if we keep 33.210 free from specific information about the protocols that it shall be used to protect. Maintenance of 33.210 will also benefit from this since fewer CRs will probably then be required. In the present draft of 33.210, only GTP and IMS protocols/interfaces will be affected. So to be specific, all IMS related information in 33.210 should be moved to 33.203.
What about GTP then?

Well, ideally one might want to have all GTP related information moved to 29.060.

And indeed, this would be the natural solution if we were only concerned with GTP Rel5.

However, since NDS/IP really is a very simple application of IPsec we will have to opportunity to protect previous version of GTP if we take a little care.

This means that NDS/IP could very easily be used to protect previous versions of GTP given that one configures the right port number etc. But, since we are very unlikely to be able to change/update the older versions of GTP, we cannot rely on moving the NDS/IP GTP specific material to those TSs. So, I suggest that we consider keeping the legacy GTP specific material in 33.210. That is, we should move it to an annex in 33.210 to keep the main body of 33.210 as conceptually clean as possible.

2) Support for GTP-U and GTP Release 97/98 ?

I have come to the conclusion that we should allow for the possibility of using NDS/IP for *all* IP based control plane core network protocols.

We might have to include a word or two in 33.900 about the consequences of using/not using NDS/IP, but apart from that we should probably not restrict the use of NDS/IP.

Today it is possible to get high-performance crypto-processor that easily keeps up with a 100 Mb pipe. See the attached PDFs for some examples from Broadcom. OpenBSD developers have reported that they have achieved 3DES 122 Mb in real-life with the BCM5805 processor (see OpenBSD.pdf file).  

More OpenBSD crypto info: http://www.openbsd.org/crypto.html#hardware . Broadcom also has a faster crypto-processor (see BCM5840.pdf) if people think that 122 Mb is a bit on the slow side
.

The advent of AES should make it even easier to provide high-speed encryption.

So, in short, I feel it would be wrong of us to disallow the possibility of protecting GTP-U.  I think, in fact, that we may even allow for protection of GTP for Release 97/98 (where there is no port number distinction between GTP-C and GTP-U).

All of this could then be described in an annex to 33.210. We should take care not to mandate GTP-U and/or GTP-rel97/98 support, but rather give a description of how it can be done by means of NDS/IP.

3) Clause 5.3.1 

We have said that we *shall not* support IP payload compression (IPCOMP). We may want to reconsider this position if we are to allow NDS/IP to protect GTP-U etc. 

For while we argued that GTP-C packets were generally very short and would benefit for IPCOMP, the same cannot be said for GTP-U and probably not for other protocols either. We should therefore probably open up for IP payload compression as an option. Since that is the default case for IPsec anyway, we may consider deleting clause 5.3.1

4) SEG discovery function

This was brought up by Alcatel in S3-010348 (SA3#19, Newbury). 

Although I don't think it is strictly needed, it could be a useful feature for larger networks.

I have the feeling this might be a candidate for the Rel6 version of 33.210

5) Minor clarifications on IKE

The statement "Support of Notifications shall be mandatory" in clause 6.5 should perhaps be clarified. What it actually implies is that the IKE SA must be persistent and live at least as long as the derived IPsec SA.

6) Support of PKI for authentication of IKE phase 1

In the current version of 33.210 we rely on the use of preshared secrets for IKE phase-1 authentication.

IKE also support authentication by means of digital signatures and PKI. 

I suggest that we include support of PKI in 33.210, and that this work is put into Rel6.

/Geir M. Køien, Telenor R&D

� No, Broadcom doesn’t pay me in any way.





