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3GPP Task Force CONFIDENTIAL 

Foreword 
This Report has been produced by ETSI SAGE Task Force for the design of the Standard 3GPP Confidentiality and 
Integrity Algorithms (SAGE TF 3GPP). 

 

The work described in this report was undertaken in response to a request made by 3GPP. 

 

Version 1 of this report was submitted to the 3GPP SA3 group in December 1999. 

In August 2000 a version 1.1 was issued. This addressed a new result on the evaluation of the f9 mode (see section 
9.4.2. of this report) and also showed the correct use of the Direction bit in the f9 mode. 

 

On the Construction of f9 

If a regular CBC-MAC mode had been chosen for the f9 algorithm, the internal state fed forward from block to block 
would have been only 64 bits long. In this case a 233-message birthday attack would be likely to yield an internal state 
coincidence. Having identified a pair (mi, mj) for which such a coincidence occur, you can always be sure that mi||x and 
mj||x have the same MAC for any extension x. In other words, if you can obtain the MAC for mi||x, then you can forge the 
MAC for mj||x.  

This attack would be unrealistic in the 3GPP context, but nevertheless the current f9 construction has been chosen over 
the regular CBC-MAC mode because it provides a 128-bit internal state at almost no extra cost. The f9 construction 
prevents the 233-message birthday attack, seemingly without introducing any other weaknesses. The straightforward 
birthday attack on this construction requires 265 chosen-2^65 chosen-texts, which is completely out of reach.  A variation 
on the birthday attack found by Knudsen and Mitchell [14a] requires approximately 248 chosen-texts, which is still 
considerably more than for the regular CBC-MAC mode. 

The following observations can be made on f9; none of these seem to present any security weakness. 

• A change in a single block will no longer change the MAC with probability one (except for the last 
block), This property is satisfied by standard CBC-MAC, but not by f9. 

• For every value of the x of the chaining variable, there exists an input block y such that the output 
again is x. Note that both x and y are completely unknown, and both values depend on the value of the 
integrity key. Then inserting the block y an even number of times will not affect the MAC value. 

• As a special case of the previous fact, if x = 0, which is an event with probability 2-64 (that cannot be 
detected easily by an opponent), inserting y (which again is hard to find) an arbitrary number of times 
will not affect the MAC value. 
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