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LS on “double ciphering” in GSM/GPRS Dual Transfer Mode

SMG2 is currently working on the specification of “GPRS dual transfer mode (DTM)” for Release 99. DTM is an alternative definition of the implementation of GPRS class A mode of operation, aiming to reduce the complexity in the mobile station when class A services are to be supported.

As part of the DTM feature, SMG2 has agreed that a DTM capable mobile station shall be capable of using the main DCCH of the CS connection to send packet information (both signalling and small quantities of user data). SMG2 would like to inform SMG10 that when sending LLC data on the main DCCH, the data is ciphered twice: once at the LLC layer by the GPRS mechanism and once at the layer 1 level with A5/1 (or A5/2).

It is the understanding of SMG2 that this “double ciphering” does not present a problem. However, SMG2 kindly asks for SMG10’s view on this issue.

Attached: SMG2 778/00 (“DTM concept document”)
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