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6.5.4.2 IK
Theintegrity key 1K is 128 bitslong.

There may be oneIK for CS connections (IK ), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to usefor a
particular connection is described in 6.5.6.

For UMTS subscribers IK is established during UMTS AKA asthe output of theintegrity key derivation function f4,
that isavailablein the USIM and in the HLR/AuC. For GSM subscribers, that access the UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK isstoredinthe USIM and acopy is stored in the UE. IK is sent from the USIM to the UE upon request of the UE. The
USIM shall send IK under the condition that 1) avalid IK isavailable, 2) the current value of START inthe USIM isup-
to-date and 3) START has not reached THRESHOLD. The UE shall delete IK from memory after power-off aswell as after
removal of the USIM.

IK issent from the HLR/AuUC to the VLR or SGSN and stored in the VLR or SGSN as part of aquintet. It is sent from the
VLR or SGSN to the RNC in the (RANAP) security mode command. The MSCA/LR or SGSN-shall-assure that the IK-is

updated-at-least once-every 24 hours.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.
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6.6.4.2 CK
The cipher key CK is 128 bitslong.

There may be one CK for CS connections (CKg), established between the CS service domain and the user and one CK
for PS connections (CKpg) established between the PS service domain and the user. Which cipher key to use for a
particular logical channel isdescribedin 6.6.6.For UMTS subscribers, CK is established during UMTS AKA, asthe
output of the cipher key derivation function f3, availablein the USIM and in HLR/AuUC. For GSM subscribers that access
the UTRAN, CK isestablished following GSM AKA and is derived from the GSM cipher key K¢, asdescribed in 8.2.

CK isstored inthe USIM and acopy is stored in the UE. CK is sent from the USIM to the UE upon request of the UE.
The USIM shall send CK under the condition that 1) avalid CK isavailable, 2) the current value of START inthe USIM
is up-to-date and 3) START has not reached THRESHOLD. The UE shall delete CK from memory after power-off as well
as after removal of the USIM.

CK issent from the HLR/AuC to the VLR or SGSN and stored in the VLR or SGSN as part of the quintet. It is sent from

the VLR or SGSN to the RNC in the (RANAP) security mode command. FheVLR-or SGSN-shall-assure that CKisupdated
atleastonceevery 24-hours.

At handover, the CK istransmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.
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