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6.8.4 Intersystem handover for CS Services — from UTRAN to GSM BSS

If ciphering has been started when an intersystem handover occurs from UTRAN to GSM BSS, the necessary
information (e.g. Kc, supported/allowed GSM ciphering agorithms) is transmitted within the system infrastructure
before the actual handover is executed to enable the communication to proceed from the old RNC to the new GSM
BSS, and to continue the communication in ciphered mode.

6.8.4.1 UMTS security context
A UMTS security context in UTRAN is only established for aUMTS subscriber with a R99+ UEME.
At the network side, three cases are distinguished:

a) In case of ahandover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derives the GSM cipher
key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and sends Kc
to the target BSC (which forwards it to the BTS).

| b) In case of ahandover to a GSM BSS controlled by ether-R98-another MSC/VLR, the initial MSC/VLR derives
the GSM cipher key from the stored UMTS cipher/integrity keys (using the conversion function ¢3) and sendsiit
to the target BSC viathe new MSC/VLR controlling the BSC. The initial MSC/V LR remains the anchor point
throughout the service.

At the user side, in either case, the JEME applies the derived GSM cipher key Kc received from the USIM during the
last UMTS AKA procedure.

6.8.4.2 GSM security context
A GSM security context in UTRAN isonly established for a GSM subscribers with a R99+ UEME.
At the network side, two cases are distinguished:

a) In case of ahandover to aGSM BSS controlled by the same MSC/VLR, the MSC/V LR sends the stored GSM
cipher key Kc to the target BSC (which forwardsit to the BTS).

| b) In case of ahandover to a GSM BSS controlled by another MSC/VLR{R99+6rR98-), theinitial MSC/VLR
sends the stored GSM cipher key Kc to the BSC viathe new MSC/VLR controlling the target BSC. Theinitial
MSC/VLR remains the anchor point throughout the service.

At the user side, in either case, the JEME applies the stored GSM cipher key Kc.
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6.8.5 Intersystem handover for CS Services — from GSM BSS to UTRAN

If ciphering has been started when an intersystem handover occurs from GSM BSS to UTRAN, the necessary
information (e.g. CK, IK, initial HFN value information, supported/allowed UMTS algorithms) is transmitted within the
system infrastructure before the actual handover is executed to enable the communication to proceed from the old GSM
BSS to the new RNC, and to continue the communication in ciphered mode.

Theintegrity protection of signalling messages shall be started immediately after that the intersystem handover from
GSM BSSto UTRAN is completed.
6.8.5.1 UMTS security context

A UMTS security context in GSM BSSis only established for UMTS subscribers with R99+ UEME under GSM BSS
controlled by a R99+ VLR/SGSN.

At the network side, two cases are distinguished:

a) Incaseof ahandover to a UTRAN controlled by the same MSC/VLR, the stored UMTS cipher/integrity keys
CK and IK are sent to the target RNC.

b) In case of ahandover to a UTRAN controlled by another MSC/VLR, theinitial MSC/VLR sends the stored
UMTS cipher/integrity keys CK and IK to the new RNC viathe new MSC/VLR that controls the target RNC.
Theinitial MSC/VLR remains the anchor point for throughout the service.

At the user side, in either case, the YJEME applies the stored UMTS cipher/integrity keys CK and IK.

6.8.5.2 GSM security context

Handover from GSM BSSto UTRAN with a GSM security context is only possible for a GSM subscriber with a R99+
UEME. At the network side, two cases are distinguished:

a) In case of ahandover to a UTRAN controlled by the same MSC/VLR, UMTS cipher/integrity keys CK and IK
are derived from the stored GSM cipher key Kc (using the conversion functions ¢4 and ¢5) and sent to the target
RNC.

| b) In case of ahandover to aUTRAN controlled by another MSC/VLR, theinitial MSC/VLR {R99+orR98-)-sends
the stored GSM cipher key K¢ to the new MSC/V LR controlling the target RNC. That MSC/VLR derives UMTS
cipher/integrity keys CK and IK which are then forwarded to the target RNC. Theinitial MSC/VLR remainsthe
anchor point for throughout the service.

| Atthe user side, in either case, the WEME derives the UM TS cipher/integrity keys CK and IK from the stored GSM
cipher key Kc (using the conversion functions c4 and c5) and applies them.
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