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1
Decision/action requested

It’s proposed to approve this PCR to TR 33.713.
2
References

 [x]
3GPP TS 22.369 Service requirements for ambient power-enabled IoT
3
Rationale

For Key Issue #2: Authorization for 5G Ambient IoT services in TR 33.713, it is necessary to study how to authorize the UE for acting as the intermediate node.
According to TS 22.369 [x], based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a mgroup of Ambient IoT devices. 
This contribution proposes a soluton for 3GPP network to perform such an authorization.
4
Detailed proposal

*** Start of 1st Change ***
6.Y
Solution #Y: Solution for Intermediate UE Authorization
6.Y.1
Introduction

For Key Issue #2: Authorization for 5G Ambient IoT services in TR 33.713, it is necessary to study how to authorize the UE for acting as the intermediate node.
According to TS 22.369 [x], based on subscription and operator policies, the 5G system shall authorize an Ambient IoT capable UE to communicate with a specific Ambient IoT device or with a group of Ambient IoT devices. 
This soluton supports 3GPP network to perform such authorization.
6.Y.2
Solution details

This solution supports 3GPP network to perform such authorization, and the network uses MACUE-inter to authorize an Ambient IoT capable UE to connect to a specific Ambient IoT device.
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Figure 6.Y.2-1 Potential solution for intermediate UE authorization
1. Authentication procedure for UE which is capable of intermediate node under NW control. After that SEAF and UE share KSEAF.
Editor’s Note: AIoT NF requires coordination with SA2.
2. AIoT service procedure starts, e.g. Command or Inventory services. 
Editor’s Note: AIoT service procedure requires coordination with SA2.

3. If intermediate UE node is needed i.e. for topology 2, AIoT NF selects a UE as intermediate node to connect to specific AIoT device.
Editor’s Note: Intermediate UE selection requires coordination with SA2.

4. AIoT NF checks UE capability and policy with UDM, to make sure UE is capable and available for the role of AIoT intermediate node. In order to check if UE is capable and available to connect to specific AIoT device, AIoT NF needs to send AIoT ID of the AIoT device.
5. AIoT NF sends Authorization Request to UE, including UE ID, AIoT ID of the AIoT device that UE is capable and available for. Also include MACUE-inter which calculated using KSEAF, UE ID, AIoT ID.

6. UE reseives the Authorization Request, and use KSEAF, UE ID, AIoT ID to calculate XMACUE-inter. UE checks MACUE-inter=XMACUE-inter, verify the network authorize it to act as an intermediate node for the AIoT device indicated by AIoT ID.

7. UE sends Authorization Response message, indicate authorization is successful.
NOTE: the message protection between UE and AIoT NF /SEAF is out of scope of this solution.
8. AIoT service procedure continues, e.g. Command or Inventory services.
Editor’s Note: AIoT service procedure requires coordination with SA2.
6.Y.3
Evaluation

TBA
*** End of 1st Change ***
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