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1
Decision/action requested

Approve the proposed security assumption for TR 33.700-32.
2
References

3
Rationale

This contribution proposes provide the solution for KI#2, second requirement in ( TR 33.700-32.)
5.2.3
Potential security requirements

The 5G system shall provide mechanisms for mitigating privacy attacks (e.g. trackability, linkability) against user identifier during the communication between the UE and the network, including the procedures for user authentication and service access.

The 5G system shall provide mechanisms for mitigating privacy attacks (e.g. disclosure) during the exposure of User Identity Profile information by the network to entities outside operator domain.
4
Detailed proposal



* * * * Start of Change * * * *
6.Y
Solution #Y: Solution for exposure privacy issue
6.Y.1
Introduction

This solution is targeted to KI#2
6.Y.2
Solution details

The solution believes there are two kinds of privacy issues associated with user profile exposure.

1: Exposure of User Profile Information

2: Exposure of linked UE subscription information associated with the User Identifier

Exposure of user profile information
Following rules would be applied:
· Each user profile is assigned a GPSI or external ID, where the GPSI or external ID can be specific to the AF (similar to a subscription-specific GPSI/external ID for a subscriber). It is the responsibility of NEF to map GPSI/external ID to user ID or vice versa.

· The user owning the user-profile can provide consent to the exposure of user-profile specific information. For this, we can reuse the consent framework defined in 33.501 [x] annex V.

· The NEF also has a policy to ensure only public information about the user profile will be exposed to AFs, which is similar to UE subscription exposure.

Exposure of linked UE subscription information associated with User Identifier
If user-profile is linked to the UE’s subscription, based on the AF request, the 5GC can expose the linked subscription information, e.g., if User A is registered to 5GC via UE-B, it means User A is using UE-B. Therefore, exposing certain information about the user may lead to a privacy issue of the UE as well. For example,

· AF requests NEF and asks for User-A linking (linked subscription) information. And NEF provides the response with User-A is linked with UE-B.

· Then AF requests NEF and asks for the user's location. NEF provides a User-A location.

· AF determines the UE-B location even if AF is not allowed to get UE-B location information.

Therefore, the following rules would be applied:

· If the AF requests 5GC to provide the user location, then 5GC checks the privacy profile (similar to the consent flag) of UE as defined in 23.273 [y] and the consent flag of the user as defined in the user profile. When both UE and the user are allowed to share the location, then only the user’s location should be determined and shared with AF.

· The UE subscription defines what services are allowed to be used by the user. i.e., if the user can use a certain service, like slice/DNN.  

NOTE: For enterprise DNN/Slice, secondary authentication is optional. So, the user can misuse the DNN or slice allocated to the user to connect to the enterprise on behalf of the subscriber.

6.Y.3
Evaluation

TBD
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled. The evaluation of the solution should include the impact to the 3GPP system.


* * * * End of Change * * * *
