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1
Decision/action requested

This contribution provides the security requirement to KI#2 in TR 33.794.
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Rationale

K#2 on Security mechanisms for policy enforcement at the 5G SBA is described in TR 33.794 [1], but consensus could not be reached on the security requirement. Therefore, this contribution presents a quicky overview of Tenet 6 and 7 goals and observation to align on the security requirement text for the KI#2.

In Rel-18, TR 33.894, Tenet 6 and 7 evaluations in Clause 5.1.6 and 5.1.7 clarifies the need of threat assessment based dynamic security policy enforcement during the access control decisions for the core SBA. Where for Tenet 6, Clause 5.1.6.3 states, ‘Lack of considering security monitoring information for access decisions will allow the NFs with malicious behaviours to remain unidentifiable and continue to access the services from NF service producers which may lead to lateral movement of the attacks. From a standardization perspective, at the 3GPP SBA layer one can investigate whether there is any additional information that could be exposed for security monitoring purposes and how such information is used for access control decisions e.g. authorization.’. Further for Tenet 7, Clause 5.1.7.3 states, ‘use any insight gained to improve policy creation and enforcement (based on operator policies) in the 5GC…..The data collection related to abnormal behaviour from NFs and related security analysis outcome considerations can help to apply more fine-grained security policies in 5GC.’.

In Rel-19 continutaion effort, TR 33.794 Clause 5.2.1 describes the usecase on access control decision enhancement. In this usecase (for scenarios from TS 33.501 [2], such as Service request, NF service registration update, NF service discovery), it is clarified that if any NF is known to be identified as compromised, then allowing such NF to continue with the service consumption/provision can further let it to impact the other healthy NFs, so it becomes essential to consider dynamic security policy enforcement to prevent expansion of threat surfaces i.e., to prevent impacts to other NFs and services respectively. Further there can also be another scenario where NFs update their NF profiles being manegd at the NRF, but in such as case allowing a potentially compromised to update it’s NF profile may lead to adverse effects. So the KI#2 security requirement in a nutshell should facilitate mechanisms to control the compromised NF(s) from consuming or providing any services in the SBA. Currently it is the NRF which acts as the authorization server in the SBA, so to applying necessary security control measures, the NRF should have the knowledge of potential compromise if any happen to NF(s) in SBA. Therefore, this contribution proposes the security requirements for KI#2 across these goals.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
6.2
Key Issue #2: Security mechanisms for policy enforcement at the 5G SBA
6.2.1
Key issue details

Security evaluation and monitoring can lead to the identification of a potential attack in a 5G network. After the immediate actions on the infrastructure layers such as shutting down relevant virtual machines or containers, long-term actions on the 5G SBA based on operator policies are necessary (e.g., such as updating the NF profiles related to NFs that were affected by the attack).

6.2.2
Security threats

If, for example, the NRF is not updated with information about an NF that has been subject to an attack and mitigations are only performed at infrastructure layers, an attacker could reuse information gained during the attack for extending or re-newing the attack.

6.2.3
Potential security requirements

The 5GS should support mechanisms to inform the NRF if any NF is identified to be compromised.
The NRF should apply security policies to control or prevent compromised NF(s) from consuming or providing NF service(s) accordingly.


NOTE 1: 
The policy decision point (PDP) i.e., Operator’s Security Function, needs to take into account information from layers outside the 3GPP scope and is subject to operators' overall operational security policies, and is hence outside of 3GPP scope.

NOTE 2:
Solutions should take into account the use case described in clause 5.2.1 of the present document.
*****End of Change 1*****
