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Decision/action requested

Endorse the proposal and recommend CT1 to modify 3GPP TS 24.501 based on the observation in this contribution.
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Rationale
In accordance with 3GPP TS 33.501, null-scheme should be implemented such that it returns the same output as the input, which applies to both encryption and decryption. This ensures that when using the null-scheme, the SUCI (Subscription Concealed Identifier) does not conceal the SUPI (Subscription Permanent Identifier) and therefore the newly generated SUCIs do not need to be fresh, maintaining the network's integrity and preventing unauthorized access.
The concerns highlighted in Annex A.1 of TS 24.501, particularly regarding Cause #3 – Illegal UE or Cause #6 – Illegal ME, when the network refuses service to the UE either because an identity of the UE such as SUPI is not acceptable to the network or because the UE does not pass the authentication checks. However, these issues are not thoroughly addressed the security of the context in UDM database, especially for NPN, where the risk of multi-UE, under null-scheme conditions could be more pronounced. 
Refer to Section 4.4.4.2 of TS 24.501, NAS signalling messages received by the 5GMM entity within the UE, or relayed to the 5GSM entity, should not be processed, except when a secure exchange of 5GS NAS messages has been established for the NAS signalling connection, specifically including the Authentication Request message. 
[image: image1.emf]UDM UE gNodeB AMF/AUSF

Registration Request

Registration Reject

(Illegal UE)

Authentication

SUPI is not found


Figure 1: SUPI is not found in UDM

[image: image2.emf]Registration Request

Authentication Request

Authentication

SUPI is found

UDM UE gNodeB AMF/AUSF


Figure 2: SUPI is found in UDM

These figures illustrate the difference between cases where the UDM has the SUPI of the UE and where it does not. The SUPI is a globally unique identifier for the subscriber that can be either concealed or not concealed by the UE. When the UDM possesses the SUPI, it can authenticate the UE and authorize network access. When the UDM does not have the SUPI, it needs to request it from another UDM.

In the simulation, a Registration Request containing SUPI is sent through the N1 interface via the N2 interface from a gNB/UE emulator. Identical results are achieved when sending a Registration Request with SUPI through the N1 interface via the NR-Uu air interface from a UE emulator. 

[image: image3.emf][image: image4.png]£ SUPI-UDM.pcapng
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

\[e

Time Source

. 172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200

172.20.116.2
172 20 116 2

Destination
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.2
172.20.116.200
172.20.116.200
172.20.116.2
172.20.116.2

172.20.116.200
172 20 116 200

Protocol

NGAP

NGAP
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP

NGAP
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP

NGAP
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP

NGAP
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP/NAS-5GS
NGAP

NGAP
NGAP/NAS-5GS

NGAP/NAS-5GS
NGAP.

Length Info

362 COOKIE_ECHO , NGSetupRequest

118 NGSetupResponse

134 InitialUEMessage, Registration request

110 SACK (Ack=1, Arwnd=166496) , DownlinkNASTransport,
86 UEContextReleaseCommand

110 UEContextReleaseComplete

134 InitialUEMessage, Registration request

110 SACK (Ack=3, Arwnd=166496) , DownlinkNASTransport,
86 UEContextReleaseCommand

110 UEContextReleaseComplete

134 InitialUEMessage, Registration request

110 SACK (Ack=5, Arwnd=166496) , DownlinkNASTransport,
86 UEContextReleaseCommand

110 UEContextReleaseComplete

134 InitialUEMessage, Registration request

146 SACK (Ack=7, Arwnd=166496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=8, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=9, Arwnd=166496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=10, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=11, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=12, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=13, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=14, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=15, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

146 SACK (Ack=16, Arwnd=106496) , DownlinkNASTransport,
134 InitialUEMessage, Registration request

110 SACK (Ack=17, Arwnd=106496) , DownlinkNASTransport,
86 UEContextReleaseCommand

110 UEContextReleaseComplete

134 InitialUEMessage, Registration request

110 SACK (Ack=19, Arwnd=106496) , DownlinkNASTransport,

RA 1IFCantaxtRaleasaCammand

Registration reject (UE

Registration reject (UE

Registration reject (UE

Authentication request

Authentication request

Authentication request

Authentication

Authentication

Authentication

Authentication

Authentication

Authentication

Authentication

Registration reject (UE

Registration reject (UE

request
request
request
request
request
request

request

identity cannot be derived by the n

identity cannot be derived by the n

identity cannot be derived by the n

identity cannot be derived by the

identity cannot be derived by the

»




(a) Demonstration of filed Test                                                       (b) Evidence of pcap log
Figure 3: Acquiring the list of SUPI stored in the database of 5GC UDM

Test results from gNB/UE emulators using N1 and N2 interfaces show that the integrity of the SUPI list in the 5GC UDM database is susceptible to malicious attacks in NPN configurations. Specific adjustments to the Registration Request message and enhanced security measures are crucial to reduce cybersecurity risks.

TS 24.501 should clarify that robust encryption and improved access control significantly reduce the risk of SUPI threats, as demonstrated by tests on the NR-Uu air interface with UE emulators. Ensuring the security of the SUPI list is essential as it protects customer information, prevents unauthorized network access, and preserves the uniqueness of each customer. Under conditions applying the null-scheme, considering a Registration Reject scenario, enhancing the protection of the SUPI when concealed is necessary to secure the data from unauthorized access. 
Observation1: The risk of attacks on the SUPI list in 5GC UDM databases shows the need for stronger security, like better encryption and access control. These steps are important to keep subscriber information safe and ensure data safety in the network, especially with the null-scheme.
In NPN scenarios, the application of the null-scheme exposes a significant security vulnerability by not encrypting the SUPI. To mitigate this risk, it is recommended that when a registration request is received using the null-scheme, the network should promptly issue a Registration Reject response. Therefore, under conditions applying the null-scheme and considering a scenario of NPN, the UE will only receive an Authentication Request if the SUCI is found in the UDM database.
NPN network to reject a registration request if it uses the null-scheme might not be the best way. This could wrongly block real users from accessing the network, which would make their experience worse and slow down the network. It is crucial to develop more nuanced mechanisms that distinguish between genuine security threats and normal user requests to minimize unnecessary disruptions and maintain robust network performance.
Observation2: We should get support from SA3 and keep the discussion going in CT1 to make sure we find a balance between keeping the network safe and keeping it user-friendly.
Proposal: 3GPP TS 24.501 should specify that in order to prevent acquiring the list of SUPI stored in the database of 5GC UDM, the NPN network should send Registration Reject with Cause #3 (Illegal UE) or Cause #6 (Illegal ME) after receiving the Registration Request using the null-scheme.
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Conclusion and Proposal
Observation 1：The risk of attacks on the SUPI list in 5GC UDM databases shows the need for stronger security, like better encryption and access control. These steps are important to keep subscriber information safe and ensure data safety in the network, especially with the null-scheme.
Observation2: We should get support from SA3 and keep the discussion going in CT1 to make sure we find a good balance between keeping the network safe and keeping it user-friendly.
Proposal: 3GPP TS 24.501 should specify that in order to prevent acquiring the list of SUPI stored in the database of 5GC UDM, the NPN network should send Registration Reject with Cause #3 (Illegal UE) or Cause #6 (Illegal ME) after receiving the Registration Request using the null-scheme.
