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1
Decision/action requested

This contribution proposes to add new KI on mitigating attack of 2G/3G false base station in decommissioning scenarios.
2
References

3
Rationale

The contribution proposes to add new KI on mitigating attack of 2G/3G false base station in decommissioning scenarios.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

4.X
Key Issue #X: Mitigating attack of 2G/3G false base station in decommissioning scenarios 
4.X.1
Key issue details
Nowadays, many operators announced the decommissioning of their 2G or 3G networks. 

But, currently, 2G/3G false base stations can still manipulate UEs by broadcasting the identifier of a 2G/3G network which may already be decommissioned. Since the 2G/3G decommissioned network cannot support 2G/3G authentication procedure, the false base station cannot force a UE to complete authentication procedure to perform man-in-the-middle attack. 
However, the false base station can still obtain the IMSI and UE location information via the classical IMSI catcher attack. Specifically, the false base station can send the identity request to the UE to obtain the IMSI.
4.X.2
Security threats
False base stations can obtain the UE identity even if the operator has completed 2G/3G decommissioning.
4.X.3
Potential security requirements
The 5GS shall be able to enable the UE to avoid selecting 2G/3G false base stations when the 2G/3G network is decommissioned.  
*************** End of the change ****************
