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1	Decision/action requested
Approve the pCR to TR 33.700-41
2	References
[bookmark: _Hlk106339329]TS 33.501.
3	Rationale
This contribution proposes a new key issue key derivation.
4	Detailed proposal
SA3 is requested to approve the following pCR.

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074]5.X	Key Issue #X: No need for key truncation
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc104221075]5.X.1	Key issue details
Supporting 256-bit cryptographic algorithms without using a 256-bit root key is pointless.  Though current 5G architecture supports both 128-bit and 256-bit root key provisions, for the remainder of present document, it is assumed that both UE and the network are provisioned with shared symmetreic 256-bit root keys and that AKA is based on 256-bit keys.
After mutual authentication, both UE and the network continue to derive keys, from Kausf to Kseaf to Kamf to Kgnb  than onto AS/NAS keys.  In the current 5G key hierarchy (TS 33.501), all of the above keys  except the AS/NAS algorithm keys are derived as 256-bit keys until right before the moment the actual AS/NAS keys that are used to start protecting AS/NAS traffic.   Since only 128-bit algorithms are currently supported in 5G, truncation from 256 bits to 128 bits occur in the final step of the AS/NAS key derivation as shown in Figure 1.  Truncation as defined in the current 5G security architecture simply means taking the least significant n (i.e., 128) bits of the 256 bits of algorithm key derivation output as the algorithm keys (i.e., KRRCint, KRRCenc, KUPint, KUPenc, KNASint, KNASenc).
[image: ]
Figure 1: key truncation in 5G
Transition from 128-bit algorithms to 256-bit means co-existence of both 128-bit and 256-bit algorithms in the same system for sometimes, whether it is in the access network or in the core network or both. Since 256-bit keys are computed and carried up until right before the algorithm keys are used, truncation of keys is no longer necessary.  The issue is whether to use the entire 256-bit keys or the least significant n (i.e., 128) bits of keys in the actual ciphering and integrity protection. 5G network and UE have to have a way of knowing which algorithms are being used in a co-existence system..
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc104221076]5.X.2	Threats
There are no threats relatred to this key issue since the transition from 128-bit algorithms to 256-bit algorithms does not mean that 128-bit algorithms are broken. 5G systems using 128-bit algorithms continue to be secure until proven otherwise.
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc104221077]5.X.3	Potential security requirements
The 5G System and UE shall have a way of knowing which algorithms (e.g., 128-bit or 256-bit) to be used for AS and NAS protection.
*** End of 1st Change ***
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