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1
Decision/action requested

SA3 is kindly asked to approve the addition of requirement in drafts 33.529 v0.3.0 Security Assurance Specification for Short Message Service Function (SMSF).
2
References

[1]
3GPP TS 33.529 “Security Assurance Specification (SCAS) for the Short Message Service Function (SMSF) network product class” v0.3.0 

3
Rationale

This contribution proposes to add a test case in the TS draft [1] for Diameter session requirements on SMSF specific SGd interface. 
4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.117: "Catalogue of general security assurance requirements".

[3]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[5] 




3GPP TS 23.040: "Technical realization of the Short Message Service (SMS) ".

[6] 




3GPP TS 23.501: “System Architecture for the 5G System (5GS)”

[7]


3GPP TS 29.540: “5G System; SMS Services”

[8]

3GPP TS 29.338: “Diameter based protocols to support Short Message Service (SMS) capable                   Mobile Management Entities (MMEs)”

[9]


3GPP TS 29.002: “Mobile Application Part (MAP) specification”
[p]


IETF RFC 6733: “Diameter Base Protocol”
*************** End of the 1st Change ****************

*************** Start of the 2nd Change ****************

4.2.5.5
Diameter Session on SGd Interface
Requirement Name: Diameter Host Session
Requirement Description: TS 29.338 [8], Section 4.5, RFC 6733 [p], Section 8
SMSF shall support the implicit termination of Diameter sessions conditionally for SGd Diameter Application session. The Diameter base protocol specified in IETF RFC 6733 [p] includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions. 
NOTE 1: 
Here ‘conditionally’ means that if SGd interface is used in the SMSF Network Product. 
1. Diameter Session-ID AVPs shall be unique, i.e., uniquely identify a user session without reference to any other information. 
2. Diameter Session-ID shall be unpredictable. 
3. All messages pertaining to a specific session shall include only one Session-ID AVP.
4. Session-ID shall be generated by the Diameter application node initiating the session. 
Security Objective references: tba.
Test case: 

The test case described here apply only when Diameter protocol-based SGd application is provided on the SMSF itself. 

Test Name: TC_DIAMETER_SGd_SESSION
Purpose: 

To verify that the above session and session ID related requirements have been met.
Procedure and execution steps:

Pre-Conditions:

-
SMSF generates and uses a Diameter session ID that is communicated between the client/server and SMSF to establish and maintain a session.
- 
Diameter Session-ID begins with the sender’s identity encoded in the DiameterIdentity type, as given in RFC 6733 [p]. 
-
Documentation describing how a session is maintained and where the session ID is stored / and how this is communicated and after how long sessions expire.

-
The documentation should describe the algorithm used to generate the session IDs.
Execution Steps:
1. 
The tester logs in repeatedly with different host IDs and a number of times with the same host ID in a row and collects the session IDs according to the documentation and the host IDs associated with them. The tester verifies that:

a.
The session IDs are different and unique between sessions of the either different hosts or same host. 
b.
The session IDs seem random based on his/her own experience. The tester documents how randomness was verified. 
2. The tester exchanges SGd application messages in a single on-going session, and verifies that:
a. 
The session ID AVP is same in all messages.  
b.  Auth-Session-State AVP is set to the value NO_STATE_MAINTAINED (1). 
c. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP is present in requests.
Expected Results:

1.
A list of session IDs and user IDs that are different between sessions even when the tester has logged in with the same user and that are unpredictable as is confirmed by the entropy calculation.

2.
A confirmation from the tester that the Auth-Session-State AVP are indeed set correctly. 
Expected format of evidence:

A confirmation that the tester has confirmed that:

1.
Session IDs follow the rules 1-3 in requirement description.
2.
The correct Diameter session AVP configurations are used.
4.
The network product does not accept customly generated session IDs.

*************** End of the 2nd Change ****************

