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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue for the security of data communication in Store and Forward Satellite Operation.
4
Detailed proposal
*** BEGIN CHANGES ***
5.X
Key Issue #X: Security of data communication in Store and Forward Satellite Operation
5.X.1
Key issue details 

The Store and Forward Satellite Operation is new application scenario in the 3GPP system.
This key issue is to study the security communication issues between UE and satellites in Store and Forward satellite operation.
5.X.2
Security threats

Attackers may manipulate the data transmitted between UE and satellites, thereby interfering with normal data communication.

Attackers may eavesdrop on the transmitted data and further use it for inappropriate purposes.

Attackers may replay intercepted data, thereby affecting the expected action state of data communication.
5.X.3
Potential security requirements

The 3GPP system shall support means to provide confidentiality, integrity, and replay protection for user-plane and control-plane messages between UE and satellites.
*** END OF CHANGES ***

