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1
Decision/action requested

Request to discuss and approve the proposal presented in this contribution. 
2
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3
Rationale

3.1 Context 

The focus of the present document is a set of challenges for security and lawful intercept in a UE-satellite-UE use case. According to architectural assumption captured in clause 4 of TR 23.700-29, connection to the ground is always available, and minimum set of core network functions, at least UPF, are onboard LEO/MEO satellite to enable IMS services MMTEL and Mission Critical, for UEs served by either the same satellite or separate satellites. Satellite feeder link and ISL are not in scope of 3GPP and not specified in 3GPP. These satellite transport links only act as a transport layer link.
The architecture of UE-satellite-UE aims to deliver IMS based telephony services over satellite infrastructure and satellite transport links. While architecturally the real-time telephony services require careful consideration of key performance indicators (KPI) such as link budget, availability, end-to-end latency, packet loss, throughput; security and lawful intercept challenges must be considered upfront for risk averse, operationally feasible security architecture that allow compliance with local regulations and impact to lawful intercept. 

Therefore, the discussion paper highlights some of security challenges and potential trade-offs impacting KPI in UE-satellite-UE architecture scenarios.
3.2 Analysis

With at least the 5GS UPF onboard satellite, it is prudent to also capture an architecture assumption whether both the MO UE and MT UE are subscribers of same PLMN. 

Observation 1: If either UE is a roaming UE, then Home Routed (HR) or Local Breakout (LBO) scenarios involving IMS network functions placement in UE-satellite-UE potentially impact security and lawful intercept.

Depending on placement of IMS user plane network functions onboard satellite or on the ground, there might be potential impact to end-to-end latency. The placement of IMS user plane also impacts telephony media path over satellite transport links and link budget/QoS further impacting choice of media codec used.

Observation 2: Also consider trade-off covering security and lawful intercept when determining trade-off for end-to-end latency, QoS and throughput for real-time telephony.

User plane functionality in 5GS is served by UPF. 

User plane functionality in IMS network is served by AGW, TrGW, MRF and MGW. 

In addition to 5GS UPF onboard satellite, if subset of user plane functionality from IMS domain is deployed onboard orbiting satellite in same constellation, result into architecture split of ground-based control plane and onboard user plane for UE-satellite-UE communication. IMS control plane is assumed to stay on ground. 

Observation 3: Split placement of IMS user plane and control plane by moving subset of IMS user plane NF onboard orbiting satellite impact security trust domains.
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Figure 3.2-1

Example of potential trust domains splits for IMS network
Following scenarios are considered in impact and risk analysis. 

1.
End-to-Access-Edge: media is terminated/anchored at IMS node AGW (with or without transcoding).

a.
AGW onboard satellites of same constellation

i.
Onboard satellite collocated with UPF.

ii.
Onboard satellite but not collocated with UPF.
b.
AGW on the ground

2.
End-to-End: media is not terminated at IMS node AGW (and no transcoding). 

3.
UPF onboard communicates with ground-based 5G SMF over N4

For 1.a: since IMS AGW is onboard, and IMS-ALG in P-CSCF is on the ground, the Iq interface between IMS-ALG and IMS AGW routes over satellite transport links (feeder link and/or ISL). 
Possible media paths over satellite transport links are covered below:
For 1.a.i: user plane stays local on same satellite, if MO UE and MT UE are served by same satellite.

For 1.a.ii: user plane routes over ISL, irrespective of whether MO UE and MT UE are served by same satellite.

For 1.b: user plane routes over serving satellite's own feeder link or may route over ISL to reach to ground network 
via available feeder link.


For 2: user plane RTP endpoints are MO UE and MT UE without any intermediate node of IMS anchoring media. 

For 3: N4 routes over feeder link. SIP signaling encapsulated within PDU session in onboard UPF leaves from N6 interface of UPF towards ground-based IMS control plane P-CSCF over satellite transport links.

Observation 4: SIP and RTP based IP voice communication is at the risk of exposure over satellite transport links. 
Observation 5: The placement of IMS nodes onboard satellite and media routing (w/o anchoring) paths result into architectural complexity further potentially impeding lawful intercept capability and challenges to comply with local regulations.

4
Detailed proposal

3GPP SA3 LI WG coordination is required upfront for potential challenges of lawful intercept in UE-satellite-UE architecture for assessment and feedback for above observations.

It is proposed to send an LS to both 3GPP TSG SA WG2 and 3GPP SA3 LI WG for their assessment of potential challenges of lawful intercept in UE-satellite-UE architecture. The assessment may then influence potential architecture solution directions.
