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1	Decision/action requested
It is presented for discussion
2	References
[1]	3GPP TR 33.739 “Study on security enhancement of support for edge computing phase 2” 
3	Rationale
This discussion paper aims to reopen and expand the discussion over KI#2.7 of TR 33.739 [1], which started in the last meetings before the conclusions of Rel.18 normative work by SA3. The referred KI describes the security and privacy aspects of user information provided by the EEC (Edge Enabler Client)/EAS (Edge Application Server) in the UE ID API invocation. The identified security requirement is that the user information (i.e., private UE IP address according to SA6 use case) provided by the EEC/EAS should be verified and the EEC/EAS should be authorized to use this information. Seven solutions were presented as part of the TR 33.739 study in Rel.18 (solutions #28, #29, #30, #31, #32, #33, #34), but no agreement was reached in SA3.  
The issue can be easily generalized to any other context where an application client on a UE is consuming a service provided by an Application Server, and as part of the service delivery, the Application Server needs to access a 5G northbound API. Other use cases could be an AS may optimize the services for a UE based on the UE's location, even without triggering from the AC. In this general scenario, the basic security questions are whether the Application Server requires to know the 5G UE Id and the IP address of the UE, and if yes, what procedure should be used, and more importantly, how the NEF can authorize the request from the Application server without exposing unnecessarily UE identifiers and other sensitive information that can compromise the privacy of the user. 
Existing specifications would allow an Edge Application Server (in general an Application Function, AF) to retrieve a 5G UE Id from a network identifier (e.g., IP address, MAC address) to be used in subsequent API calls. More specifically, in TS 23.501 clause 5.20 describes how NEF may determine the Permanent Identifier of the UE, and how NEF may provide an AF (Application Function) specific UE identifier to the AF by Nnef UEId service. 
SA3 has not comprehensively addressed yet the privacy issue of the UE, that can occur at the provision of the actual service provided by Nnef_UEId API. I.e., without proper security mechanisms in place, Nnef_UEId service can be abused, so that UE Id may be disclosed to un-authorized entities, enabling them for example to track UEs.  
From this broader perspective we make the following more detailed observations: 
Observation 1: Using the IP address as network identifier may lead to security problems. For example, the usage of UE IP address as an identifier opens the possibility to perform well-known attacks such as spoofing, this issue was discussed in Rel18 with solutions focused on securing the IP address or incorporating new secure components, such as tokens, inside the communication. 
Observation 2: Another concern of using IP address of UE is the privacy of the UE. Even we secure the IP address and the communication, the privacy issue remains. Indeed, a compromised or malicious EAS could use the IP address to track the UE, or to aggregate similar IPs, which would correspond to similar position, and make additional analysis over groups of UEs.
Observation 3:  Following the security principle of sharing information on a need-to-know principle, it should be analyzed whether and how (i.e. under which circumstances) EAS needs to know the 5G UE Id when requesting a service on the UE behalf. 
Observation 4: The current procedures may expose the system to replay type of attacks. In fact, an attacker that gets to know the UE Id, does not need to involve the UE anymore to request the specific service. This allows an authenticate EAS to request any service it is allowed to, based on current access control solutions, any time it wants.
Conclusion: From a broader perspective we propose to study the security and privacy aspects of the entire procedure used to request UE specific services, e.g. UE Id, location of a UE, etc., from an untrusted AF. 
4	Detailed proposal
Based on the argumentation exposed above the proposal is to incorporate the secure retrieval of 5G system UE Ids and privacy related information in the EDGE study proposal for Rel.19. 
