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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the document: draftCR to TR 33.790.
2
References

NA
3
Rationale
The contribution proposes a new KI on the security of Avatar Communication in TR 33.790.
4
Detailed proposal

Approve the changes below for inclusion in the new TR.
**** Start of 1st Change****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x1]
3GPP TR 26.813: "Avatar Representation and Communication".
[x2]
3GPP TR 23700-77: "Study on system architecture for next generation real time communication services Phase 2".

 
[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

**** End of 1st Change****

**** Start of 2nd Change****

5.X
Key Issue #X: Security of Avatar communication and storage
5.X.1
Key issue details

Clause 7 of TR 26.813[x1] documents the Avatar reference architecture, where the Animated Avatar is generated based on the base Avatar and the animation data. The base Avatar is stored in the Avatar Storage, which can be provided by the 5G system, a 3rd party entity, or the local storage of the user's devices. 
Clause 5.8 of TR 23700-77[x2] aims to study the secure procedures to support Avatar Communication, which are intercepted: 

-
Study the identifiers required for IMS Avatar communication, e.g. identifier for an Avatar representation in IMS, and the association of an Avatar representation with a user.

-
Study whether and how Avatar objects such as an Avatar representation are stored and accessed by the authenticated and authorized UE and/or IMS network nodes avoiding fraud and ensuring privacy.

-
Study whether and how to authorise the use of an Avatar representation in an IMS Avatar communication.

This Key Issue proposes to study the security of Avatar communication and storage.
5.X.2
Security threats

The base/animated Avatar may be manipulated during the transmission in the IMS network.

The base Avatar in the Avatar Storage may be manipulated. 
5.X.3
Potential security requirements

The IMS network should support the means to protect avatar information during transmission. 

The IMS network should support the means to securely store the avatar related data such as the base avatar. 
**** End of 2nd Change****


