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 ************* 1st of Change*************
4.2.2.1.x	Certificate expiry checking
Requirement Name: Expired Certificate checking at base station
Requirement Reference: TS 33.301 [x], clause 9.2  
Requirement Description:
The gNB shall have the capability to check whether certificates are about to expire and to act accordingly.
Threat References: TBD
Test case: 
Test Name: TC_EXPIR_CERT_CHCK
Purpose:
Verify that the gNB can check certificate expiry.
Procedure and execution steps:
Pre-Conditions:
-	The gNB network product is connected in emulated/real network environments.
-	A CA may be emulated.
-	The gNB is configured the necessary information to connect with the CA server.
-	The necessary documentation describing the expiry checking and handling by the gNB network product.
Execution Steps 
1. The tester configure the gNB with certificates with the intent to trigger a failure of a certificate expiry checking.
2. Configure the validation of operator certificate to m days. The m should trigger the gNB giving an expired alarm.
3. The tester checks that the gNB reacts accordingly for example by raising an alarm or requesting a new certificate from the CA.
Expected Results:
-	The gNB raises an alarm that the certificate is about to be expired.
Expected format of evidence:
The logs and the communication flow in a .pcap file.
[bookmark: _GoBack]************* End of Change*************

