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1	Decision/action requested
The current discussion paper provides context and rationale to aid 3GPP TSG SA coordination.
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3	Rationale
3.1 Background
GSMA 5GPKIWP sent an LS in [2] to 3GPP WGs SA2, SA3, and SA5 to express challenges experienced by the CSP (Communication Service Providers) in protocol signaling monitoring and troubleshooting of 5G SBA protocol signaling because the 5G SBA introduced mutual TLS for protection of the Service Based Interfaces resulting into encrypted protocol signalling of the 5G core. This encryption and virtualized environment of SBA present challenges in collection and analyses of protocol signalling for purposes of troubleshooting, passive monitoring of network & services health analytics.
The same LS also presented potential solution alternatives with security and operational trade-offs. The GSMA 5GPKIWP LS preferred solution based on security and operational merit was referred as ‘option 2’ from the listed- options. The LS asked 3GPP for feedback specifically for option 2, ans further asked 3GPP’s thoughts on differences to consider per use cases, and if 3GPP could consider standardizing an interface for monitoring systems in future releases.
The LS from GSMA 5GPKIWP also stated:
“Because monitoring systems are not in scope of the work in 3GPP, it is assumed that GSMA may need to work further on this aspect.”
3GPP SA3 WG responded to GSMA 5GPKIWP by a reply-LS in [3] endorsing option 2 for its security and operational merits. Additionally, the reply-LS also pointed out that monitoring systems indeed are not in scope of 3GPP; therefore, no further analysis is performed.
3GPP SA5 WG sent LS to 3GPP TSG SA by associating Subscriber and Equipment Trace (3GPP TSs 32.421, 32.422 and 32.423) as a potential solution to the GSMA requirement. Vodafone discussion paper in [1] evaluated 3GPP SA5 WG specified Subscriber and Equipment Trace capability against GSMA requirements and highlighted gaps. After a review 3GPP TSG SA, as per [4], decided to investigate the matter further and coordinate efforts among WGs SA2, SA3, and SA5 for a joint response to GSMA 5GPKIWP. 
ETSI TC Cyber also have sent comments to GSMA 5GPKIWP in [5].
This discussion paper provides further insights, context, and attributes for the option 2 of the GSMA LS with the objective of aiding the coordinated response.
3.2 Context
3GPP telecommunication service network comprising domains of RAN, Circuit Switched Core, Packet Switched Core are made up of several Network Elements (now Network Functions). These Network Elements interact with one another using signaling protocols such as CAP, MAP, SIGTRAN, SIP, GTP, Diameter, BICC, HTTP2.0 etc. Traditionally, protocol signaling monitoring network and its subsystems form an overlay network on top of the telecommunication service network. These monitoring systems are physical appliances with probes collecting raw IP packets encapsulating signalling protocols. The collected data is then aggregated, decoded, synthesized, correlated for an end-to-end 'ladder diagram' view of the events for protocols related to interfaces of all Network Functions involved in setting up, maintaining, and tearing down telecommunication sessions per subscriber. E.g., call flows, data sessions etc. Such end-to-end view helps carry out various in-life operational maintenance activities. The legacy environment up until the rollover of 5G SBA is appliance based, also referred as monolithic. The probes tend to be fibre taps capturing wire traffic from the mirrored ports that carry signaling protocol traffic belonging to telecommunication sessions. The monitoring solutions for its architecture and systems have been proprietary. 
Contrary to the legacy environment, 5G SBA Network Functions are deployed in a virtualized environment. It is a paradigm shift in a way mobile telecommunication core network is designed, deployed, and operated. The virtualized environment consists of infrastructure with building blocks, such as virtual machines, hypervisor, OS, container runtime and container orchestration. This change in infrastructure and networking requires novel solutions and change in the protocol signaling monitoring tools, techniques, and methods for capturing protocol signaling traffic. 
Observation:
With consideration of above context, the attributes of GSMA requirement are as follows: 
· to be able to have ‘always-on’ passive collection,
· for unencrypted NF-to-NF traffic of Service Based Interfaces, 
· for all subscribers 24x7 at a time and 
· securely stream it out of 5G SBA environment towards operator’s protocol signaling monitoring and analytics non-3GPP systems.
4	Detailed proposal
It is proposed that 3GPP SA WGs and 3GPP TSG SA take into consideration above context and observation from this discussion paper for assessing potential approaches to meet the requirement by inter-WGs coordination for a joint response to GSMA 5GPKIWG. 
