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1	Overall description
SA3 would like to thank ETSI ISG NFV for their LS on Certificate Management. 
The LS asks the following questions:
1) provide technical feedback on the above-mentioned specifications.
2) inform ETSI ISG NFV about on-going and/or planned related activities and if possible/applicable please provide feedback/information about the realization of certificates, CMF-like functionality, and related profiles/profiling.
3) consider the possibility of collaboration on the harmonized and consolidated certificate related standards among SDOs who are working e.g., virtualization-platform for telco industry. ETSI ISG NFV would be interested in and believes that it should avoid potential overlapping work and fragmentation of the standards in close area/aspect of the industry.
SA3 would like to respond as follows:
The ETSI NFV IFA026/033 trust model and architecture for the Initial Trust of End Entity (EE) can be correlated in its way of working with 3GPP standardized Initial Trust framework of the automated certificate management for 5G SBA. It is covered in normative specification clause 10 of 3GPP TS 33.310 where the OAM system capabilities are equivalent to the CMF in ETSI NFV specifications. 
The Certificate Management Function (CMF) in ETSI GS NFV-IFA 026 is an important OAM function for secure certificate management framework. It facilitates automating the EE registration in the RA/CA (Registration Authority/ Certificate Authority) prior to the EE certificate enrolment. 
Purpose-built CA and EE reside in two distinct security trust domains so the CMF serving a role of a ‘proxy’, or a ‘broker’ at the ‘demarcation’ of two domains provides separation of two domains and the initial trust for the EE. It results into the CA, EEs, and the CMF forming a trust model in the Initial Trust architecture of automated certificate management. It ensures that the EE has the correct trust anchors, and that the EE cannot request certificates outside of the pre-determined scope set by the CMF in the EE registration. The EEs in the context of the 5G SBA is a 3GPP Network Function (NF). 
The two defined modes for automated certificate management – direct mode – and delegation mode, appear to differ in their security merits. Though the selection of a mode is a matter of a security policy, the delegation mode falls short in meeting the level of security that the direct mode offers while assessed against the metric of security assurance and risk averse best practice security.
SA3 would like to draw the attention of ETSI ISG NFV that the interface between the OAM system (alike CMF) and the CA is considered to have preestablished trust by methods outside the scope of 3GPP in clause 10 of 3GPP TS 33.310. 
3GPP TSG SA WG3 is willing to collaborate and exchange ongoing developments for the automated certificate management with SDOs for harmonizing standardization efforts to avoid divergence and conflicting solution direction, where possible.
2	Actions
To ETSI ISG NFV
ACTION: 	3GPP TSG SA WG3 kindly requests ETSI ISG NFV to take above feedback into account.
3	Dates of next TSG SA WG 3 meetings
SA3#116	20 - 24 May 2024		Jeju (South Korea)
SA3#117	19 - 23 August 2024	Maastricht (Netherlands)

