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The GSMA Co-ordinated Vulnerability Disclosure (CVD) programme’s Panel of Experts (PoE) has reviewed a submission from a group of researchers from Tsinghua University, Carleton University and CableLabs. 
The researchers observed that some Rich Communication Services (RCS) clients use TLS to secure the IMS access interface, but do not validate that the domain name in the certificate matches the FQDN of the P-CSCF. GSMA’s RCS specifications do not specify certificate validation requirements, but instead refer to 3GPP TS 33.203. 3GPP TS 33.203 does not explicitly require the User Equipment (UE) to check the name in the certificate against the FQDN of the P-CSCF. Similar certificate validation issues due to lack of name checked were reported in RCS clients in 2019[footnoteRef:2]. [2:  https://www.srlabs.de/blog-post/rcs-hacking ] 

GSMA CVD PoE invite 3GPP to consider updating 3GPP TS 33.203 to make it clearer that UEs must check that the name in the certificate matches the FQDN of the P-CSCF.
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