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1
Decision/action requested

This contribution proposes to add new KI on UE authentication 
2
References

3
Rationale

The contribution proposes to add new KI on UE authentication.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: UE authentication
5.X.1
Key issue details

If the AUSF and UDM are deployed in the customer premises, the benefit is that UE can still connect to NPN through dedicated UDM and AUSF when the connection between customer premises and operator premises is broken. If the connection between customer premises and operator premises is broken, the AUSF and UDM in the customer premises are used for authentication, If the AUSF and UDM in the customer premises are compromised, a malicious UE may pass the authentication in the NPN. Then after the connection between customer premises and operator premises is established, the UE can still use the network service form the operator premises network. For example, the AMF in customer premise may need to change to the AMF in the operator premises network, or the AMF in customer premise may need to ask the SMF in the operator premises network to provide session management service, etc.  
5.X.2
Security threats

If AUSF and UDM in the customer premises are compromised by an attacker, a malicious UE may pass the authentication in the NPN. However, when the the connection between customer premises and operator premises is established and UE switch to the operator network, the UE can still use the network service. Therefore, the security of PLMN is compromised. 
5.X.3
Potential security requirements

5GS should provide the means to authenticate the UE which is authenticated by the NF in customer premises.
*************** End of the change ****************

