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1	Decision/action requested
Provide information for R19 study on network slicing security. 
2	References
[1]	3GPP TS 33.501
[2]	3GPP TS 23.501
[3]	3GPP TS 23.502 
[4]	3GPP S2-2313915 	New SID on Improvements of Network Controlled Network Slicing Selection

3	Rationale
Since Release 15, SA2 and SA3 have introduced various functional and security features relevant to network slicing. Amongst them, the following are observed to contain potential security issues that deserve to be studied in Release 19. 
3.1	Home control to a roaming UE
In Release 15, the increased home control is introduced and specified during Primary Authentication in TS33.501 [1] to prevent certain types of fraud, e.g. fraudulent registering a UE's serving AMF in UDM that the UE is not actually present in the visited network. The home control is realized through that the AUSF in the Home obtains confirmation that the UE has been successfully authenticated (cf. sub-clauses 6.1.3.1, 6.1.3.2, 6.1.4.1a of TS33.501 [1]). The Home AUSF can verify which PLMN a roaming UE is being served during primary authentication and the Home UDM can store authentication results (timestamp and PLMN name etc.). 
However, there is no such home control feature during the UE’s slice authentication, i.e NSSAA procedure. Specifically, the Home does NOT know whether VPLMN provides UE with services of specific slices since the UDM does not store NSSAA results and VPLMN name is not verified by the Home. This may potentially cause a similar fraud as during Primary authentication, e.g. fraudulent registering a UE's serving AMF for slice A, but the UE is actually not registered or served by the slice in the visited network.








Observation 1: it is worthwhile investigating whether and how to provide consistent home control so that the Home may verify the real network slices being used to serve its roaming UE. 
3.2	Network Slice Simultaneous Registration Group (NSSRG)
The NSSRG information has been specified in TS23.501[2] and TS23.502[3] since the Release 17 in the UE’s subscription/configuration. It is used to restrict UE not to register to network slices in different NSSRG simultaneously. In other words, UE is allowed to register multiple slices within the same NSSRG at the same time but register slices from different NSSRG one at a time. 
However, the UE’s security context for slices in different NSSRG could be shared even if the UE is registered to one slice after de-registered another. For example, a UE can register to Slice A at first. After the UE is switched off and deregistered from Slice A, the UE can be switched on again and registered to another Slice B. In this case, UE will share the same security context based on the current specification in TS33.501 [1], irregardless whether Slice A and Slice B are in the same NSSRG group. In addition, UE is sharing security context by default for slices within the same NSSRG. This may not be desirable in some scenarios where it is preferable not to allow security context sharing due to requirements from operators/applications.
Observation 2: SA3 should investigate whether restriction should be applied to network slices to avoid security context sharing. 
3.3	Network-contorlled slice selection
[bookmark: _Hlk157608916]A new Rel-19 study was approved in SA2 [4] to study enhancement of the network-controlled network slice selection mechanism to enable re-selection/replacement of a network slice based on the notification from the AF. This study was later converted to a candidate for TEI19 WID. It is worthwhile to study in SA3 any potential security issue or privacy issue involved in the new procedure introduced involving an AF. 
Observation 3: SA3 should investigate whether any potential security issue involved in the new procedure introduced involing an AF. 
4	Detailed proposal
[bookmark: _GoBack]It is proposed to study potential security enhancements to network slicing for R19 as in S3-240420, 
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