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Copy:
· To 3GPP SA3

Subject: LIAISON STATEMENT ON AEAD mode of ZUC-256 Algorithm
Dear Mr. XX,
CCSA appreciated ETSI SAGE for the assessment of ZUC-256 in past years. Considering the AEAD mode will improve the performance of ZUC-256, CCSA is open to constructive advises on algorithm design, mode, inputs, and outputs. Currently, two options for ZUC-AEAD mode are recommended for consideration.  The first option is ZUC-256-GXM, which can be found in https://arxiv.org/abs/2111.05117. The second option is to use the same framework for ZUC-256 as SNOW 5G and AES-256.

CCSA respectfully requests that ETSI SAGE consider the above information and would like SAGE to modify the ZUC-256 algorithm in the ETSI SAGE specification.

Best Regards,
Shizhuo Zhao
Department Manager
China Communications Standards Association (CCSA)
