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1
Decision/action requested

It is requested to add the new key issue for FS_AIOT _SEC in TR 33.713.
2
References

[1]
3GPP TR 33.713: "Study on Security Aspect of Ambient IoT Services in 5G"
3
Rationale

This pCR introduces a new key issue for FS_AIOT_SEC in TR 33.713 [1]. 
The proposed key issue is authorization for 5G Ambient IoT services, which analyses potential security threats introduced by new use cases and adds new security requirements to mitigate these threats.
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]




3GPP TR 23.700-13: "Study on Architecture support of Ambient power-enabled Internet of Things".

[y]




3GPP TR 38.769: "Study on solutions for Ambient IoT (Internet of Things) in NR".
*************** Start of the 2nd Change ****************

5
Key issues

5.X
Key Issue #X: Authorization for 5G Ambient IoT services
5.X.1
Key issue details

In TR 23.700-13 [x], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services.
In the Topology 2 as defined in TR 38.769 [y], the UE acting as the intermediate node is responsible for transferring the information between AIoT device and 5GS. If the authorization of intermediate node is not supported, the attacker can play the role of intermediate node and arbitrarily deny.
Therefore, it is necessary to study how to authorize the UE for acting as the intermediate node.

5.X.2
Security threats

If the 5GC cannot verify if the UE acting as an intermediate node is authorized, the attacker UE may impersonate the intermediate node. The attacker UE may then deny the 5G Ambient IoT services.

5.X.3
Potential security requirements
The 5GS shall be able to support the authorization of the AIoT capable UE as an intermediate node in 5G Ambient IoT services.

*************** End of the Changes ****************
