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1
Decision/action requested

It is requested to propose a new solution for KI1 of TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR is proposed to add a new solution for the Key Issue 1: Security protection in Store and Forward Satellite Operation of TR 33.700-29 [1].
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Attach procedure with eNB on board the satellite
6.Y.1
Introduction


This solution is proposed to address Key Issue #1, supporting the mutual authentication between the UE and network when the eNB is on board the satellite.

Unlike the attach procedure under normal/default Satellite operation, if the UE attempts to attach to the network under the S&F satellite operation, the network first needs to check whether the UE is authorized to use S&F satellite operation, because an unauthorized UE may launch DoS attack to deplete the resource of the network entities enforcing storing and forwarding. This solution provides a method for the MME to perform the UE authorization before authentication during S&F satellite operation. To be specific, the MME first checks the UE authorization based on the UE subscription information obtained by the HSS. If the UE is authorized, the MME interacts with the HSS to get the authentication vector and sends the authentication request to the UE. Otherwise, the MME stops the attach procedure by sending the attach reject message to the UE.
The proposed solution saves signalling resources and storage resources, ensuring that the eNB on board the satellite and the MME on the ground network do not waste resources to store the signalling/authentication vector for the unauthorized UE.

6.Y.2
Solution details
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Figure 6.Y.2-1: Attach procedure with eNB on board the satellite

1. The UE initiates the attach procedure by sending the Attach request to the eNB which is on board the satellite.

2. If the feeder link is unavailable, the eNB temporary stores NAS signalling from the UE. When the feeder link becomes available, the eNB forwards NAS signalling to the MME, including the S&F indication.

3. The MME interacts with the HSS to obtain the UE subscription information for initiating the authentication procedure.
4. If the UE is authorized to use S&F service operation, the MME returns the authentication request to the eNB. If the UE is not authorized, the MME returns the Attach reject to the eNB.
5. If the service link is unavailable, the eNB temporary stores NAS signalling from the core network. When the service link becomes available, the eNB forwards NAS signalling to the UE, which can be Attach reject message or Authentication request message. If the UE is authorized to use S&F service operation, the step #5b is executed. Otherwise, the step #5a is performed.
If the UE receives Attach reject message, the UE stops the attach procedure and waits to re-initiate the Attach procedure until the satellite can establish the service link and feeder link at same time. Steps 6-11 are skipped.

If the UE receives authentication request message, the UE returns authentication response to the eNB.

6. When the feeder link becomes available, the eNB sends authentication response to the MME.

7. The MME returns NAS Security Mode Command message.

8. When the service link becomes available, the UE performs the NAS SMC procedure.

9. When the feeder link becomes available, the eNB sends NAS SM Complete message to MME.

10. The MME sends the initial context setup request/attach accept.

11. When the service link becomes available, the eNB forwards the Attach accept message to the UE. 
NOTE: how to prevent DoS attacks before the security context is established between authorized genuine UE and network is out of scope of this solution.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*************** End of the Change ****************
