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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue on authorization supporting the use of mobile metaverse services in TR 33.721.
2
References

[1]
3GPP TS 22.156 v19.1.0
Mobile Metaverse Services; Stage 1"
[2]
3GPP TR 23.700-21 v0.2.0 
Study on Application enablement architecture for mobile metaverse services
[3]
3GPP TR 33.721 v0.0.0

Study on security aspects of 5G Mobile Metaverse services
3
Rationale

In clause 4.2 of TR 23.700-21 [2], exposing spatial map to third parties is documented as a key issue, with the open issue regarding the third party who needs to be authorized as the following:

"How to expose a spatial map to authorized third parties?"
According to the above requirements and open issue, it can be summarized that the object to be authorized can be a subscriber or a third party who is using mobile metaverse service. 

This pCR proposes to add a new key issue in TR 33.721 [3] on authorization supporting the use of mobile metaverse services.
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[y]
3GPP TR 23.700-21: "Study on Application enablement architecture for mobile metaverse services".


*************** Start of the 2nd Change ****************
5
Key issues


5.X
Key Issue #X: Authorization supporting spatial localization service
5.X.1
Key issue details

In clause 4.1 of TR 23.700-21 [y], enabler support for managing spatial anchors is documented as a key issue, with the open issue regarding the access tp spatial anchor as the following:

"How to discover spatial anchors by the consumer (e.g. UE, VAL server)?"
In clause 4.2 of TR 23.700-21 [y], exposing spatial map to third parties is documented as a key issue, with the open issue regarding the third party who needs to be authorized as the following:
"How to expose a spatial map to authorized third parties?"
Either for discovering spatiall anchors or for exposing spatial maps, authorization of the consumer (e.g. UE, VAL server) needs to be considered. This key issue focuses on the authorization aspect supporting spatial localization service. 
5.X.2
Security threats

Spatial map or spatial anchor could be a piece of information sensitive to the operator or the operator’s customer or the users in the map. If the consumer (e.g. UE, VAL server) is not authorized for obtaining the spatial map or accessing the spatial anchor, such sensitive information could be leaked to an undesired party. Further, the operator will not be able to correctly charge the consumer (e.g. UE, VAL server) for using spatial localization service supporting localized mobile metaverse services.
Editor’s Note: What sensitive information is for an operator or operator’s customer is FFS.
5.X.3
Potential security requirements

The 5G system shall provide a means to authorize a consumer (e.g. UE, VAL server) for accessing spatial localization services (e.g. spatial map obtaining, spatial anchor accessing).
Editor’s Note: The requirement details with respect to the potential consumers of localized mobile metaverse services, the host of such service and exposed information via such service is subject to SA6 progress.
*************** End of the Changes ****************
