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1
Decision/action requested

This contribution proposes a solution for third party identity authorisation and verification.
2
References

[1]
S3-240941 Draft TR 33.790 v0.1.0
3
Rationale

The proposed solution to the authorisation and verification of the third party identity is for the IMS AS to either receive the third party ID information directly from the HSS or receive a URI from the HSS so the IMS AS can fetch the third party ID information from the repository linked to the URI.
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the draft TR [1]. 
**** START OF CHANGES ****

6
Solutions


6.0
Mapping between key issues and solutions

Table 6.0-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2

	Solution #Y: Signing and verification of third party ID information
	X
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



**** NEXT CHANGE ****

6.Y
Solution #Y: Signing/verification of third party ID information
6.Y.1
Introduction
This solution addresses key issue #1. 
6.Y.2
Solution details
This solution enhances the STIR/SHAKEN framework that has been adopted in 3GPP (see TS 24.229 [4]) to all third party ID information. The third party ID information is related to an IMPU and is either provided to the HSS or IMS-AS (as described below). In the latter case the HSS provides a URI to the IMS AS so the third party ID information can be requested. The IMPU and third party ID information or URI to fetch that information is provisioned in the HSS before the SIP INVITE is sent.
NOTE: The UE is provisioned with multiple IMPU in the case that the UE can use multiple 3rd party IDs. 
Editor’s Note: Whether the HSS stores third party ID information pointer or actual third party ID information is to be aligned with SA2.
Figures 6.Y.2-1 and 6.Y.2-2 (given below) show the procedures for the originating and terminating networks respectively. 
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Figure 6.Y.2-1: Originating network procedures for authorising/verifying the third party ID information
1. UE-A sends a SIP INVITE with an IMPU that has been subscribed for the delivery of third party user identity information.
2. The CSCF forwards the SIP INVITE to IMS AS for processing of third party user identity service based on the included IMPU. 

3. The IMS AS sends a request to HSS to retrieve the third party ID information.
4. If needed, the HSS fetches the third party ID information.

5. The HSS returns either the third party ID information ID or a URI to fetch the third party information ID to the IMS AS.

6. If the IMS AS received the URI from the HSS, the IMA AS retrieves the third party ID information from the repository linked to the URI.
7-8. IMS AS sends the third party ID information to the Signing Server and receives a Personal Assertion Token (PASSporT) in the response.
9. The IMS AS send the signed third party ID information (including the third party ID information and the PASSporT to the CSCF).
10a. The CSCF forwards the SIP INVITE to the terminating network. 
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Figure 6.Y.2-2: Terminating network procedures for authorising/verifying the third party ID information

10b. The CSCF in the terminating network receive the forwarded the SIP INVITE.
11. The SCSF sends the SIP INVITE to IMS AS based on UE subscription data and network policy. 
12-13. The IMS AS in the terminating network sends the third party ID information and associated PASSporT to the Verification Server, then receives the message of verification success in the response.
14. The IMS AS send the SIP INVITE to the CSCF including the verified third party ID information.

15. The CSCF forwards the SIP INVITE (including the verified third party ID information).onto UE-B for rendering and presentation to the user. 
6.Y.3
Evaluation
TBD
**** END OF CHANGES ****
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