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1
Decision/action requested

This contribution proposes a solution to KI#4 using FT.
2
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3
Rationale

As described in Annex S of TS 33.501 [2], for NSWO, the MSK is passed done to the WLAN AP which means that FT can be used directly for mobility without any signalling changes. It is proposed to capture this in the TR [1] as a solution to KI#4 on NSWO. An editorial in KI#4 is also proposed. 
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the draft TR [1]. 
**** START OF CHANGES ****
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**** NEXT CHANGE ****

5.4.1
Key issue details 

When UE moves from WLAN AP1 to WLAN AP2, where both WLAN APs are nearby or overlapping, the UE connectivity can break while connecting to the new WLAN AP. Additionally, UE also goes through another full authentication procedure at the NSWOF as defined in annex S of TS 33.501 [3], even though both WLAN APs connect to the same NSWOF.

A new full authentication may lead to additional signalling and may cause latency in the UE connection. This is inefficient and disrupts the user experience. If we skip the full authentication, it provides connection time optimisation, but then the security aspect of the UE to target WLAN should be studied.

**** NEXT CHANGE ****
6.0
Mapping of solutions to key issues

Table 6.0-1: Mapping of solutions to key issues
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Editor’s Note: Each solution should be mapped here.

**** NEXT CHANGE ****

6.Y
Solution #Y: Using FT for NSWO
6.Y.1
Introduction

This solution addresses key issue #4: Security aspect of UE connecting to a new WLAN AP connected via the same NSWOF.
6.Y.2
Solution details
This solution is similar to solution #3 (see 6.3 of the present document) except that there is no need to derive a new key (KFT in solution #3) as MSK provided to the WLAN Access Network (AN) (see Annex S of TS 33.501 [3]). MPMK is derived directly from MSK as described in 802.11 [aa]. Hence no standards changes are needed in this case to deploy FT as there is no need for 5GC to derive the MPMK.  
To realise this solution, the WLAN AN that the UE is connecting needs to support FT and hence contains a R0HK. The R0KH receives the MSK and takes the MPMK from the MSK to generate the FT root key. The R0KH passes the PMK-R1 to R1KH (i.e., AP) so the R1KH can complete the 4-way handshake with the UE. 
6.Y.3
Evaluation
TBD
**** END OF CHANGES ****

