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1
Decision/action requested

Approve the new annex under clause 4 for inclusion in TR 33.701 [1].
2
References

[1]
3GPP TR 33.701: "Study on mitigations against bidding down attacks ".
3
Rationale

The contribution proposes a new annex on how to address the threat for legacy devices that cannot support any upgrades or new enhancements for example agreed for key issue #1. The motivation is that such legacy UEs are numerous and will remain in the field for a long period of time until they are eventually phased out or replaced by more capable ones. Such periods are typically measured in years. This provides more than a sufficient time window for attackers to mount their schemes by FBS using decommissioned radio technology.

While the threats are the same as for key issue #1, this is not considered appropriate as a key issue. This is because the problem pertains, by definition, to devices that cannot support enhancements. The scope of this annex is any guidance proposal with no standard impact. This does not rule out for example reusing existing out of band mechanisms to increase awareness and trigger actions from the end user.
4
Detailed proposal

Approve the following changes for inclusion in TR 33.701 [1].
**** First Changes****

Annex <B> (informative): 
Guidance for legacy devices

B.1
Description

In a scenario where the operator has decommissioned GERAN or UTRAN networks, a legacy UE that cannot support any enhancements or upgrades cannot determine on its own that such radio access networks are no longer available in certain areas. Such UE is subject to the same attacks described in clause 4.1. Observe, that in this scenario the attack becomes less challenging since there is no interference and hence any need to jam genuine base station signals.

Legacy UEs are numerous and will remain in the field for a long period of time until they are eventually phased out or replaced by more capable ones. Such periods are typically measured in years. This provides more than a sufficient time window for attackers to mount their schemes by FBS using decommissioned radio technology.

The scope of this annex is any guidance or solution with no standard impact that can help mitigate the threat for such devices. This does not rule out for example reusing existing out of band mechanisms to increase awareness and trigger actions from the end user.
B.2
Approaches
B.2.x
Approach #x: <Title of the proposal>
Editor’s Note: This is the template for guidance proposal.
**** End of Changes****

