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1
Decision/action requested

This document proposes a Solution for Mobility of N5CW devices.
2
References

[1] 3GPP TR 33.702 “Study on Security for mobility over non-3GPP access to avoid full primary authentication, (Release 19)”
3
Rationale

This solution addresses “Key issue #3: Security aspect of N5CW device connecting to a new TWAP within the same TWIF”. 
4
Detailed proposal

Start of Change

6.Y
Solution #Y: Mobility of N5CW devices
6.Y.1
Introduction

This solution addresses “Key issue #3: Security aspect of N5CW device connecting to a new TWAP within the same TWIF”. 

The proposed solution relies on a previous successful authentication to a TWAP under the control of the same TWIF. It is assumed here that the primary authentication was performed successfully at the TWIF for the particular N5CW device and that the derived key KTWIF ( = KTNGF key) is stored in the N5CW device and in the TWIF together with the device identity SUCI or 5G-GUTI. The re-authentication is performed by an encrypted authentication token, which contains information for the derivation of the new access point key KTNAP = Pairwise Master Key (PMK).

6.Y.2
Solution details
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Figure6.Y.2-1: N5CW Reauthentication call flow
1.
The N5CW device associates with the trusted WLAN network and the EAP-AKA’ authentication procedure is initiated.

2.
The N5CW device shall provide its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm, and sends an AAA request to the selected TWIF.
If the N5CW device registers to 5GC over 3GPP access for the first time when the above procedure is initiated, then the NAI shall include the SUCI. If the N5CW device has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to the N5CW device over 3GPP access. 

The N5CW device constructs an authentication token based on the device identity (SUCI or 5G-GUTI) and a generated nonce, protected with the previously derived KTWIF . The token may be integrity protected with the corresponding key. The N5CW includes the authentication token in the EAP-Response message towards the TWIF. 

3.
The TWIF recognizes based on the presence of the authentication token that the N5CW device was already authenticated and registered before and selects the corresponding key (KTWIF or PMK) based on the include device identity (SUCI or 5G-GUTI). 

4.
The TWIF decrypts the token and verifies the included identity matches the one in the EAP response and then derives a new KTNAP using the KTWIF and the Nonce. In case the message was integrity protected, the TWIF verifies the MAC-I. 

5.

The TWIF sends the TNAP key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the N5CW device. The TNAP key corresponds to the PMK (Pairwise Master Key) which is  used to secure the WLAN air-interface communication according to IEEE 802.11. 

6.
A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the N5CW device to TWIF. 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

TBD

End of Change

TWIF
N5CW Device
Trusted WLAN Access Point

Trusted WLAN Access Network
2a. EAP-Req/Identity
2c. EAP-Res/Identity
<SUCI> or <5G-GUTI>, Token
2d. AAA Request
<SUCI> or <5G-GUTI> , Token
3.Locate KTWIF based on SUCI or 5G-GUTI
1. EAP-based authentication trigger
With 3GPP credentials but
without NAS
5a. AAA
(EAP-Success,PMK )
6b. Establish security over the air
(4-way handshake)
6a. Derive WLAN keys from PMK key
6a. Derive WLAN keys from PMK key
6b. L2 or L3 
connection
(per UE)
4. Authenticate N5CW Device with Token and KTWIF . Derive New KTNAP  from Nonce of the Token and KTWIF
5b. EAP-Success
2b. Token generation



