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1
Decision/action requested

SA3 is kindly asked to approve the proposed key issue on secure credential provisioning in TR 33.700-32.
2
References

[1]
3GPP TS 22.101 v18.5.0
Service aspects; Service principles
[2]


3GPP TR 23.700-32 v0.2.0
Study on User Identities and Authentication Architecture
[3]
3GPP TR 33.700-32 v0.0.0
Study on security aspects of User Identities and Authentication
3
Rationale

Among the service requirements specified for User Identity in clause 26a of TS 22.101 [1], the following service requirements are defined for user identifier provisioning:

"The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway."

The following service requirements are defined for credential provisioning:

"The 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity.

The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access."
It can be understood that, user identity/identifier can be provided by the network operator or by a 3rd party. When user identity/identifier are provided by the 3GPP network, the associated credential for user authentication against the provided user identifier are also provided by the 3GPP network.

This pCR proposes to add a new key issue on secure credential provisioning in TR 33.700-32 [3].
4
Detailed proposal

*************** Start of the 1st Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.700-32: "Study on User Identities and Authentication Architecture".
[x]
3GPP TS 22.101: "Service aspects; Service principles".
*************** Start of the 2nd Change ****************
5
Key issues


5.X
Key Issue #X: Secure credential provisioning
5.X.1
Key issue details
Among the service requirements specified for User Identity in clause 26a of TS 22.101 [x], the following service requirements are defined for user identifier provisioning and credential provisioning:
"The 3GPP system shall be able to provide User Identities with related User Identifiers for a user.
The User Identifier may be provided by some entity within the operator’s network or by a 3rd party.
The 3GPP network shall be able to provide a User Identifier for a non-3GPP device that is connected to the network via a UE that acts as a gateway."

"The 3GPP system shall support secure provisioning of credentials to those devices to enable them to access the network and its services according to the 3GPP subscription that has been linked with the User Identity.

The 3GPP system shall support secure provisioning of credentials to a non-3GPP device connected via a gateway UE, whose User Identifier has been linked with the 3GPP subscription of the gateway UE, to enable the non-3GPP device to access the network and its services according to the linked 3GPP subscription when connected via non-3GPP access."
It can be understood that, user identity/identifier can be provided by the network operator or by a 3rd party. When user identity/identifier are provided by the operator, the credential associated with the operator-provided user identifier for user authentication are also provided by the 3GPP network.
While user identity provisioning is described in TR 23.700-32 [2], this key issue focuses on the secure credential provisioning for authenticating a user with User Identifier(s) linked to a 3GPP subscription.
5.X.2
Security threats
If the 3GPP network provides a user identity to a user but does not provision the credential associated with the user identity, the user cannot be authenticated by the 3GPP network.
If the credential associated with the user identity provided by the 3GPP network is not provisioned in a secure way, the credential may be intercepted or tampered by an attacker. The attacker can then launch impersonation attack on the user using the intercepted credential. The attacker can also launch DoS attack on the user using the tampered credential.
5.X.3
Potential security requirements
The 3GPP system shall support secure provisioning of credentials associated with the operator-provided user identifiers to the UE or to a non-3GPP device connected via a gateway UE.

*************** End of the Changes ****************
