3GPP TSG-SA3 Meeting #115AdHoc-e
S3-241443
Electronic meeting, online, 15 - 19 April 2024
Source:
Nokia, Philips International B.V., Lenovo, InterDigital
Title:
New KI : Privacy aspects of UE-satellite-UE communication
Document for:
Approval

Agenda Item:
5.7
1
Decision/action requested

SA3 is kindly requested to approve the key issues proposed. 
2
References

3
Rationale

Current 5G 3gpp security specification [2][3][4] describes the architectural and security flows by adapting the NR satellite access to existing different 5GS procedures. 

One of the objectives from Rel-19 study S3-235103[1] is to study the impacts to the current 5GS system when supporting mechanishm to authorize the UE -Satellite – UE communication enhancements in existing deployments without feeder links to Gateway or to the core network, there is service continuity. This contribution proposes a new key issue on the privacy of information exchanged in a UE-satellite-UE communication scenario. 
4
Detailed proposal

******** FIRST CHANGE ********
5.X


Key Issue #X: UE-satellite-UE communication privacy

5.X.1

Key issue details

UE-satellite-UE communication refers to the communication between UEs (roaming as well as home UEs) under the coverage of one or more serving satellites without the user plane traffic going through the ground network. It is expected that a link to the ground, via ISL to another satellite with a link to a ground gateway, or via multiple other satellites using ISLs to another satellite with a link to ground gateway or direct from the serving satellite to a ground gateway, is always available.

SA2 is studying the potential architectural enhancements to support UE-satellite-UE communication, including minimum necessary set of 5GC network functions and IMS components (if any) onboard the satellite(s), including:

· How to ensure routing of user plane traffic (for MMTEL and MC applications) remains in the satellite
· Potential impacts on IMS procedures and functions to manage UE-satellite-UE communication.


From SA3 point of view, the 3GPP system needs to be able to ensure the privacy of information (e.g. identifiers) exchanged over UE-Satellite-UE communications.

5.X.2

Privacy threats

If the information (e.g. radio identifiers) exchanged in UE-Satellite-UE communications are not protected, it could lead to leakage of user privacy.

5.X.2

Potential privacy requirements

The 3GPP system shall ensure privacy protection for the privacy sensitive information (e.g. radio identifiers, UE location, etc.) exchanged in UE-Satellite-UE communications.
******** END OF CHANGES ********
